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Executive Summary
This report provides the largest survey to‐date on the usage, attitudes and perceptions of risk
over 2000 young Canadians engaged in online socializing. In addition, the report provides
findings, based on sixteen in‐depth interviews with leading public and private sector
organizations, on the use of online social networks by organizations for commercial purposes,
and offers recommendations on how the risks of online socializing can be reduced and privacy
be protected.

Key Findings
•
•
•
•
•
•
•

Nine out of ten young Canadians socialises online regularly and frequently
Young Canadians are largely aware of the risks of online socializing, and have attempted
to control the release of their personal information online
A new digital divide has been created between a generation of young Canadians and a
generation of managers and executives for which young Canadians work
Young Canadians have a unique perception of network privacy, according to which
personal information is considered private as long as it is limited to their social network
Organizations reject and do not recognize the notion of network privacy. Instead, they
subscribe to the view that information posted online is public and deserves no
protection
Organizations do not have policies, practices or guidelines in place that explicitly govern
the use of online social networks by their employees, or by the organizations
themselves for marketing and for human resources purposes
Online social networks, while benefiting greatly from the advertising revenue generated
by their users’ personal information, have successfully created a public image of their
business as a passive conduit, pipeline or wall, on which personal information can be
displayed, and have avoided responsibility in the public mind for any harm caused to the
privacy or reputation of their users
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Recommendations to Organizations
•
•
•
•
•

Develop an understanding of online social networks and their role in the culture and
communication behaviour of young Canadians – your customers and your employees
Develop clear rules and guidelines about the use of online social networks at work and
at home based on principles that employees will accept
Support these policies with appropriate tools and enforcement
Do not actively seek information from online social networks for recruitment and
selection processes, and if access to such information is obtained, refrain from using it
Ensure that uses of online social networks or the information obtained from them to
fulfill marketing goals and objectives are in compliance with PIPEDA

Recommendations to the Office of the Privacy Commissioner
•
•
•
•
•

Explore the tools and approaches appropriate to developing a collaborative campaign
targeting young Canadians to ensure that they take appropriate steps to protect their
privacy on online social networks
Work with the online social networks to develop tools or policies to ensure the
protection of individual privacy
Advocate that online social networks providers assume greater responsibility for privacy
breaches, and that they provide more resources to raise awareness and educate
individuals about privacy risks
Establish mechanisms and processes to monitor and anticipate emerging trends in
social networking that may jeopardize the privacy of Canadians
Ensure that the legal and regulatory frameworks for the protection of Canadians keep
pace with these developments.
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Introduction
Social networking online, on services such as My Space and Facebook, has become the
preferred way of communicating for many young people, outpacing e‐mail in some markets.
The social networking site MySpace ranks sixth in overall web traffic, with over 47 million
unique US visitors each month while web traffic data for Facebook, a social networking site
oriented towards university and college students, shows 15 million unique US visitors a month. 1
Facebook itself claims that it has seven million Canadian users and eight million UK users. 2
Online social networks (OSNs) are a form of controlled group communications which have
evolved from small scale special purpose sites to broader general purpose communications.
When users sign up for social networking sites, they create a profile which may be accessible to
other members of the network. Users can define the level of access and information that they
provide – restricting access to a small number of friends in a limited and well‐defined group – or
making information more broadly available. Profiles may include a real name, or a pseudonym;
contact information (email, telephone, address); birth date, photographs, hometown, religion,
ethnicity, personal interests and much more. Other users can send messages asking to become
a “friend” and must be accepted by the receiving party in order to establish a link which in turn
provides access to their profile and information. Some of these users appear to be posting
revealing, personal information with little thought or regard for either the short‐term or long‐
term consequences.
Unfortunately, OSNs appear to pose privacy and security threats and expose many users to a
variety of forms of internet crime 3 . Anecdotally, high profile incidents have suggested that
social networking sites can expose users to social embarrassment, large scale privacy
breaches, 4 identity theft, harassment and other forms of victimization. 5 Previous studies have
suggested that OSN users have many misconceptions about threats to their security and

1

Dwyer, C. “Digital Relationships in the 'MySpace' Generation: Results From a Qualitative Study.” Proceedings of
the 40th Hawaii International Conference on System Sciences (HICSS), Hawaii, 2007.
2
http://www.facebook.com/press/info.php?statistics (accessed March 31st, 2008).
3
Cukier, W. & Levin, A. “Spam and Internet Fraud”, M. Pittaro et. al, eds., Crimes of the Internet, Prentice Hall,
2008
4
“Facebook responds to MoveOn criticism of ad program”, November 20, 2007 http://www.news.com/8301‐
13577_3‐9821651‐36.html (accessed March 31st, 2008).
5
Ybarra, M.L., Mitchell, K.J., Finkelhor, D., Wolak, J. “Internet Prevention Messages Targeting the Right Online
Behaviors” Archives of Pediatrics & Adolescent Medicine 2007;161:138‐145.
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privacy 6 and that it is relatively easy to obtain confidential information from OSNs. Using
relatively simply tools, researchers have exposed at least three major threats to security on
Facebook in a study of US students: users disclose too much information, Facebook does not
take adequate steps to protect user privacy and third parties are actively seeking out end‐user
information using Facebook. 7
Our current project, funded by the Office of the Privacy Commissioner, provides an opportunity
to build on previous work, and explore the attitudes and perceptions of young social
networking users to privacy and security as well as organizational policies on the use of social
networking.
Personal information protection aims to provide members of society with autonomy or control.
Policy makers proceed from the assumption that policy and practices should be developed to
allow an individual, to the greatest extent possible and in balance with other legitimate
interests of other individuals and society at large, control over their personal information. The
phenomenon of online social networking poses a fundamental challenge to this assumption.
Individuals post personal information online, often at potential personal risk, and make it
available to a large audience of “friends”, seemingly without much concern over the loss of
control once information has been disseminated via their social network software of choice.
There are a variety of possible explanations (not mutually exclusive) as to why online social
networkers largely ignore risks related to their personal information:
Lack of Awareness. Online socialisers, perhaps due to demographics, are largely oblivious to
the risks to which they are exposing themselves. Online social networking appears to be
increasing exponentially among young individuals in their teens and twenties. The increase in
networking, however, does not appear to be accompanied by an increase in the awareness of
the risks posed by posting personal information online. Some of these risks, such as career risks,
may be of particular importance to students who are about to enter the full‐time workforce.
Other risks, such as identity theft, spamming (mass commercial emailing), phishing (inserting a
fraudulent link into an email to commit fraud) and pharming (diverting Internet traffic to a
fraudulent website), are a common concern to all Internet users, but may be more of a threat
to online socialisers due to their increased and enhanced online presence.

6

Acquisti, A. & Gross, R. “Imagined Communities: Awareness, Information Sharing and Privacy on The Facebook.”
Proceedings of the 6th Workshop on Privacy Enhancing Technologies, Cambridge, UK, 2006.
7
Jones, H. & Soltren, J. “Facebook: Threats to Privacy” December 15, 2005, available at
http://www.swiss.ai.mit.edu/6095/student‐papers/fall05‐papers/facebook.pdf (accessed March 31st, 2008)
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Perception of Risk and Behaviour among Youth. The tendency of youth (15 – 24 year olds) to
engage in high risk behaviour in spite of clearly identified risks is well‐established in both the
crime and health literatures. 8 There is also strong evidence that these same proclivities are
extended to the internet. 9 The literatures on crime and injury prevention suggest that given the
gap between knowledge and behaviour, relying entirely on individual agency and choice may
insufficiently reduce the exposure to cyber‐crime, particularly where vulnerable young people
are concerned. Classic integrated models of crime and injury prevention are being evolved to
address new forms of threats on the internet. 10 Typically these models couple educational or
awareness raising activities, with a combination of technological, regulatory, economic and
enforcement elements, in an effort to change behaviour. 11
Notion of Network Privacy. Online socialisers do not view their privacy and the protection of
their personal information as based on the value of personal control. It appears that their
expectation of privacy is shaped not by their sense of autonomy, but by their sense of
reputation and dignity, and when they perceive that their privacy is being threatened, it is really
their reputation, dignity, persona or online identity that is at stake. Further, their persona and
therefore their sense of dignity, reputation and privacy depend on, and are a manifestation of,
the network within which they participate. Individuals may present one identity or persona to
their peers, another to their work colleagues, a third to their family and a fourth to their
business associates. Privacy, in a sense, is two‐dimensional for such online socialisers. They are
concerned not only about the extent of the dissemination of their personal information (how
many people know), but also about their information’s destination (who knows). We define this
perception of privacy in this report as network privacy. This understanding of privacy is similar
and complementary, though not identical, to recent explanations of privacy in regular social
contexts, which place an emphasis on an individual’s expectation of the extent of the
dissemination of their private information, rather than on whether the individual expects their
private information to be disseminated at all. 12
Neither the practice of online social networking nor the associated risks is well researched in a
Canadian context, although some provincial Privacy Commissioners have introduced guidelines

8

Grunbaum, J., Kann, L., Kinchen, S., Ross, J., Hawkins, J., Lowry, R., Harris, W., McManus, T., Chyen, D., Collins, J.,
“Youth Risk Behavior Surveillance – United States, 2004” Morbidity and Mortality Weekly Report, May 21st 2004;
53(2):1‐96.
9
Kimberly, J., Mitchell, K. , Finkelhor, D., Becker‐Blease, K. “Linking Youth Internet and Conventional Problems:
Findings From a Clinical Perspective”, Journal of Aggression, Maltreatment and Trauma 15, 2 (2007) pp.39 ‐58
10
Katyal, N. “Digital Architecture as Crime Control” 112 Yale Law Journal 2261 (2003)
11
Cukier, W. & Levin, A. supra note 3.
12
See Strahilevitz, L. “A Social Networks Theory of Privacy” 72 University of Chicago Law Review 919 (2005).
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about online social networking. 13 This report provides the OPC with detailed information on the
use of OSNs by individuals and by organizations, as well as recommendations for the OPC about
how policy and guidelines on the phenomenon of online social networking can continue to be
developed. Organizations have reported, for example, that online information about individuals
plays a role in hiring and career development decisions, without formal policies or guidelines in
place. This report recommends best practices in this regard.
The following sections of the report discuss the two research phases of this project and their
results. Our report offers the largest quantitative survey to‐date on the use of OSNs by young
Canadians, and analyzes this usage in detail. The quantitative analysis is followed by an analysis
of private and public sector interviews that were conducted with both federally and non‐
federally regulated organizations in order to determine their policies, practices and perceptions
of OSNs. We then suggest some best practices for organizations, as well as some further steps
that can be taken by the OPC in order to ensure that this next digital divide, the perception of
public and private on OSNs, is bridged as safely as possible.

13

Information and Privacy Commissioner of Ontario, “When Online Gets Out of Line: Privacy ‐ Make an Informed
Online Choice”, 2006, available at http://ipc.on.ca/images/Resources/up‐facebook_ipc.pdf (accessed March 31st,
2008).
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Project Goals and Objectives
The overall goal of this report is to provide insight into the nature and scope of risk perception,
motivation, awareness and concerns (both immediate and long‐term) among those engaging in
online socializing. Of particular interest are the attitudes of those Canadians who are entering
the workforce at a time when organizations are embarking on the replacement of the
generation known as the “baby‐boomers”. Recruiters need to know whether these young
Canadians form a distinctive demographic group in terms of their overall approach to online
socializing. The Ted Rogers School of Management at Ryerson University is particularly well‐
positioned to conduct a research project into the risks of online social networking as perceived
by young Canadians, since it has access to a sample of this population with the following
characteristics:
• A culturally and ethnically diverse student body representative of the young
Canadian population at large.
• A student body with varying levels of awareness about the risks of online networking
– ranging from students in information technology and engineering programs to
those in social work, film and arts programs.
• An undergraduate and graduate student body that places an increasing emphasis on
preparing for professional life as it nears graduation.
These characteristics of the student body will ensure detailed and representative results with
respects to the practices of online social interaction among Canadians in their late teens and
early twenties, their perception of privacy and their awareness of the potential risks of online
personal information.
The report provides recommendations, based on this insight and on existing organizational
practices that inform business and policy makers about best practices, guidelines and policy
development to protect personal information online.
Specifically, this report addresses and provides the following objectives:
• Determining the forms of online social networking currently in use by young Canadians.
• Reviewing the nature of risks associated with the use of the Internet for online social
networking
• Determining the levels of awareness to various risks associated with the availability of
personal information online among young Canadians
• Exploring whether the concept of privacy is understood by online socialisers as
protecting dignity or expressing personal control
• Describing the practices and policies of employers about accessing employee or
potential employee personal information available online

14
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Methodology
We conducted this project in two phases: Phase 1 centered on the development and
administration of a quantitative survey directed toward young Canadians, specifically
undergraduate university students; Phase 2 involved a series of in‐depth interviews with
executives in Canadian organizations.

Phase 1: Quantitative Survey of Young Canadians
Research into the perceptions of risk associated with online social networks (OSNs) began in
September 2007. A series of five focus groups provided insight into the ways in which young
Canadians use OSNs, their thoughts about privacy and security issues and the language they use
to communicate in the online environment.
We used the information gained from these focus groups to develop and refine a quantitative
instrument. The resulting 122‐item, self‐complete questionnaire contained a series of mainly
closed‐ended questions relating to demographics, attitudes, beliefs and behaviours around
online socializing and the perceptions of risk associated with this activity. In addition, we asked
respondents to complete two open‐ended questions to indicate their primary concern with
OSNs, first in relation to their personal life and again in relation to their professional or work
life. The questionnaire is attached to this report as Appendix A.

The Sample
A total of 2,300 questionnaires were distributed by hand during the first two weeks of October
2007 to undergraduate students on the campus of Ryerson University – a large, culturally
diverse urban Canadian university located in Toronto, Canada, with an enrolment of 23,000. Of
these, 294 submissions were eliminated because they were either incomplete or illegible,
resulting in a total of 2,006 questionnaires that were used for the final analysis.
As illustrated in Chart 1, students ranged in age from 17 to 39, with over 94% falling into the 18
to 24 category. We used a quota sampling framework to reflect actual enrolment proportions
across the entire student body. Charts 2 through 4 confirm the sample represented students
enrolled in each year of undergraduate study and across all five Faculties at Ryerson University
with almost equal representation of males and females. Furthermore, as shown in Chart 5, the
majority of students (70%) work in paid employment on average for at least a few hours per
week while going to school.
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hart 2: Respondent Year of Study
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Chart 4: Resp
pondents byy Gender
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Chartt 5: Respond
dent Weeklyy Work Hourrs

Analyttical Apprroach
We analyysed the results of the closed‐ended
d questions from
f
the quaantitative su
urvey using SPSS
S
Version 16.
1 Basic summary statistics includeed frequencyy distributions and mean
n values for scale
questions.
In additio
on, cross‐tab
bulations witth Pearson chi‐square
c
teests for signiificance, and
d one‐way
ANOVA tests
t
were performed to
o investigate response diifferences byy gender, agge, year of sttudy
and emp
ployment. We
W chose theese variabless for the purposes of sub
bgroup analyysis as our in
nitial
focus gro
oup research
h seemed to indicate atttitudinal and
d behaviouraal differences between males
m
and femaales, as well as possible differences among older students who
w were clo
oser to
graduatio
on and there
efore likely more
m
concerrned than th
heir younger counterparts about theeir
projected
d online imaage among potential
p
employers. In addition,
a
stu
udents who were alread
dy
working in part‐time positions, particularly
p
t
those
with more
m
than en
ntry‐level ressponsibilities,
seemed to
t show greaater awaren
ness of and concern
c
for their
t
reputattion. Despitte these
anecdotaal findings, our
o analysis shows
s
no siggnificant diffferences by age, year of study or
analysis do
employm
ment in the quantitative
q
study. Howeever, the ressults of the quantitative
q
support the
t focus gro
oup research with respeect to differeences betweeen males an
nd females.
These diffferences are
e discussed further in th
he Results seection of thiss report.
o open‐endeed questionss were revieewed and gro
ouped accorrding to com
mmon
Responsees to the two
themes by
b a team off three reseaarch associattes, in consu
ultation with members of
o the researrch
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team. In order to protect the confidentiality of students, direct quotes presented in this report
are attributed by field group number rather than by using personal information.

Phase 2: Organizations
We conducted sixteen in‐depth interviews with Canadian executives in key decision‐making
positions to gain their corporation’s perspective on OSNs in January‐February 2008.
Organizations were approached based on media reports about their use of OSNs, and on
information gathered by the research team that indicated the organization had a presence on
OSNs. From this larger sample, the research team contacted organizations in federally
regulated industries of particular interest to the OPC, as well as organizations from other
industries with which the Ted Rogers School of Management has existing contacts, such as the
telecommunications, financial services, retail, professional services and hospitality sectors. A
total of 49 potential executives were approached and 16 agreed to participate, resulting in a
response rate of approximately 33%. Interview participants represent a cross section of six
different industry sectors as well as position within the organization, as shown in Table 1:
Table 1: Summary of Industries and Positions
Interview Number
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16

Type of Industry
Hospitality
Financial Services
Financial Services
Retail
Professional services
Financial services
Financial Services
Professional Services
Hospitality
Communications
Communications
Communications
Professional Services
Public Sector
Public Sector
Retail

Type of Position
Manager
Vice‐President
Senior Manager
President
Managing Partner
Legal Counsel
Vice‐President
Legal Counsel
General Manager
Manager
Privacy Officer
Manager
Managing Partner
Privacy Officer
Privacy Officer
Legal Counsel

The interviews were conducted face‐to‐face in the office of the interviewee by one or two
members of the research team and lasted approximately one hour. All interviews were audio‐
19
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taped and notes were taken to supplement the tape recordings. We used a semi‐structured
interview schedule based on the study objectives. The schedule is attached as Appendix B to
this report. Some questions required modification, depending on the participants’ area of
responsibility within their organization. For example, those working in a Human Resources
capacity had different experiences with and perspectives of social networking compared to
those working in Marketing.
All interviews were transcribed verbatim, and interviewees were given the opportunity to
review either the transcribed interviews or the notes taken during the meeting and to ask for
corrections to be made. The final transcripts/notes were reviewed independently by two
members of the research team. Subsequent meetings were held to discuss identified themes,
issues and trends and to discuss areas where differences in opinion had occurred. Results of
the combined analysis are presented in the “Perspective of Organizations” section of the
report. In order to protect the confidentiality of participants, direct quotes are attributed by
interview number, as shown in Table 1 above.
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Resullts of Quantita
ative Survey off Young Canadians
The quan
ntitative phaase of the project provid
des critical in
nsights into the use of OSSNs by youn
ng
Canadian
ns and their perceptionss of risks and
d privacy.

Use off the Inte
ernet and Online
e Tools
Chart 6: Usaage of Onlin
ne Tools

A Chart 6 sh
hows, youngg Canadians
Usage paatterns of technology tools continuee to evolve. As
report ussing e‐mail, instant
i
messsaging and online
o
social networks most
m frequen
ntly. E‐mail has
h
the higheest usage ratte, with 97%
% logging on to e‐mail at least once per
p week. In
nstant messaaging
sites are second in po
opularity, fo
ollowed closeely by OSN sites
s
(81% an
nd 74% respectively use
these at least weeklyy). Other tecchnologies, such
s
as chat rooms, list servs
s
and bu
ulletin board
ds are
used much less often
n. Despite much
m
media attention to
o blogs, theyy are not currently used
much by young Canaadians.
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Chart 7: Online Social Networks

As Chart 7 suggests, Facebook is the most po
opular social network am
mong youngg Canadians.
Ninety eiight percentt of respondeents have heeard of it; 92
2% are mem
mbers of Faceebook; and 89%
8
report it as their mosst preferred network. As
A a result, most
m of the subsequent questions
q
in this
h
been an
nswered in the
t context of
o Facebookk.
section have
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Chart 8:: Usage of OSNs

As Chart 8 indicates, over 70% off responden
nts log onto Facebook
F
att least once a day, and fo
or
almost half of respon
ndents, therre are multip
ple logins on a daily basiss. Such use of
o Facebookk
among yo
oung Canadians appearss similar to the
t use of e‐‐mail. The level of activitty reported
specifically for Faceb
book use app
pears higherr than that reeported in Chart
C
6 for OSN use in
general. It appears that
t
the term
m “online social networkk” may be so
omewhat un
nfamiliar to some
s
respondeents, until it is connected with concrrete examples such as MySpace
M
or Facebook.
F
Th
he
reported
d usage levels suggest OSSNs have become firmlyy integrated into the com
mmunication
n
preferences of youngg Canadians. As a resultt, Canadian employers
e
faace challengges with resp
pect
to managging the use of OSNs am
mong this new
w generation of employyees. As well, opportunities
exist to leeverage thiss new capaciity to reach large
l
numbeers of individ
duals (emplo
oyees,
customers, general public).
p
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Person
nal Inforrmation on Onlin
ne Social Networks
Chart 9: Extent of Infformation in
ncluded on OSNs

a
of what
w
As Chart 9 indicates, young Canaadians appeaar very comffortable postting a large amount
m
view ass personal an
nd private in
nformation on
o their OSN
N. For examp
ple, about 7 out
others might
of 10 respondents po
ost their full real name on
o their hom
me page. In addition,
a
thee majority of
respondeents have po
osted a portrrait of themselves (76%)) and/or a grroup photo that
t
includes
their pictture (67%). There is also
o no hesitancy in providing informattion about th
heir interestts or
hobbies (61%),
(
favou
urite music, books, and movies
m
(59%
%), and even their relatio
onship status
(60%). While
W
only a few include traditional contact
c
information (7%
% provide a full
f address and
a
15% list a telephone number), in
ndirect inform
mation that could allow
w others to trrace someon
ne’s
whereab
bouts is comm
mon. For exxample, social networks such as Facebook encourage memb
bers
to identiffy their hom
me town (74%
%), high scho
ool (69%) or even their employer
e
(31%).
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Chaart 10: Conce
erns about Who is Acce
essing OSN Information

As Chart 10 suggestss, there is a relatively
r
low
w level of concern amon
ng young Can
nadians about
people th
hey know acccessing info
ormation possted on their OSN. Approximately 88
8% of
respondeents are uncconcerned ab
bout having friends acceess their social network profile and only
o
about 6%
% express an
ny concern att all with resspect to frien
nds’ access. This is likelyy because th
he
intended
d purpose of the network is to sharee information
n among a community of
o friends.
Howeverr, there are higher
h
levelss of concern with other groups
g
of individuals gaining access to
their onliine informattion. While slightly more than half of
o young Can
nadians rem
main
unconcerrned about family
f
members, includiing parents, seeing theirr profile, oth
hers (about one‐
o
quarter) would rathe
er not have family
f
memb
bers, particu
ularly parentts, gain access. Similarlyy,
while 4 out
o of 10 respondents do
on’t mind th
heir employeers viewing their
t
online information,
i
,
another 35%
3 are con
ncerned about this happening. The highest leveel of concern
n (almost 45%
%)
relates to
o worries thaat people whom the resspondent do
oes not know
w will gain acccess to perssonal
information. The results presentted in Chart 10 strengtheens the notio
on that indivviduals havee the
on of a group‐ or network‐related privacy. Theyy believe thaat informatio
on within this
perceptio
network is private an
nd should no
ot be dissem
minated outside their selected netwo
ork.
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Chart 11: Actionss Taken to Prrotect Privacy

We asked
d responden
nts about thee actions theey take to prrotect their privacy and restrict acceess
to their personal
p
info
ormation. In
n terms of aw
wareness of privacy issu
ues, Chart 11
1 indicates a little
over 40%
% report actu
ually readingg the privacyy policy provvided by theiir OSN and understandin
u
ng its
terms. In
nterestingly,, approximattely 70% rep
port having adjusted
a
thee privacy setttings on the
OSN, theereby actively demonstraating a desirre to restrict access to th
heir information. A littlee
over halff (54%) of respondents have
h
blocked
d a specific person
p
from accessing th
heir page an
nd
almost 3 out of 10 haave experien
nced someone unknown
n to them tryying to get access
a
to theeir
network.. About 13%
% report having actually contacted th
he network developers to
t report
distasteful or disturb
bing content, although most
m users do not actually view the OSN
O as prim
marily
ble for such content, as we will discuss below.
responsib

Online
e Social Network
N
ks at Worrk
Since 70%
% of our respondents indicated thatt they have a least somee work experrience, we asked
questions related to the use of OSNs
O
in the workplace.
w
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Chart 12: OSSNs in the Workplace

As Chart 12 shows, about
a
30% off responden
nts have their immediatee supervisor included as a
member of their OSN
N, and nearlyy 1 in 5 havee been appro
oached by a supervisor to
t be added to
their OSN
N. In addition, 19% of seenior executiives in the reespondent’ss workplace are memberrs of
their OSN
N, although only
o 10% report having a senior exeecutive ask to be put on their OSN.
According to respond
dents, only about
a
10% of
o the compaanies for which they work have
encouragged the use of OSNs for business purposes, and approximattely 20% havve a formal
policy related to worrkplace use.
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Chart 13
3: Employer Policies relaating to OSN
N use

Within th
hose organizzations reported to havee a formal workplace policy for the use
u of OSNs,,
equal pro
oportions off respondentts indicate th
hat use of th
hese networrks during co
ompany timee are
forbidden, not forbid
dden or theyy don’t know
w. According to Chart 13, among tho
ose who worrk for
a company that proh
hibits the usee of OSNs, feew employees appear to
o abide by th
he policy (23
3%),
which probably acco
ounts for the practice of some organ
nizations, discussed below, to not on
nly
o
socializing, but also
a to techn
nologically bllock access to
t OSNs from
m work.
prohibit online
e
on
n their emplo
oyer’s policyy regarding OSNs
O
Respondents were also given thee option to elaborate
a open‐end
ded question
n. Only a sm
mall number (less than 3% of respon
ndents) provide
through an
additionaal informatio
on. Those who
w do, indiccate that theeir employerrs’ polices range from veery
restrictivve to more le
enient. At th
he restrictivee end of the continuum,, some employers prohib
bit
computeer access for all but management staaff, while oth
hers allow th
heir employeees to use
computeers, but without Internett access. In a few instances, respond
dents reportt the workplace
policy inccludes termiination for employees
e
caaught using OSNs duringg work hourss. Towards the
more len
nient end of the spectrum
m, several people indicaate that OSN
N use is allow
wed, but onlyy
during brreak times, or
o with the restriction
r
th
hat clients caannot be add
ded to emplloyees’ OSN lists.
In some instances,
i
employees arre not permiitted to belo
ong to social network gro
oups deemeed to
be “inapp
propriate” by
b the compaany.
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Risk and Responsibility Scenarios
We created four different scenarios related to OSNs involving different types of privacy
breaches and asked respondents to report their experience with the scenario, their perception
of who was responsible for the negative outcome, and then respond to a series of attitudinal
questions related to their use of and beliefs about OSNs in light of the situation described in the
scenario. A fifth scenario presented a work‐related situation that the respondents might be
faced with in the future as managers, and within that context we asked them about the
appropriateness of certain actions related to the use of OSNs in the workplace.
The scenarios were developed through focus groups, using elements raised by group
participants and elements from media reports. Situations presented in each scenario range
from those that were perceived to be realistic or possible by focus group participants to
situations that were perceived as less likely. The scenarios provide an indicator of the privacy
perceptions of participants, by gauging the reaction of participants to increasingly significant
breaches of privacy as the scenarios proceed. The scenarios also gauge whether participants
perceive the OSN as having greater responsibility and a greater role to play in the control and
restriction of the dissemination of their personal information, as the extent of familiarity
decreases between the participant and the individuals accessing and disseminating their
personal information.

Scenario 1: Relationship Breakup
In this scenario, a person who is a prominent and trusted member of the individual’s social
network is revealed as untrustworthy:
“You have just broken up with your significant other. You are shocked to see that the
day after the breakup, your previous significant other posted compromising and what
you thought were very private pictures of you on the social network. In addition, this
person posted nasty comments that painted a very negative picture of you as a person.
As a result, some people whom you thought were your friends have dropped you and you
are no longer included in social events.”
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Chart 14: Relatiionship Breaakup Scenarrio: Has this Happened??

As Chart 14 illustrate
es, while only 3% of resp
pondents havve had such an event haappen to theem, a
further 13%
1 know so
omeone perssonally to wh
hom this is happened.
h
In
n addition to
o those who
have direectly or indirrectly experienced a breeach of privacy and trustt resulting fro
om a
relationship breakup
p, it appears the majorityy of young Canadians
C
acccept this as a likely
occurren
nce, since an additional 45%
4 report they
t
believe it has happeened to otheers.
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Ch
hart 15: Ressponsibility for Adverse Social Conssequences

The results presented in Chart 15
5 suggest that 72% of reespondents believe
b
the person
p
who
posted th
he content iss most respo
onsible for the consequeence of bein
ng dropped by
b friends an
nd no
longer beeing included in social evvents. Another 42% asssign blame to
o their supposed friendss
who drop
p them afterr the inciden
nt. Only abo
out 1 in 4 asssume person
nal responsib
bility for thiss
incident and less than 20% feel that
t
the netw
work develo
opers should be held acccountable.
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Chart 16: Reactions to Posting of Damaging Material

As Chart 16 indicatess, after reflecting on thee implication
ns of this scenario, 60% of
o responden
nts
believe they have takken the appropriate step
ps to limit acccess to their personal information.
This seem
ms to indicatte a sense off control witth respect to
o their abilityy to managee their OSN
information and maintain some level of privacy. Howevver, at the saame time a similar
s
proportio
on (63%) rep
port that if this incident happened to them in th
he future, they will be much
m
more carreful of who is taking picctures of theem. Similarlyy, over 45% are concern
ned about
material posted abou
ut them on the
t networkk that originaates from other sources,, and very feew
(12%) seee this as being a harmless prank.
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Scenario 2: Party Time
e
In this scenario, an unwitting lap
pse in judgment in an offfline social setting resultts in a breach of
trust by a friend in th
he online network, with embarrassin
ng consequeences:
“IIt was your birthday
b
and
d you went out
o with frien
nds for a nig
ght on the to
own. You ha
ad a
w
wonderful
tim
me, drank wa
ay too much
h and really can’t
c
remem
mber most off the evening
g.
Th next day you see picttures of yourr escapades posted on one of your frriend’s pagees
The
and tagged to
o you. Your family
f
memb
bers see theese pictures, are very upsset with you and
sa
ay they can no
n longer tru
ust you.”

Chart 17: Party Time Scenario: Haas this Happ
pened?

ur respondents have either had this happen to them
t
or kno
ow
Chart 17 suggests thaat one in fou
someonee to whom th
his has happ
pened. Nearrly 40% repo
ort hearing that it has haappened to
others an
nd are thus likely
l
to acceept this scen
nario descrip
ption as one that could plausibly
p
occcur.
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Chart 18: Responssibility for Em
mbarrassingg Behaviour Consequencces

In terms of who is vie
ewed as resp
ponsible for the consequences of th
hese actions,, Chart 18
indicatess almost two
o thirds of reespondents are
a prepared
d to assume responsibility for their
actions in
n this circum
mstance. However, theyy are almost as likely to assign
a
blamee to the persson
who postted the conttent (58%), while
w
very feew (10%) feeel the netwo
ork developeers should bee
held acco
ountable.
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Chart 19: Reaactions to Posting of Em
mbarrassing Material

As Chart 19 demonsttrates, family is very imp
portant to th
his age group
p, in that alm
most two‐thirds
report beeing more up
pset about their
t
family seeing
s
comp
promising picctures of theem than other
people seeeing them. In terms of having conttrol over their personal information,, 55% feel it is
not right when people have acceess to inform
mation not in
ntended for them,
t
and thus the
behaviou
ur described in this scenario is certainly not conssidered a haarmless pran
nk. In reflectting
about thee consequen
nces of such a scenario, more than half
h of respo
ondents (53%
%) would be
more carreful about how
h they behaved in public in futuree. Interestin
ngly, despitee this concerrn
about fam
mily, very fe
ew (15%) currrently admit to using th
he social netw
work to keep track of
siblings or
o relatives.

35

PRIVA
ACY AND CYYBER CRIM
ME INSTITUTTE
Scenario 3: False Charrges
The first two scenarios focus on the level of familiarity and
a network affiliation between
b
the
individuaal and the pe
erson dissem
minating their personal information. In this scenario, the foccus is
not on th
hat relationsship, but on the
t possibility of recourrse from other sources, and
a whether
individuaals view OSN
Ns as shouldeering some of
o the responsibility for such scenarios, or whether
they are passive, mere ‘walls’ (to
o use Facebo
ook’s termin
nology) on which
w
active users
u
post
content:
“A
Anonymous comments circulate
c
on the online so
ocial networrk about you
ur having beeen
arrested for shoplifting.
s
T is not tru
This
ue and you are
a shocked to see that these
t
comm
ments
have made th
he rounds to
o all your frieends. No ma
atter what yo
ou say, everyyone believees
yo
ou are a sho
oplifter.”

Chart 20: Faalse Chargess Scenario: Has this Hap
ppened?

only thoughtt of as sometthing that is
According to Chart 20, while thiss scenario is less commo
likely to happen
h
in th
he online environment, a small prop
portion of respondents (7%) have
experienced a similar situation or
o know of so
omeone to whom
w
it has happened.
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Charrt 21: Respon
nsibility for Defamatoryy Content Co
onsequence
es

Chart 21 shows that over 80% off respondentts believe th
hat the perso
on who postted the content
is respon
nsible for the
e consequen
nces describeed in this sceenario. Theiir frustration
n is then
projected
d to the frien
nds who believe the unffounded acccusations. Once again, very
v
few (16%
%)
consider the network developerss to be respo
onsible for this incident,, and even feewer (14%)
consider themselves to be at fau
ult.
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Chart 22: Re
eactions to Posting of Defamatory Material

The attitu
udes of resp
pondents tow
ward this sceenario are depicted in Chart 22. Few
w believe it iss a
harmlesss prank, espe
ecially since many feel powerless
p
to do anythingg themselves to fix it. It is in
this scenario more th
han in any otther that resspondents feeel the deveelopers havee a role to sto
op
us informatio
on from bein
ng posted. Perhaps
P
this is because being
b
wronggly
this kind of erroneou
haviour has potentially more
m
serious implication
ns than situaations in which
accused of illegal beh
urs are viewe
ed as “sociall mishaps”. However,
H
rather than reelying on thee network
behaviou
developeers to correcct the probleem, a substantial proporrtion (44%) feel the deveelopers shou
uld
release the name of the person who
w posted the lie, so th
hat they can
n take their own
o action.
Fewer reespondents in this scenario than in others
o
feel th
hey are able to take app
propriate steeps to
control what
w
is poste
ed about theem on their OSN
O (38% veersus 60% in
n Scenario 1)).
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Scenario 4: Sic
ck Leave
In this scenario, focu
us is on the workplace
w
im
mplications of online perrsonal inform
mation disclo
osed
outside of
o the social network:
“YYou called in
n sick to worrk, because you
y really wa
anted to go to your frien
nd’s all day
graduation pa
arty. The neext day you see
s several pictures
p
of yo
ou having a great time at
a
he party. Beccause the pictures are dated,
d
you start to worryy about whetther you mig
ght
th
be caught in your
y
lie abou
ut being sickk. You contacct the develo
opers of the social netwo
ork
and ask that the pictures be taken do
own becausee the tagging
g goes so farr, it would ta
ake
yo
ou too long to find all th
he pictures. There
T
was no
o response from
f
the nettwork. You are
sttunned to bee called in byy your superrvisor a weekk later to be advised tha
at you were being
b
“w
written up” for
f taking ad
dvantage off sick leave and
a put on no
otice that if it happened
d
again you wo
ould be terminated.”

Chart 23: Sick Leave Scenario: Haas this Happened?
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According to Chart 23, 15% of reespondents have
h
been in
nvolved in a similar incid
dent themselves
or know someone pe
ersonally to whom this has
h happeneed. Another 30% report having hearrd of
it happen
ning to others and thereefore would be inclined to
t accept the incident as plausible.
Charrt 24: Respo
onsibility forr Adverse Workplace Co
onsequencess

The data in Chart 24 suggest that over threee quarters off respondentts believe th
hey are the ones
o
ble for the consequencees of their beehaviour in this
t instancee. A further 37% believee the
responsib
person who
w posted the
t material on the OSN is also responsible. Rem
markably, deespite attempts
to contacct the netwo
ork developeer and receivving no response, only 11%
1 of respo
ondents hold
d the
developeer accountab
ble for this in
ncident.
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Chart 25:: Reactions to Workplacce Conseque
ences

According to Chart 25, about hallf of the resp
pondents again express concern abo
out material
posted online that do
oes not originate with th
hem and believe others should not have access to
information not intended for theem. While 4 out of 10 reespondents believe
b
the developers
d
should haave respond
ded immediaately to the request
r
to have the matterial removed, only a feew
(13%) ho
old the devellopers legallyy liable for the
t consequeences that ensue,
e
even if those
consequeences includ
de terminatio
on from their workplacee. As with th
he previous scenarios,
s
m
most
respondeents do not view
v
this situ
uation as a harmless
h
praank.

Scenario 5: Wo
orkplace Uses off Online Social Networks
The final scenario asks individuals to role‐plaay, and envission themseelves as recip
pients of thee
personal information
n of others, rather
r
than as the indiviidual affecteed by the dissclosure of th
heir
own info
ormation:
“IIn this scena
ario, assume that you aree a managerr with five em
mployees. You
Y are in yo
our
ea
arly thirties and your em
mployees aree in their tweenties How appropriate
a
is it for you to;
(a
a) Use a sociial network to
t check up on
o what you
ur employeess do during their
t
personal
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tiime without them knowiing; (b) Requ
uire your em
mployees to add
a you as a ‘friend’ to their
t
so
ocial networrk; (c) Use a social netwo
ork to check out the character of som
meone who has
ap
pplied for a job;
j
(d) Proa
actively research social networks
n
to identify poteential high
quality candid
dates for futture position
ns.”

Chart 26: Em
mployer Use of OSNs

ondents feel it is somew
what or very inappropriatte to use soccial
As Chart 26 demonsttrates, respo
p on employyees (77%), to
t require em
mployees to
o add you as a “friend”
networkss to check up
(80%), to
o use a social network to
o check out the
t characteer of someon
ne who has applied
a
for a job
(60%) or to research social networks to identify high quaality candidaates for future positions
(50%). Th
hey feel less strongly abo
out the inap
ppropriateneess of using the
t OSN for after hours
purposess when sociaalizing with their
t
employyees (28%) or
o when prom
moting good
ds and servicces
through the
t networkk to users (35
5%).
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Chart 27: Role off OSNs in the Workplace

Respondents were asked for theeir views abo
out the role of
o OSNs in th
he workplacce. As Chart 27
illustratees, more than
n half (56%) of respondeents maintaiin that workk life should be kept sepaarate
from perrsonal life an
nd what theyy do in one should
s
not affect the oth
her. As a ressult, 49%
support the
t blockingg of OSNs at work. Thesee individuals clearly anticcipate that their
t
use of OSNs
O
will change as they more
m
fully en
nter the worrkforce. How
wever, a similar proportio
on (52%)
disagree that someone with careeer ambition
ns should avoid memberrship in OSNs, or that
knowing how a perso
on behaves outside
o
of work
w
hours gives manageers insights into whether a
person iss promotable
e (56% disaggree). In term
ms of marketing, more respondents
r
see the
potential of OSNs as a tool for prromoting go
ood and servvices (56%) than do those who see itt as a
mechanissm for learn
ning more ab
bout customers (32%).

43

PRIVA
ACY AND CYYBER CRIM
ME INSTITUTTE
Compa
arison of Respon
nsibility Assignm
ment acrross Scen
narios
Charrt 28: Perspe
ectives of Re
esponsibilityy

nts a differen
nt situation with respectt to roles, reesponsibilitiees and
Each scenario presen
consequeences. Interrestingly, as summarized
d in Chart 28
8, regardlesss of scenario, responden
nts
appear to
o point the finger
f
of responsibility either
e
at them
mselves or the
t person posting
p
the
content. They tend to
t be less incclined to find fault with those involvved in metin
ng out the
consequeences and se
eem to havee particularlyy low expecttations of thee network developers.

Sub-grroup Com
mparisons: Gend
der and Year
Y
of Study
S
We exam
mined respon
nses to the five
f scenario
os by age, yeear of study, employmen
nt and by gen
nder.
Our focus group rese
earch seemeed to indicate that the closer studen
nts were to entering
e
the
workforcce full‐time, the more co
oncerned theey were abo
out their reputation and the risks of
activitiess on OSNs, an
nd the moree aware theyy were of thee permanent nature of their
t
OSN “trail”
and the difficulty
d
of "scrubbing”
"
their electro
onic record clean.
c
Similaarly, those cu
urrently
employed, even on a part‐time basis,
b
seemeed to show greater
g
awarreness of thee potential risks
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of inapprropriate OSN
N activities frrom their em
mployer’s peerspective. Despite
D
thesse anecdotall
findings, there were no significan
nt differencees by age, byy year of stu
udy or by em
mployment sttatus
in our qu
uantitative su
urvey. Our focus
f
group research alsso suggested
d that there would be
differencces between
n males and females
f
in how they asssessed and reeacted to th
hreats to theeir
online prrivacy and se
ecurity. The quantitativee results sup
pport the foccus group reesearch with
h
respect to
t difference
es between males
m
and feemales. The findings aree reported in
n detail in the
followingg sections.

Scenarrio 1: Rela
ationship
p Breakup
p
With resp
pect to Scen
nario 1, malees are significantly more likely than females
f
to report havingg
had someething similaar happen to
o them or to
o someone th
hey know (2
20% vs. 14%)).
In terms of who is responsible fo
or being drop
pped by the people who
o were previously thought to
be friend
ds and being excluded from social evvents, Chart 29 presentss the mean values
v
on a scale
s
of 1 to 5 where 1 doe
es not reflecct my views at all and 5 reflects
r
my views
v
very well.
w
Chart 29: Responsiibility for Ad
dverse Sociaal Consequen
nces by Gen
nder
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Both malles and femaales believe that the perrson who po
osted the maaterial is resp
ponsible for the
negative consequencces, but fem
males are sign
nificantly mo
ore likely to assign blame to this perrson
14
(p=.000).. Responde
ents also feeel that friend
ds have some responsibiility for this outcome, an
nd
once agaain females are
a significan
ntly more likkely than maales to hold this
t belief (p
p=.001). Overall,
respondeents do not see
s themselves or the network deveelopers as haaving respon
nsibility in th
he
outcomee. However, males are significantly leess likely thaan females to believe that developeers
have a ro
ole (p=.004).
Respondents were also asked to report theirr views on a series of privacy issues raised in
n values are reported in
n Chart 30 (using a scale of 1 to 5 wh
here 1 does not
Scenario 1. The mean
m views at all and 5 refleects my view
ws very well)).
reflect my
Chart 30: Reactio
ons to Posting of Damagging Material by Gende
er

14

A "p" value refers to th
he probability that
t
the differeences observed between two
o or more grou
ups (the
n response to an
a issue (the dependent
d
variable) are the result
r
of a real difference bettween
independeent variables) in
the groupss and not because of chance. For a statistically significant result p must be smaller thaan .05, which means
m
that 95 outt of a 100 time
es the observed
d differences in response on the dependen
nt variable are because of thee
group diffeerences (the caategories of the independentt variable) and not because of
o chance. Refeerences to p=.0
000
indicate a less than 1 chaance in 1000.
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Both malles and femaales believe that they take the appro
opriate step
ps to limit wh
ho has accesss to
their profile, but fem
males have a significantlyy stronger beelief (p=.000
0). Perhaps because of the
t
belief thaat they have
e done what was needed
d to protect their privacyy, both malees and femalles
report th
hat they will adjust their behaviour if this scenarrio happened
d to them. However,
H
females are
a significantly more likkely than maales to indicaate they willl be much more
m
careful
about wh
ho is taking their
t
picturee (p=.000), and significan
ntly more likkely to say th
hey will be more
m
careful in
n how they treat
t
other people
p
(p=.000). Similarly, respondents are conccerned abou
ut
material that is poste
ed on the neetwork that does not oriiginate with them, but feemales are
significan
ntly more co
oncerned (p==.000). Finally, respondeents do not view the con
nsequences of
this situaation as bein
ng a harmless prank, fem
males significcantly less so
o than maless (p=.000).

Scenarrio 2: Partty Time
In Scenarrio 2, although males aree slightly mo
ore likely thaan females to have had something
s
similar haappen to the
em or to som
meone they know, the differences
d
a not statisstically
are
significan
nt (26% vs. 23%).
2

Chart 31: Re
esponsibilityy for Embarrrassing Behaaviour Conse
equences byy Gender
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In terms of who is be
elieved to bee responsiblee for the fam
mily’s being upset
u
and no
o longer trussting
the perso
on involved in this scenaario, Chart 31 presents the
t results.
Both malles and femaales believe that they will be respon
nsible for thee negative co
onsequences of
this situaation, with fe
emales holding this belieef significanttly more thaan males (p==.009). In
addition,, the person who posted
d the conten
nt is also view
wed as respo
onsible, and once again
females hold
h
this bellief more strrongly than males
m
(p=.00
00). While neither
n
malees nor femalees
see familly members or developeers of the neetwork as being responsiible for these negative
consequeences, females are significantly less likely than males
m
to assign blame to
o family
memberss (p=.018).
Respondents were also asked to report theirr views on a series of privacy issues raised in
Scenario 2. These fin
ndings are reeported in Ch
hart 32.
ns to Postingg of Embarraassing Mate
erial by Gend
der
Chart 32: Reaction

oth males and females reeport being more upset with family seeing pictu
ures versus
While bo
acquaintances, femaales report being significantly more upset
u
than males
m
(p=.00
00). If
ore careful about how th
hey
respondeents had thiss happen to them, they indicate theey will be mo
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behave in
n public, fem
males significcantly more so than malles (p=.000).. Females arre also
significan
ntly more likkely to reporrt concern ab
bout people having acceess to their private
p
information (p=.000)). Neither males nor fem
males use an OSN for keeeping track of
o the behavviour
es. Not surprisingly, neitther males nor
n females view
v
this situation and its
of siblinggs or relative
consequeences as a harmless prank. Females are significaantly more liikely to hold
d this opinion
n
(p=.003)..

Scenarrio 3: Fals
se Charge
es
This situaation shares some of thee characterisstics of the two
t previouss scenarios in that unwaanted
information is shared
d over an OSSN. What differentiates this situatio
on from otheers is that th
he
posted material
m
is no
ot true, and the consequ
uences may have legal im
mplications. In terms off who
is believeed to be resp
ponsible for the circulation and conssequences of
o this erroneeous
information, Chart 33 presents the results.
Chart 33: Responsibiliity for Defam
matory Conttent Conseq
quences by Gender

v
themseelves as responsible in th
his type of
Respondents are cleaar that they would not view
situation, and equally clear that the person who
w posted this materiaal bears mosst of the
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responsib
bility. Femaales are significantly morre likely to blame
b
the po
oster of the material
m
(p=.001).. In addition,, females aree significanttly more likely to believee that other friends
f
are
responsib
ble (p=.000). Neither maales nor fem
males believee that the deevelopers aree responsible for
these con
nsequences,, and males hold this belief significantly more th
han females (p=.019).
Respondents were also asked to report theirr views on a series of privacy issues raised in
Scenario 3. The findings are repo
orted in Chart 34.
ng of Defamaatory Materrial by Gender
Chart 34: Reactions to Postin

Neither males
m
nor fe
emales believve that they should be able
a to countt on the network develo
opers
to stop th
his. On the other
o
hand, they do believe that thee developerss of the sociaal network
should teell them the name of thee person possting the errroneous info
ormation. Reespondents
continuee to believe that
t
they havve set up thee appropriatte privacy co
ontrols, and thus situatio
ons
like this make
m
them feel
f helplesss about protecting them
mselves. Fem
males are significantly mo
ore
likely to report
r
feelin
ng helpless (p=.000). Givven these beeliefs, it is also not surprrising that
respondeents do not view
v
this situ
uation as a harmless
h
praank. Again, females
f
are significantly
s
more likeely than males to hold th
his belief (p==.007).

Scenarrio 4: Sick
k Leave
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The impo
ortant featurre of this sceenario is that the situation involved career conssequences. Males
M
are signifficantly more likely than
n females to have had so
omething sim
milar happen
n to them orr to
someonee they know (18% vs. 13%). In termss of who is believed
b
to be
b responsib
ble for these
potential career conssequences, Chart
C
35 preesents the reesults.
Chart 35: Responsibility for Adve
erse Workplaace Consequ
uences by Gender

e that they are primarily responsiblee for this situ
uation, with females holding
Respondents believe
d not see the person who
w posted the
t
this belieef significanttly more than males (p=..000). They do
content or
o the developers has beeing responssible, which is somewhaat surprising given that the
developeers were askked to removve the conteent. Likewisee respondentts do not seee the supervvisor
as respon
nsible, particcularly femaale respondeents (p=.020)).
Respondents were also asked to report theirr views on a series of privacy issues related to
Scenario 4. The mean
n values are reported in
n Chart 36.
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Chart 36: Reacctions to Wo
orkplace Con
nsequences by Gender

Respondents expresss concern ab
bout access to
t their private informattion by peop
ple for whom
m it
was not intended,
i
an
nd that mateerial posted about them on the netw
work does no
ot always
originatee with them. For both items, femalees feel signifiicantly stron
nger about th
his access th
han
do maless (p=.000 and
d p=.000). Similarly, fem
males are significantly more likely than males to view
this as no
ot just a harm
mless prank (p=.006). Respondents
R
s do not feel that the devvelopers of the
t
network can be legallly liable if a termination
n occurred, although
a
theey marginallyy feel that th
he
developeers should haave respond
ded immediaately to the request
r
to reemove the material.
m

Scenarrio 5: Worrkplace Uses
U
of OSNs
Respondents were asked to evaluate the appropriateness of variouss actions listted in Chart 37
on a scale of 1 to 5 where
w
1 is no
ot very appro
opriate and 5 is very app
propriate.
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Chart 37: Employe
er Use of OSNs and Gend
der

Respondents, especially femaless feel very strongly that it
i is inappropriate for managers to
either usse a social ne
etwork to ch
heck up on employees (p
p=.009) or to
o require em
mployees to add
a
them to their
t
friendss’ list (p=.010
0). Likewisee respondentts, especiallyy females, do
o not feel it is
appropriate for managers to usee a social nettwork to cheeck out a job
b applicant (p
p=.000), or to
t
search fo
or potential applicants
a
(p
p=.000). Maales are significantly more likely than
n females to
o feel
that it is acceptable for
f managerrs to socialize with employees on an
n online netw
work (p=.000
0)
and to usse the netwo
ork as a marrketing vehiccle for company goods and
a services (p=.018).
We also asked
a
respondents to aggree or disaggree with staatements ab
bout various uses of OSN
Ns
using a sccale of 1 to 5 where 1 is strongly dissagree and 5 is strongly agree, as reported in Ch
hart
38.
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Chart 38: Role of OSNss in the Worrkplace and Gender

Both malles and femaales believe that OSNs should not bee accessed during
d
work hours and
females are
a significantly more likkely to hold this belief (p
p=.004). Resspondents beelieve that work
w
life should be separaate from personal life an
nd that OSN behaviour does not provvide insight into
suitability for promotion. Neitheer males nor females seee career threeats related to participattion
in OSNs, and males are
a significan
ntly more likkely to hold that
t
view (p==.031). Resp
pondents,
especiallyy males (p=..022) are eveen stronger in their view
ws in this sett of question
ns that onlinee
networkss have marketing potenttial. In contrrast, respond
dents, especcially females (p=.000) are
less likelyy to see OSN
Ns as a viablee mechanism
m for learnin
ng more about a compan
ny’s customeers.

Gender Differences Sum
mmary
As could have been expected
e
young women are more aw
ware and more concern
ned about their
a their rep
putation. You
ung women are thereforre more actiive in their attempts
a
to
privacy and
control access
a
to the
eir personal information
i
and through
h it to contro
ol their repu
utation. Youn
ng
men are more likely to discount and dismiss OSN‐related
d risks, and therefore
t
m
more
open to
o the
possibilitty of other uses of OSNs beyond theeir primary so
ocial functio
on. Young wo
omen have a
greater expectation
e
of
o network privacy
p
than
n do young men.
m
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Open-ended Comments
Personal Life Concerns
At the end of the survey questionnaire, young Canadians were asked to complete two open‐
ended statements. The first statement was: “With respect to my personal life, the thing that
worries me most about being on an online social network is…” Table 2 presents the
categorization of responses by frequency.
Table 2: Frequency of Issues Identified Related to Personal Life
1. General privacy concerns – 171
2. No Explicit Access Given – Stranger Concerns
a. Random/ Strange Access Concerns – 265
b. Physical Safety (Sexual Predators) ‐ 11
c. Economic/Fraud – 69
d. Emotional Safety ‐ 253
 People actively and repeatedly collecting info (i.e., stalkers) – 151
 People actively collecting info (i.e., creepers) ‐ 43
 People with ill intentions / pose a threat – 59
e. Business ‐ 16
3. Given Access – Relationship Concerns
a. Reputation/Image – 373
b. Family/Parents – 91
c. Romantic Relationships – 28
d. Employment Concerns – 21
e. Social – 36
4. Wasting time/Addiction – 27
5. Other – 51
6. No Concerns– 202
7. N/A or No Response – 81
Total – 1652 Responses

As the frequency distribution suggests, two distinct concerns emerge. The first is about
situations in which no explicit access to personal information had been given; and the second
involves concerns about access to information by those with whom the respondent already has
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an established relatio
onship. Otheer concerns are more geeneral in natture and are expressed
simply with
w phrases related to “p
privacy” or “personal
“
infformation”, “distraction
n” and “wastting
time”. About
A
17% off respondents indicate they have “no concerns””. Chart 39 to
t 41 presen
nt a
graphic representatio
r
on of these concerns.
Chart 39: OSN Conce
erns Related
d to Personaal Life
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Chart 40: Stranger Concerns ‐ No Explicit Access Given
n (37% of to
otal)

Chaart 41: Relationship Con
ncerns ‐ Acce
ess Given (32
2% of total)

1. Generral Privacy
In this caategory, resp
pondents exp
press concerrns about geeneral privaccy and particcipating in OSNs.
O
They exp
press worriess about “privvacy,” “conffidentiality” and
a “securitty.” The majo
ority of
respondeents simply write
w
“privaccy.” What we
w know from
m our quanttitative surveey and pre‐sstudy
focus gro
oups is that respondents
r
s have differrent concepttualizations of
o what thesse terms acttually
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mean, but all agree that it has to do with personal space or personal information being shared
or broadcast in a way that was never intended by the respondent.

2. No Explicit Access Given – Stranger Concerns
These are concerns expressed about people whom the respondent does not know. These
comments are consistent with the quantitative results that show 45% of respondents have at
least some concern about strangers accessing their personal profile information. As result, 70%
report in the quantitative survey that they have adjusted their privacy settings, which
demonstrates their desire to block information. In order for access to the profile to occur on
Facebook, the respondent’s privacy settings must be set to allow users to view a profile without
direct approval. In other words, either respondents are not aware that they can control access,
or they are aware and have not done it, or they are aware and think they have adjusted the
privacy settings, but they have not done it correctly. Regardless, it is clear that more
information needs to be provided to those using OSNs, so that they understand the control
they have over access to their information, and they know how to adjust the settings to limit
access.
Responses that are more specific were subdivided into more descriptive categories including
physical safety, economic security, emotional security and concerns with business used.
a) General Concerns with Random People (265 responses, 16%)
These concerns relate to people whom the respondent does not know and whom the
respondent believes have not been given explicit access (i.e. strangers, random people). In this
general category, there is no elaboration of the concern (i.e. safety concern). Examples of the
responses in this category include:
• “People I don’t know having access to info” (g72) 15
• “Not being able to control who sees my profile” (g40)
• “That my pictures can be easily spread and access by people I don’t know” (g43)
• “What strangers can find out about you” (g15)
b) Physical Safety Concerns (11 responses, 1%)
These are concerns specifically regarding predators (i.e. online, sexual).
• “Sexual predators using information to attack me” (g21)
• “Pedophiles trying to get to younger children who have an online social network” (g74)
c) Economic Security Concerns (69 responses, 4%)
These are concerns relating to economic security, including: identity theft, fraud, robbery,
scams, and hackers.

15

The designation refers to the fieldwork group that collected the data from this respondent. Each fieldwork group
was assigned to collect data from 50 to 100 students within a specific program/school/department within the
university.
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• “People using my information to apply for credit cards etc” (g6 )
• “People using my name” (g77)
• “Identity theft” (g16)
• “People hacking / having access to computer/ personal files” (g22)
d) Emotional Security Concerns (253 responses, 15%)
These are concerns with emotional security, where “unknown” people were identified as
threatening in some sense. This category has been subdivided according to the “type” of threat:
i) People actively and repeatedly collecting info (151 responses, 9%) ‐ i.e. Stalkers
• “Being stalked by strangers” (g46)
• “People checking up on me and people stalking me” (g9)
ii) People actively collecting information (43 responses, 3%) i.e. creepers, lurkers, spying
• “People creeping on my profile” (g24)
• “Being monitored by someone I don’t know” (g37)
• “People can track everything about me” (g42)
iii) People with ill intentions or those who could pose a threat (59 responses, 4%) i.e.
wrong people, bad people, weird people, crazy people
• “Being found by potentially dangerous people” (g30)
• “My personal information getting into the wrong hands” (g19)
• “People knowing where I live” (g18)
There are two interesting observations about this set of comments. First, a language is
developing around this unauthorized access: stalkers, lurkers, creepers. Second, some of this
language is borrowed from another context (e.g. Stalker, a “creep”), but it is applied in this
context differently. Stalking in the traditional sense of the word is much more physically
threatening, and calling someone a creep is usually as a result of some face‐to‐face interaction.
e) Concerns with Business Use (16 responses, 1%)
These include specific concerns that personal information is being used by companies for
marketing or other business purposes.
• “My personal information being available for companies to send spam mail” (g83)
• “What developers are doing with my personal/private info” (g4)

3. Given Access – Relationship Concerns
For this group of responses, it appears that respondents have given access to their profile, but
have concerns about how those seeing the information will view them. This category includes
issues related to control over information within their social group where personal
relationships already exist. Sub‐sets of responses include concerns about romantic
relationships, social situations, reputation and image, family or parental relationships, and
employment situations. While reputation and image are primary concerns, some responses
specify the source of the information as part of the issue; that is whether the content originates
from the respondent or others.
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a) Reputation/ Image (373 responses, 23%)
Many respondents express concern about judgments being made about their character and
interpretations of their personality based on posted information, as well as the inappropriate
use of information. Respondents worry about the “negative” or “wrong” impressions or ideas
that may be inferred from the content contained in their profiles or “negative,”
“misrepresentative,” “false” or “untrue” statements being made or posted about them by
others. This includes concerns about “gossip” and “rumours.” Some also worry about their lack
of control about the posting of particular types of personal information (i.e. “compromising” or
“unflattering” pictures, negative wall posts) that others may be posting. Several express
concern about the excessive amount of information available on the network or report a feeling
that “too much” information is now available on OSNs. Specific comments related to these
concerns include:
• “Having people judge me based on an online profile” (g74)
• “Having very personal information posted about me without any control over
deleting/removing it” (g78)
• “I can’t control what others post about me” (g74)
• “Having wrong things said about me. People getting the wrong ideas when viewing my
profile” (g32)
• “People judging my character without actually meeting me” (g10)
b) Family/Parent Concerns (91 responses, 6%)
These respondents are worried about their families or parents viewing or accessing their
profile. Pictures, social activities, wall posts and messages being viewed by family members are
specifically cited. Part of this concern has to do with the age and stage of the lifecycle of the
respondents. Most of them are no longer minors (they are older than 18), but many still live at
home and depend on their parents financially. Expectations around behaviour are often tied to
that kind of support, at the same time as these young adults are trying to be more
independent. These comments are a reflection of that tension.
• “My family finding out about my weekend activities” (g90)
• “My family using information/finding out information I did not want them to see” (g40)
• “People seeing inappropriate pictures that are tagged of me by others…like certain
family members” (g93)
• “My family seeing pictures they may take the wrong way” (g14)
c) Romantic Relationships (28 responses, 2%)
Respondents report worries about information being shared online that can affect personal or
romantic relationships. Pictures, wall postings and messages that may have been shared
inadvertently are mentioned as being misinterpreted by significant others.
• “Unnecessary rumours reaching my other half and raising troublesome issues” (g37)
• “That my boyfriend will see something I don’t want him to” (g70)
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•

“Finding out information that is private from friends or boyfriend from the network
first” (g91)
d) Employment Concerns (21 responses, 1%)
Interestingly, these are work‐related concerns raised in response to the statement about
personal life. Respondents express worries about the blur between personal and work life,
about the impact of their profile on their work reputation, and job security.
e) Social Situations (36 responses, 2%)
Some respondents are concerned about the social implications of information available on
OSNs. This includes situations in which respondents feel forced into undesirable social
interactions, and decreased use of traditional social interaction.
• “Getting too involved with online friendships instead of real ones” (g31)
• “People from the past I don’t want to see contacting me” (g66)
• “Acquaintances seeing pictures/postings that were intended for close friends” (g31)
• “Having people from different social settings see parts of my life that they are not part
of” (g77)

4. Wasting time/Addiction (27 responses, 2%)
Respondents worry that their use of OSNs will be a distraction and take away time or attention
from school. This includes “wasting time,” “slacking,” or “procrastinating.” This also includes
more serious concerns about becoming obsessed or addicted to OSNs. Given our previous
findings, which indicated almost half of our respondents log into their OSN more than once a
day, this concern may be quite appropriate.

5. Other (51 responses, 3%)
Responses in this category are vague, the language or writing is difficult to decipher, or the
answers are unrelated to the issue under consideration, perhaps because the question has
been misunderstood.

6. No Concerns (202 responses, 12%)
Responses in this category explicitly express “no concerns” and are different from the more
passive “no response” in that respondents wrote “none” or “no concerns” as opposed to
leaving it blank.

7. N/A or No Response (81 responses, 5%)
All responses in this category are either blank or state “N/A.”
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Work Life Concerns
For the second open‐ended question, respondents were asked to complete the statement:
“With respect to my work life the thing that worries me most about being on an online social
network is…”
As Table 3 and Chart 42 illustrate, respondents identify a range of worries, concerns and issues
related to access to OSNs at work, the damage to reputation that can occur as a result of what
is posted, the amount of privacy protection built into online networks, job security and career
advancement.
Table 3: Frequency of Issues Identified Related to Work Life
1.
2.
3.
4.
5.
6.
7.
8.
9.

General ‘Privacy’ Concerns‐ 68
Job Security – 107
Personal Life exposure at Work (Access) – 367
Reputation – 433
Intent – 87
Distraction – 24
Other – 54
No Concerns – 364
N/A or Blank – 210

Total – 1627 responses
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Chart 42: OSN Concerns Relate
ed to Work Life

1. Gen
neral Privaccy (68 respo
onses, 4%)
In this caategory, resp
pondents exp
press concerrns about prrivacy in gen
neral. They list worries about
“privacy,” “confidenttiality” and “security.”
“
M respondents simplyy write “privvacy”, with no
Most
n
clarifyingg details abo
out what that means to them.
t
• “H
How much privacy
p
I havve” (g37)
• “LLack of educcation by devvelopers of “Privacy
“
Settings.” Lack of “Privacy Options” on the
network” (g11)
p
(g47
7)
• “IInvasion of privacy”

2. Job Security
S
(10
07 response
es, 6%)
Respondents in this category
c
outtline concerns about job
b opportunitties or careeer status. Forr
example,, they worryy about beingg fired or paassed over fo
or promotion
n because off information
posted on their OSN profile. Som
me express a fear that po
otential emp
ployers may be viewing this
t
information or that what
w
is posteed on their profile
p
may influence
i
the decision to
o hire them..
nterviews with employerrs (in the nexxt section off the report)), some of th
hese
From ourr in‐depth in
fears may be well fou
unded becau
use employeers are consiidering OSN profiles as an
a additionaal
source off information, although few have cu
urrently deveeloped form
mal plans to include this in
i
their seleection strate
egies. Employers also tell us that if employees
e
post materiall deemed to be
63

PRIVACY AND CYBER CRIME INSTITUTE
confidential or unflattering to the company that disciplinary action is guaranteed in the former
and possible in the latter. Respondents comment on job security issues as follows:
• “Whether or not an employer will make a decision on hiring me or not based on my
profile” (g68)
• “Not getting jobs because I come across as irresponsible” (g35)
• “Being fired for stuff that is posted on the Internet” (g21)
• “Whether my personal life will appear negatively in the consideration for my
advancement professionally” (g13)

3. Personal Life Exposure at Work ‐ Access (367 responses, 22%)
These respondents express concern about employers or co‐workers gaining general access to
their OSN profiles. They worry about their personal life (through the information, pictures,
comments on their profile) crossing over to their work life, if workmates view their profiles. This
category also includes general concerns about the blurring of personal and work life. As our in‐
depth interviews show this to be an issue with which employers are struggling, these concerns
appear well founded.
• “Employers seeing my profile and pictures” (g92)
• “My boss finding out about my weekend activities” (g90)
• “My employer seeing me and my personal life” (g41)
• “That my personal life and my job are not kept separate. I feel like they need to be”
(g57)
• “I would like to keep my work and personal life separate and online social networks can
often make this difficult” (g95)

4. Reputation (433 responses, 26%)
These responses specifically relate to image or reputation within the workplace. Consistent
among them is a concern about coworkers or superiors passing judgment, and being passed
over for promotion based on the basis of information available on their profile. Concerns are
expressed about judgments being made about both personal character and work ethic.
• “Reputation at work based on social profile” (g46)
• “Employer judging your work skills based on the pictures and information from
network” (g46)
• “Having my employer see my profile and him/her doubting me because of things
happening in my personal life” (g87)
• “A manager seeing immature acts and believing that it would follow me into the
workplace” (g1)
• “Having an employer lose respect for me” (g89)
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5. Intent (87 responses, 5%)
These respondents express concern not only about access to personal information by
employers and coworkers to their profiles, but also about their workmates actively seeking out
information about them. This category includes worries about bosses and workmates “spying,”
“checking” or “researching” their personal information.
• “My boss spying on me” (g86)
• “My employer keeping tabs on me all the time” (g78)
• “Managers will stalk me” (g77)
• “That an employer might look at my profile to check information on me” (g90)
• “How my co‐workers and managers can use my social network to check what I do with
my personal life” (g44)

6. Distraction (24 responses, 1%)
Those reporting this as an issue worry that their use of OSNs will be distracting and take away
time or attention from work or school. This includes “wasting time,” “slacking,” or
“procrastinating.” This also includes respondents who express concerns about becoming
obsessed or addicted to OSNs, and having to endure the consequences.
• “That I might lose focus in my career, job, etc…” (g60)
• “The temptation of going on and not getting my work done” (g46)
• “Not getting work done because I am being distracted” (g67)

7. Other (54 responses, 3%)
Responses in this category are vague, the language or writing is difficult to decipher, or the
answers are unrelated to the issue under consideration, perhaps because the question has
been misunderstood.
• “Where I work” (g13)
• “Taking bad about my co‐workers and managers” (g59)
• “To contact with business partners” (g63)
• “My co‐workers have more of a social life than me! Ouch!” (g13)
• “People who add me as a friend and I have not talked to them in over 5 years” (g28)

8. No Concerns (364 responses, 22%)
Responses in this category explicitly express no concerns.

9. N/A or Blank (210 responses, 13%)
All responses in this category are either blank or state “N/A.”
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The Perspective of Organizations
The results of the sixteen in‐depth interviews conducted with those responsible for privacy in
companies and organizations including the public sector, professional services, financial
services, retail and hospitality sectors. In order to maintain confidentiality and to protect the
privacy of the respondents, comments attributed to respondents are identified by number only,
based on Table 1 in the Methodology section of the report.

Awareness and Personal Use of Online Social Networks
Respondents were asked about their awareness of various online networks, how they heard
about them, if they use them, and their perspective on their utility from a work perspective. All
respondents have heard of Facebook, and about half have heard of LinkedIn. Friends, family
and work colleagues are identified as the information sources for these OSNs. Several
respondents indicate that they have co‐workers and friends on Facebook and have been asked
numerous times to join as “friends”. About half of respondents have at least signed onto
Facebook and use it at least occasionally to keep track of old friends. One of the most
technologically savvy respondents has “linked my Facebook profile page to my blog” (8).
Those who use Facebook report using is for social reasons and none of the respondents sees it
as a business tool. Age appears to play a role in the comfort level with Facebook with
respondents in their 30s expressing fewer concerns with OSNs than do respondents in their 50s
and 60s. Even those who use it, pay attention to what is actually posted. “I limit information I
put on my public profile to only information I feel comfortable sharing” (1).
Non‐users, on the other hand, express their deep concern about the implications and impact of
such information sharing. “In terms of putting information on there, I would never in a million
years put information about myself or my family on any type of public Internet site”(2) Others
express similar sentiments. “Personally, I am horrified that people will have to stoop to this. I
can see how it works, but to me, it’s the same thing as hiring a billboard on the 404 some
place…I am surprised that more people are not concerned about the consequences of this” (4).
Respondents also express concern about the age and naiveté of some users. “The first thing
that frightens me terribly is the fact that people who are using it are uneducated as to what
happens to the information, particularly the younger crowd….I think for mid‐to‐late 20s, early
30s, it may be a great social network thing” (4).
From these initial comments, we see that there is much discomfort among business executives
about OSNs because of the overriding concern about the long‐term and currently undefined
consequences of sharing information online. In addition, it is evident that there is a
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generational divide about the use of and comfort with this form of communication with the
younger generation being more likely to be a member of an OSN.

Corporate Policies and Practices
Respondents were asked to describe the policies, if any that exist in their organization to
govern the use of OSNs, such as Facebook. All respondents report having either “a blanket
policy for Internet usage” (1) also described as “a technology use policy that restricts and
directs employee use of e‐mail and the Internet for personal use” (5) and/or “a code of
business conduct that is intended to regulate our employees’ behaviour” (2) that may “prohibit
employees from using the company name, logo or trademarked information” (1) for purposes
not related to the company. None of our respondents has a policy specifically focused on the
use of OSNs, as there is an implicit assumption that “existing policies on the use of the Web
handle this” (4). Likewise, the companies of most respondents block access from work
computers to inappropriate sites, such as pornography or gambling.
With respect to OSNs, a number of companies have blocked Facebook and online chat (e.g.
MSN) because of concern about productivity and “the burden on the network [because of] the
extent of network traffic” (14). As one respondent put it: “I am very conservative…blocks on
everything. I tend to think that the best way to approach this is to handcuff everybody’s hands”
(6).
However, there have been second thoughts about blocking OSNs among some respondents’
companies because on reflection “it cuts off legitimate networking that was ongoing with the
community” (14), and because it represents a “contradictory position” in that the same
company that sees it as a distraction for some business units, may be using it as a marketing or
recruitment tool in other business units.
Others view the blocking of Facebook as a “knee jerk” (14) reaction, and that a more strategic
response would be to try to understand “why is it they go, what motivates them to use it and
see to what extent we can use that more generally to enhance our work environment, both the
productivity, but even the work/life balance and motivation of employees, and let’s understand
where the behaviour is not something that we would want” (14).
None of the organizations has a disciplinary policy regarding the use or overuse of OSNs during
work hours, nor do the companies have formal policies regarding the posting or viewing of
inappropriate material explicitly on OSNs during work hours. Instead these actions are viewed
as covered under the existing policies. For example, “if an employee were to “put information
out in the public domain that is confidential about [the company’s] business or that actually is
harmful to someone’s reputation, it is a breach of the code of business conduct and will be
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dealt with by the appropriate disciplinary action up to and including termination, and in the
most extreme cases, prosecution” (2). Further, in terms of OSN postings, “anything that
identifies them…as an employee, we would consider inappropriate behaviour and impacting
our workplace in a negative fashion, and we would certainly hold that individual accountable”
(10).
None of the companies reports any specific terminations that have occurred as a result of the
inappropriate use of OSNs, in large part because there is the belief that one “could never really
enforce it [a policy]” (14). For example, one cannot “police what people do on their own
[personal] computers” (11). However, some companies have tried to extend their code of
conduct beyond 9 to 5, so that employees at no time, “are authorized to put up information
about [the company] and if we find out you are doing that and if it’s information that causes us
concern as it risks the reputation or confidential information, there will be consequences” (2).
In addition, companies respond on a complaints basis to individual incidents. For example, one
company “had complaints from employees and from customers about people who were using
external OSNs for defamation of a client or to share or disclose information about clients” (11)
and the employees were disciplined under the existing code of conduct.
In another instance, a person who had been a satisfactory employee was identified by a
customer as moonlighting as a porn star. Although “it was on his own time, but bottom line he
worked at a [company location] so customers knew him by walking in and dealing with him.
We weren’t comfortable with that, as an association for us as an organization, so we decided to
part company” (3).
OSNs are not all negative as pointed out by our respondents. Several have their own internal
communication systems for collaborating and sharing ideas and problems. Many are more
comfortable with having something internal because they have control over who has access
and can shut down inappropriate conversations.
None of our respondents has created a specific corporate policy to govern the use and abuse of
OSNs. Instead they rely on existing technology use policies and codes of conduct to deal with
any inappropriate behaviour. In addition, they do not look for problems, but instead they wait
for them to be brought to their attention. However, when there are issues, they take
disciplinary action immediately using the processes outlined in the existing policies. Companies
are still working out the norms surrounding the use of OSNs and what is appropriate and not
appropriate as they deal with more and more issues involving the use of an OSN as a medium of
communication. While the rules with respect to the use of the Internet are fairly clearly
defined in our respondent companies, the policy direction with respect to OSNs is still quite
murky. OSNs are different enough that simply blocking access may not be the best strategy, and
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because companies find it both difficult and somewhat distasteful to be policing what
employees do on their home computers and on their own time, codes of behaviour around the
use of OSNs and the workplace will continue to evolve.

Issues and Concerns about Online Social Networks
Respondents were asked to give their perspective on issues and concerns related to OSNs.
The first issue identified is one of control around the use of the “brand”, and “brand
management”, to the extent that a few companies admit to “trademark trolling” (11), that is
looking for inappropriate uses of their logos or trademarks by unauthorized persons on the
Internet. Several companies encourage employees “not to post any potentially harmful photos
on their Facebook page and when possible to not list the company name” (1), because of the
potential negative influence of the personal life of an employee on the company’s image.
There is also a concern about “employees posting confidential or derogatory information that
would pose a risk to the brand and the good name and reputation of the company” (2).
A further perspective on this issue of control is what happens when inappropriate information
is posted. “Once the content is out there in the public domain, on the Internet, it is extremely
difficult to have it removed” (2). “You have to develop the skills to be prepared to detoxify a
neutron bomb that went off while you were asleep because there is no way of being able to
control what somebody is going to do or more specifically say in any kind of forum” (4). These
respondents, unlike our younger survey participants, do not distinguish between information
posted on an OSN where access can be limited and information posted on the Internet where
access may be entirely open (e.g., on a web page or blog).
Some respondents see this issue of control as “an education issue” (7). It is important to
“educate employees on what is an appropriate use or an inappropriate use in the work context
of these technologies” (14). However, “setting clear rules in advance is hard….You’ve got to
create a policy that sets some broad guidelines, but there is no way you can create a crystal
clear rule” (8). So the real challenge is walking the fine line between discouraging inappropriate
behaviour, but encouraging appropriate use because “this sort of technology does have
potential benefit for business. So we need to be reasonably open to its use for that purpose
while still being aware of what the risks are and having a good approach to having a response to
those risks” (2). Once again, we see the struggle of companies to identify what should be
included in a code of conduct around the use OSN. Although it is a digital medium, it appears
to have very different opportunities and threats associated with it than do traditional Internet
sites. While several companies recognize that they have no formal control over OSNs and that
is a cause for concern, some also have no desire to exert too much control because there is
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potential to be leveraged. The dilemma at the moment, is that companies do not understand
and cannot articulate what that potential is or could be.

Work Life / Personal Life Boundaries
We asked respondents their view on the line between personal and work life and the impact of
OSNs on this boundary. There is general agreement that “there is a fine line between the two”
(1).
Respondents are also in general agreement that there is a generational aspect in that younger
people “have a different view about personal versus private life” (8); and that using Facebook
“is part of the youth culture” (5). For the under 30 group, “there is an underlying
expectation…that what happens on Facebook stays on Facebook. People aren’t posting things
on there and expecting you to run back to their manager” (12). Likewise, “people do things
away from work that doesn’t reflect on their personality at work, so if they create something
with the expectation that it’s not going to be viewed in the work context, then I think it’s
difficult to put them in a place where we are going to say, now we are going to review it” (3).
Others see it as a “freedom of speech issue…If somebody wants to post something on a group
or on their wall, I don’t think [the company] has a right to step in and say you can’t say anything
negative about us” (12).
While respondents recognize that their younger employees have a different perspective on
network privacy, they do not share it or endorse it. For example, there are respondents who
believe that “work life and home life are very much intertwined” (13). For example, one
respondent would expect to have access to a job applicant’s Facebook page and if this was not
allowed, he would wonder “what do you have on there?” (5) Similarly, if something is
discovered about someone’s posting on Facebook that is deemed to be inappropriate, a
company “would take swift action, if we ever became aware of it” (16). Still, others qualify the
extension of the business code of conduct beyond 9 to 5 to “business‐related functions” (16)
only.
From the responses of our interviewees, it appears that there is little agreement about an
appropriate work life personal life boundary. “It is much more difficult to establish and pinpoint
a line as to what is acceptable and what is not” (16). Because of the lack of clarity about the
boundary, it is very difficult to develop a policy that is fair to employees, meets a company’s
objectives and is ultimately able to be implemented.
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Recruitment and Selection: Human Resources Use of Online
Social Networks
Respondents were asked to describe the current and proposed use of OSNs to assist with the
human resources functions of recruitment and selection of candidates for positions. None of
the respondents reports a strategic and targeted use of OSNs for recruitment. However, there
are certainly isolated instances of its being used both for certain positions and for informal
recruiting by those already on Facebook. For example, one technique is to set up a Facebook
space and provide information to prospective applicants on “what it would be like to work at
the company and an opportunity to ask questions of recruiters” (2).
Although none of our respondents is using this technique extensively, there is a recognition by
most of its power and importance. “You are trying to draw in younger employees in a way that
is more consistent with the culture and way they use the Internet” (2). “Maybe when our
management population gets younger and more attached to these networks, then maybe there
will be more of it, but I think right now, it is not something we plan to address, but it is
something we have at the back of our mind” (7). “This is one of those new methods of
communicating and reaching out to a potential pool of candidates, especially for some of our
entry level positions, which are a younger demographic” (10). In contrast, one respondent sees
it “as the equivalent of wanting a fish and you go to the end of a pier and you put a line into it.
Whatever bites, bites. You can get much more efficient than that” (4).
Another Human Resource application of Facebook is for screening and selection. Certainly
“googling” a prospective candidate is done by a number of our respondents, although it is not
accepted practice across all companies. Two respondents mention ethical concerns about
getting access to information that may have been presumed to be private as well as concerns
about mistaken identity and conclusions that may be drawn from erroneous material. Others
maintain that as long as the request for access is transparent and upfront then access to OSN
information is no worse than other background checks which may be part of the traditional
selection process. Respondents admit, that “if we saw something negative on Facebook [about
a job applicant], it would be factored into the hiring decision” (13).
There have been no documented complaints from unsuccessful candidates who believe they
have been turned down because of what is posted on their Facebook page.
In general, OSNs may have potential for recruitment, but at this time probably only for the
younger demographic and for entry‐level positions. In terms of using the information posted to
gain insight into the character of the potential hire, there is no agreement among respondents
about whether that is an ethical and appropriate use of technology as well as whether the
information would ultimately provide any insight into job performance. Once again, the
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comments of respondents indicate that they see OSN as something very significant with the
potential to impact how they do business, but at the moment they cannot articulate what form
those impacts will take.

Marketing Application of Online Social Networks
We asked respondents to describe the current and proposed use of OSNs for marketing
purposes including the gathering and sharing of information about selected market segments,
and the promotion of products and services to the organization’s target market.
None of the respondents knows of any instances in which their company is using data gathered
from an OSN to learn more about a particular target market. In line with their perception of
unrestricted OSN information as public and not private, respondents do not view such potential
collection as contravening existing Canadian personal information protection legislation such as
PIPEDA.
Respondents do recognize the potential uses of this tool to achieve marketing objectives, but
have no clear tactics in mind at the moment. “We’re really struggling as to how to use these
tools for good, so to speak and how to use them to market to our customers” (3). “We went
through a strategic planning process and we discussed the growth of the Internet and the use
of these types of networks by our next generation of purchasers, and there has been a
discussion of placing ads in Facebook” (6).
A couple of companies have current Facebook sites, but these are mainly designed to provide
non‐product information or to collect feedback on current services. Only one company actively
uses OSNs to recruit respondents for marketing research purposes, both focus groups and
survey questionnaires.
One respondent provided an example of how another company (not part of this project) has
developed an innovative use of Facebook. A person logs onto his/her Facebook page and can
order coffee as a gift for a client through a link on his/her own page that clicks directly into the
coffee giving service website.
There appears to be recognition that there is much marketing potential within OSNs, but the
specifics of leveraging that potential have yet to be determined.
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Potential Uses of Online Social Networks
Finally, respondents were asked to consider the future uses of OSNs in the context of their
organization’s goals and objectives.
In terms of the future, some respondents see OSNs as “something we have to manage as
opposed to use” (3). Others see it as part of a larger shift; “the power is definitely shifting to
consumers” (2). Most respondents do not contemplate the use of an existing OSN such as
Facebook for their proprietary purposes, but may consider the development of a similar
communication platform in‐house, under their control, and “behind the firewall”.
There is potential for governments to develop much stronger and broader‐based grassroots
engagement in policy development by using OSNs as a replacement for town halls and citizen
meetings.
In terms of a specific organization, there is the belief that by understanding how a social
network operates, one can identify the “hubs” in terms of information exchange, which is
significant because the people who hold these positions are pivotal in rolling out new programs
and assisting in the social change process.
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Implications and Recommendations
There is a new digital divide, and it is characterized by a perception of network privacy that is
unique to young Canadians, and that is largely incomprehensible to an older generation of
executives and managers. Young Canadians have embraced OSNs, and Facebook in particular to
an incredible degree – nine out of ten use Facebook to communicate on a regular basis. That
level of technological penetration approaches those reached by the television and the
telephone. It is quite telling, and indeed speaks to the existence of a digital divide, that the
executives and managers who participated in our project, and who were therefore willing to
discuss OSNs, are largely reluctant to communicate with others on such networks themselves.
Furthermore, while young Canadians are comfortable posting large amounts of personal and
private information on OSNs, they do so while differentiating between destinations for this
information. Friends, family and work are clearly three separate networks in their mind, and
they present a different persona to each, and expect members of each network to remain
separate from each other. Young Canadians are concerned about their network privacy – about
the risk that their personal information, while quite freely shared and open to many within
their network of friends, will end up in the hands of others, such as their family and managers,
who may not be members of the same network.
Within this age group, concerns are significantly greater among women than they are among
men. Put differently, women have a stronger sense of network privacy than men do. More
surprisingly, but reinforcing the hypothesis that network privacy is indeed a unique perception
of privacy and not the product of ignorance, young Canadians about to enter the workforce full‐
time, such as graduate students or students in their graduating year, do not have greater
concerns about their personal information than do those individuals who are just over the age
of majority. The perception of network privacy, in other words, does not decrease as exposure
and awareness to new risks and responsibilities increases.
Organizations, by and large, refuse to accept such network privacy concerns as valid, and
adhere to the traditional approach by which personal information that is to be kept private
must not be disclosed in the first place, and that young Canadians must be educated about the
implications of having their information posted on OSNs with few restrictions.
It is clear, however, that individuals are aware, even more than could be expected, of both the
privacy policies of OSNs and the technological measures available to control access to personal
information. Young Canadians are not technological Luddites, but are technologically savvy,
savvier than the older generation they are in the process of replacing at work. While there may
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be concerns about the manner in which the technological measures function, and indeed as to
whether the technology is secure, 16 young Canadians know about it and attempt to use it.
Moreover, they have at their disposal an arsenal of software developed for security and
information protection, which they deploy to block malicious attacks on their identity and data.
These individuals believe they have control over their personal information, and believe they
have taken the appropriate steps to limit access to their personal information. They therefore
blame themselves as well as whomever accessed their personal information, when there are
negative consequences.
Surprisingly, young Canadians do not hold OSNs responsible or accountable for their network
privacy breaches. Although some scenarios suggest such possibilities to participants in our
survey, they are firmly and consistently rejected. OSNs such as Facebook are viewed as
conduits, channels or pipelines for information, similar to the manner in which telephone, cable
or satellite television services are perceived. OSNs are viewed as enabling socializing in a
manner similar to the way in which a golf club or a church enables socializing, but participants
do not contemplate holding their OSN accountable for the dissemination of harmful
information any more than they will contemplate holding their golf club responsible for the
gossip of its members, or their telephone company accountable for the contents of
conversations carried over the phone.
OSNs, of course, profit from the socialization of their users in a manner that offline social
networks and traditional methods of communication do not, and we discuss below some
possible policy implications as a result.

Recommendations for Organizations
As a result of the digital divide between young Canadians and the organizations in which they
work, or are about to work in we are able to offer the following suggestions:

Explicit Policies
Although the term policy is somewhat vague, and can be used by different organizations to
refer to a range of instruments covering guidelines, best practices and codes of conduct,
organizations by and large believe that their existing instruments will suffice. Interestingly,
those organizations that have experienced some form of employee misconduct are less
sanguine, and well on the route to adopting or modifying their existing human resources tool.

16

See e.g., a recent privacy breach at Facebook: http://www.cbc.ca/bc/news/yourstory/features/v‐080326‐
facebook‐hack.html (accessed March 31st, 2008).
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Young Canadians clearly indicate that they are unaware of the workplace views of OSNs, and
that existing policies are not very helpful in directing their behaviour around OSNs while
working.
Organizations should develop clear rules and guidelines for the use of OSNs at work and at
home by their employees, based on principles that employees will accept. Depending on the
organization, this may amount to no more than a clear statement that existing rules apply to
OSNs at well.

Internal Guidelines
Organizations are also uncertain whether to actively seek information online about their
workers and customers, or whether they should remain passive. We suggest that where certain
processes already work well, such as in the case of existing recruitment and selection
processes, a decision be made not to collect additional personal information. Such a
recommendation must be complemented by a suggestion as to the proper role of an
organization once information it has not been actively seeking has been brought to its
attention, for example by way of customer complaint. Organizations will of course always
comply with legal and professional requirements, but where discretion exists we suggest that
organizations refrain from acting on the basis of such knowledge. Such restraint will support the
network privacy perception limiting personal information to its intended network.

Marketing
Although the attraction of OSNs as a treasure trove of consumer information is understandable,
and of course cultivated by OSNs to generate their revenue, organizations are advised to tread
cautiously. It does not appear that the information offered by OSNs such as Facebook for
commercial advertising purposes to organizations is in violation of PIPEDA or other provincial
legislation, but it does appear to violate in most cases the targeted individual’s sense of
network privacy. Some young Canadians welcome targeted advertising over the traditional
mass‐marketing approach, but they do so explicitly, and on their own terms. They wish to
choose which persona to present to marketers, and which marketers to include within their
network for such purposes.

Education and Awareness
We suggest that organizations educate themselves about the perceptions and concerns of
young Canadians. Many managers and executives who participated in this project perceive
what we call the digital divide to be a false one, or one that can be easily bridged by educating
new and young employees about the risks of online socializing and the repercussions brought
about through the indiscriminate sharing of personal information. This study suggests that the
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apparent paradox of young Canadians behaving carelessly and in a risk‐prone manner online,
despite their perceived knowledge of privacy risks, is partially the result of their unique sense of
network privacy. Organizations may be better served by seeking to understand and leverage
this unique notion, rather than simply ignoring it, blocking it, or solely attempting to educate
young Canadians about this notion’s risks. Changing the behaviour of young Canadians, to
reduce their vulnerability on OSNs, will require an integrated and collaborative strategy
comparable to what we see in other crime and safety prevention campaigns. This is particularly
important as the business sector embarks on the recruitment of the young generation as
employees and develops strategies to retain them as customers.

Recommendations for the OPC
Privacy Commissioners in Canada and other countries are uncertain as to the role they should
play, if at all, in the regulation of OSNs and education of the public. Certain Commissioners take
the position that there is an education and advocacy role for their office to play, but perhaps
not a regulatory one; other Commissioners do not view OSNs and particularly the conduct of
OSN users as one that deserves special attention or protection on their behalf. Based on our
report, we suggest the following to the OPC:

Public Education and Outreach
The OPC has already been active in educating individuals about online conduct, and to a large
degree it appears its message, and the message of other Privacy Commissioner and public
advocacy groups, has reached its target. Young Canadians are aware of OSN privacy policies and
attempt to control the dissemination of their personal information with tools provided by
OSNs. Awareness levels could be improved, however, and more importantly, there is some
evidence to suggest that, with online social networking, as with other risky behaviours,
awareness does not necessarily translate into appropriate action.
Further research is needed to explore ways in which the privacy commissions can shape the
perception and behaviours of young Canadians. For example, it is clear from the study that
there is a need to clarify that such a notion of privacy cannot on the whole be protected
satisfactorily online, and that network privacy breaches, when they do occur, are largely
irreversible. At the same time, the OPC can and should educate young Canadians on the proper
role of OSNs in such matters, as well as to request that OSNs change some of their practices, as
we now discuss.
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OSNs and PIPEDA
On the whole, OSNs are not in violation of PIPEDA and therefore we do not suggest that the
OPC has any formal obligations in this matter. However, while it appears OSNs are not in
violation of the letter of PIPEDA, they may well be in violation of its spirit, once the network
privacy perception of the majority of their users is taken into account. Consider for example the
controversy that erupted by the introduction of Facebook Beacon in 2007, 17 a paradigmatic
example of network privacy breach, while not apparently in violation of Canadian personal
information protection legislation. We suggest that the OPC work with OSNs to ensure that
users enjoy the measure of network privacy that they expect and desire, and that those users
who wish to use OSNs, primarily if not solely, for the purpose of socializing with their friends be
allowed to do so in an unfettered manner. In addition, the OPC must continue to track
developments with OSNs and to develop appropriate mechanisms to ensure that the privacy of
Canadians is appropriately protected.

Network Privacy Breaches
While young Canadians do not hold OSNs responsible for such breaches, it is clear to us that
OSNs are best positioned to assist in the mitigation of, if not entirely eliminate, such breaches
in their aftermath. Specifically, scenarios perceived as realistic by many young Canadians, in
which their network privacy and reputation are harmed by the unsanctioned dissemination of
their personal information by former friends and anonymous users, can easily be countered by
OSNs. Facebook, for example, offers only limited assistance to individuals concerned about
network privacy breaches, and does not assume any legal obligation in this matter under its
terms of use. It is imperative to realize that OSNs can assist individuals by providing identifying
information about anonymous users, or by removing information from the network, with
minimal effort, and at a minimal cost. Litigation is not an affordable measure for many young
Canadians in such circumstances, nor is it the most efficient. The OPC should advocate that
OSNs assume greater responsibility for such breaches.

17

See e.g., http://www.cbc.ca/news/background/tech/hightech/facebook‐beacon.html (accessed March 31st,
2008).
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Appendix A
Quantitative Instrument
SCREENING QUESTIONS (DO NOT INPUT INTO SPSS FILE)
a) Are you a full‐time student at Ryerson?
Yes
No

CONTINUE
*THANK AND TERMINATE

b) In what School or Program are you currently registered?
IDENTIFY SCHOOL OR PROGRAM ON YOUR LIST AND ENSURE RESPONDENT IS PART OF YOUR
ASSIGNED GROUP AND CONTINUE. IF NOT, *THANK AND TERMINATE.
c) Are you or have you ever been a registered member of an OSN (such as Facebook, MySpace
or some other network)?
Yes
No

**CONTINUE
*Could you tell me why not? THANK AND TERMINATE

*KEEP A COUNT OF THE NUMBER OF STUDENTS FROM ALL THOSE WHOM YOU ASKED TO
PARTICIPATE BUT WHO DID NOT MEET THE SCREENING CRITERIA OF BEING A MEMBER OF AN
ONLINE SOCIAL NETWORK, INCLUDING ANY COMMENTS THEY OFFERED FOR THE LAST
QUESTION.
**If all screening questions meet THE requirements for subject participation, hand
RESPONDENT the survey for self‐completion.
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1. (Group and Respondent Number are to be completed by the interviewer)
GROUP NUMBER ___________
RESPONDENT NUMBER _________
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐

Thank you for agreeing to participate in this survey!
SECTION A: The first questions relate to your use of the Internet and various online networks.
2. On average, how often do you use each of the following? (Check the box that best describes
your usage)

a) E‐mail
b) Instant Messengers
c) Chat rooms
d) Listservs
e) Bulletin Boards
f) Blogs
g) Online Social Networks

a) MySpace
b) Facebook
c) LinkedIn
d) Windows LiveSpaces
e) Other
(specify)___________

6 ‐ 7 days 1 ‐ 5 days 1 ‐ 3 days
per week per week per
month
5
4
3
5
4
3
5
4
3
5
4
3
5
4
3
5
4
3
5
4
3

3. Which of the
networks listed
below you have
heard about? (Check
all that apply)
1
1
1
1
1

80

Less than
once per
month
2
2
2
2
2
2
2

Never

Don’t
know

1
1
1
1
1
1
1

0
0
0
0
0
0
0

4. Which networks
5. Of the networks you
are you a member of? belong to, which one is
(Check all that apply)
your MOST preferred?
(Check only ONE)
1
1
1
1
1

1
2
3
4
5
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SECTION B: Please relate your answers specifically to the online social network you identified
as your MOST preferred network.
6. On average, how often do you log on to your most preferred network? (Check one)
1
2
3
4
5

More than once a day
Once a day
From 2 to 6 times a week
Once a week
Less than once a week

7. Which of the following pieces of information have you included on your social network
profile? (Check all that apply)
1
1
1
1
1
1
1
1
1

a) My full real name
b) Only part of my real name
c) Only my nickname
d) Only a fake/joke name
e) A portrait photo of myself
f) A group photo that includes me in it
g) A joke/fake photo to represent me
h) My political preferences
i) My employer

1 j) My class schedule

1 k) My home town
1 l) My full address
1 m) My telephone number
1 n) My high school
1 o) My dating interests
1 p) My relationship status
1 q) My relationship partner’s name
1 r) My interests/hobbies
1 s) My favourite music, books or
movies
1 t) Other (please specify)
_____________

8. On a scale of 1 to 5 where 1 is not at all concerned and 5 is very concerned, how concerned
would you be if the following groups of people accessed your social network profile
information listed above? (Circle the number that best describes your level of concern)
Not at all
Very
Concerned
Concerned
1
2
1
2
1
2

a) My friends
b) My parents
c) Other members of my family
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3
3
3

4
4
4

5
5
5
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d) My employer
e) People I don’t know

1
1

2
2

3
3

4
4

5
5

9. Which of the following statements relate to your experience with your preferred social
network? (Check as many as apply)
1
a) I have read the privacy policy associated with my online social network.
1
b) I understand the terms of my online social network’s privacy policy.
1
c) I have adjusted my privacy settings to restrict some groups of people from
accessing me online.
1
d) I use the default privacy settings set by the developers of my social network.
1
e) I have blocked specific people from accessing my online profile.
1
f) People I don’t know have tried to con me into letting them get access to my
network.
1
g) I have reported content that I found distasteful or disturbing to the developers
of the network.
SECTION C: The next few pages present five different scenarios that may happen on a social
network site. Please read each one and answer the questions that follow, assuming you are
the person involved.
Scenario 1:
You have just broken up with your significant other. You are shocked to see that the day
after the breakup, your previous significant other posted compromising and what you
thought were very private pictures of you on the social network. In addition, this person
posted nasty comments that painted a very negative picture of you as a person. As a result,
some people whom you thought were your friends have dropped you and you are no longer
included in social events.
10. Which of the following best represents your experience with the scenario described
above? (Check only ONE)
1
Something like this has happened to me.
2
Something like this has not happened to me, but it has happened to someone I know
personally.
3
Something like this has not happened to me or to someone I know personally, but I have
heard about it happening to others.
4
I have not heard of this happening.
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11. Putting yourself into this scenario, on a scale of 1 to 5 where 1 does not reflect your views
at all and 5 reflects them very well, please indicate how well each of the following statements
reflects your views about who is responsible for your being dropped by people you thought
were your friends and no longer being included in social events? (Circle the number that best
describes your view).

a) I am responsible
b) The person who posted the content is responsible
c) The people whom I thought were my friends are
responsible.
d) The developers of the network are responsible for
allowing this material to be posted.
e) Somebody else is responsible (please specify)
_____________________________________________

Does not reflect
views
Views at all
well
1
2
3
1
2
3
1
2
3

Reflects

4
4
4

5
5
5

1

2

3

4

5

1

2

3

4

5

very

12. On a scale of 1 to 5 where 1 does not reflect your views at all, and 5 reflects your views
very well, please indicate how well each of the following statements reflects your views on
the issues identified in the scenario you have just read. (Circle the number that best describes
your view)

a) I get more upset about someone posting nasty
comments about me than I do about someone posting
compromising pictures of me.
b) If this happened to me, in the future, I would be much
more careful about who was taking pictures of me.
c) If this happened to me, in the future, I would be much
more careful about how I treated other people.
d) I see myself as someone who takes the appropriate steps
to limit who has access to my profile.
e) It concerns me that material posted about me on the
network does not always originate with me.
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Does not reflect
views
Views at all
well

Reflects

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

very
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f) No real harm can come from this kind of prank.

1

2

3

4

5

Scenario 2:
It was your birthday and you went out with friends for a night on the town. You had a
wonderful time, drank way too much and really can’t remember most of the evening. The
next day you see pictures of your escapades posted on one of your friend’s pages and tagged
to you. Your family members see these pictures, are very upset with you and say they can no
longer trust you.
13. Which of the following best represents your experience with the scenario described
above? (Check only ONE)
1
2
3
4

Something like this has happened to me.
Something like this has not happened to me, but it has happened to someone I know
personally.
Something like this has not happened to me or to someone I know personally, but I have
heard about it happening to others.
I have not heard of this happening.

14. Putting yourself into this scenario, on a scale of 1 to 5 where 1 does not reflect your views
at all and 5 reflects them very well, please indicate how well each of the following statements
reflects your views about who is responsible for your family’s being upset and no longer
trusting you? (Circle the number that best describes your view).

a) I am responsible
b) The person who posted the content is responsible
c) My family members are responsible, as they shouldn’t
have been checking up on me.
d) The developers of the network are responsible for
allowing this material to be posted.
e) Somebody else is responsible (please specify)
_____________________________________________

Does not reflect
views
Views at all
well
1
2
3
1
2
3

Reflects

4
4

5
5

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

very

15. On a scale of 1 to 5 where 1 does not reflect your views at all, and 5 reflects your views
very well, please indicate how well each of the following statements reflects your views on
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the issues identified in the scenario you have just read. (Circle the number that best describes
your view)

a) I get more upset about my family seeing compromising
pictures of me than if acquaintances see them.
b) It is not right when people can have access to
information that was not intended for them.
c) If this happened to me, in the future, I would be much
more careful about how I behaved in public.
d) I use the social network to keep track of my siblings or
relatives to make sure they are not doing something they
shouldn’t do.
e) No real harm can come from this kind of prank.

Does not reflect
views
Views at all
well

Reflects

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

very

Scenario 3:
Anonymous comments circulate on the online social network about your having been
arrested for shoplifting. This is not true and you are shocked to see that these comments
have made the rounds to all your friends. No matter what you say, everyone believes you are
a shoplifter.
16. Which of the following best represents your experience with the scenario described
above? (Check only ONE)
1
2
3
4

Something like this has happened to me.
Something like this has not happened to me, but it has happened to someone I know
personally.
Something like this has not happened to me or to someone I know personally, but I have
heard about it happening to others.
I have not heard of this happening.

17. Putting yourself into this scenario, on a scale of 1 to 5 where 1 does not reflect your views
at all and 5 reflects them very well, please indicate how well each of the following statements
reflects your views about who is responsible for your friends’ believing that you are a
shoplifter? (Circle the number that best describes your view).
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a) I am responsible
b) The person who posted the content is responsible
c) The people whom I thought were my friends are
responsible.
d) The developers of the network are responsible for
allowing this material to be posted.
e) Somebody else is responsible (please specify)
_____________________________________________

Does not reflect
views
Views at all
well
1
2
3
1
2
3
1
2
3

Reflects

4
4
4

5
5
5

1

2

3

4

5

1

2

3

4

5

very

18. On a scale of 1 to 5 where 1 does not reflect your views at all, and 5 reflects your views
very well, please indicate how well each of the following statements reflects your views on
the issues identified in the scenario you have just read. (Circle the number that best describes
your view)

a) I should be able to count on the network developers to
put a stop to this.
b) Situations like this make me feel really helpless about
protecting myself and my character.
c) No real harm can come from this kind of prank.
d) I believe I am able to take the appropriate steps to
control what is posted about me on my social network.
e) In instances like this, the developers of the social
network should tell me the name of the person who is
posting these lies about me.
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Does not reflect
views
Views at all
well

Reflects

1

2

3

4

5

1
1

2
2

3
3

4
4

5
5

1

2

3

4

5

1

2

3

4

5

very
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Scenario 4:
You called in sick to work, because you really wanted to go to your friend’s all day graduation
party. The next day you see several pictures of you having a great time at the party. Because
the pictures are dated, you start to worry about whether you might be caught in your lie
about being sick. You contact the developers of the social network and ask that the pictures
be taken down because the tagging goes so far, it would take you too long to find all the
pictures. There was no response from the network. You are stunned to be called in by your
supervisor a week later to be advised that you were being “written up” for taking advantage
of sick leave and put on notice that if it happened again you would be terminated.
19. Which of the following best represents your experience with the scenario described
above? (Check only ONE)
1
Something like this has happened to me.
2
Something like this has not happened to me, but it has happened to someone I know
personally.
3
Something like this has not happened to me or to someone I know personally, but I have
heard about it happening to others.
4
I have not heard of this happening.
20. Putting yourself into this scenario, on a scale of 1 to 5 where 1 does not reflect your views
at all and 5 reflects them very well, please indicate how well each of the following statements
reflects your views about who is responsible for your being written up by the supervisor and
threatened with termination? (Circle the number that best describes your view).
Does not reflect
views
Views at all
well

Reflects
very

a) I am responsible
1

2

3

4

5

1
c) My supervisor is responsible – he/she shouldn’t have been
checking up on me.
1
d) The developers of the network are responsible for
allowing this material to be posted.
1
e) Somebody else is responsible (please specify)
_____________________________________________
1

2

3

4

5

2

3

4

5

2

3

4

5

2

3

4

5

b) The person who posted the content is responsible
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21. On a scale of 1 to 5 where 1 does not reflect your views at all, and 5 reflects your views
very well, please indicate how well each of the following statements reflects your views on
the issues identified in the scenario you have just read. (Circle the number that best describes
your view)

a) It is not right when people can have access to
information that was not intended for them.
b) No real harm can come from this kind of prank.
c) It concerns me that material posted about me on the
network does not always originate with me.
d) The developers of the online network should have
responded to my request immediately.
e) If I had been terminated, the developers of the online
social network should have been held legally responsible.

Does not reflect
views
Views at all
well

Reflects

1
1

2
2

3
3

4
4

5
5

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

very

Scenario 5:
In this scenario, assume that you are a manager with five employees. You are in your early
thirties and your employees are in their twenties.
22. On a scale of 1 to 5 where 1 is not appropriate and 5 is very appropriate, how appropriate
would it be for you (as the manager) to: (Circle the number that best describes your view)
Not
Very
Appropriate
Appropriate
a) Use a social network to check up on what your
employees do during their personal time without them
knowing.
b) Require your employees to add you as a ‘friend’ to their
social network.
c) Use a social network to check out the character of
someone who has applied for a job.
d) Proactively research social networks to identify potential
high quality candidates for future positions.
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e) Socialize with your employees after work hours through
a social network.
f) Promote goods and services made by your company to
network users.

1

2

3

4

5

1

2

3

4

5

23. On a scale of 1 to 5 where 1 is strongly disagree and 5 is strongly agree, please give your
level of agreement or disagreement with the following statements. Remember to answer as
if you were the manager with the five employees. (Circle the number that best describes your
view)
Strongly
Strongly
Disagree
Agree
a) Accessing online social networks should not be allowed
during work hours.
b) A person wanting to move up the career ladder should
not be part of online social networks because you can’t
completely control what is posted about you.
c) Work life is completely separate from personal life and
what you do in one should not affect the other.
d) Knowing how a person behaves outside of work hours
gives managers insight into whether that person is ready
for a promotion.
e) A smart manager will use online social networks to learn
more about the company’s customers.
f) Online social networks are becoming significant
marketing tools for companies to promote their goods and
services
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SECTION D: If you have worked, either full or part‐time, at any time during the past twelve
months, please answer the following questions. Otherwise, please skip this section and go to
SECTION E.
24. In your most recent workplace:

Yes

No

a) Is your immediate supervisor a member of your online social network?

1

2

Don’t
know
3

b) Has your immediate supervisor asked to be added to your online social
network?
c) Is any senior executive of the company you work for (above your immediate
supervisor) a member of your online social network?
d) Has any senior executive asked to be added to your online social network?
e) Has your workplace encouraged the use of an online social network for work
related purposes?
f) Does your workplace have a formal policy related to the use of online social
networks during company time?

1

2

3

1

2

3

1
1

2
2

3
3

g) If there is a policy, does it forbid all use of social networks during company
time?

1

1

2
Go to
Q 25
2
Go to
part i)
2

h) If there is a policy that forbids all use of online social networks during work
1
time, do employees generally abide by the policy?
i) What is the policy? (Please specify)
_______________________________________________________________________________
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SECTION E: Please complete the next two sentences with your own thoughts:
25. With respect to my personal life, the thing that worries me most about being on an online
social network is…
______________________________________________________________________________

______________________________________________________________________________

26. With respect to my work life, the thing that worries me most about being on an online
social network is…
______________________________________________________________________________

______________________________________________________________________________
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SECTION F: The final few questions are for grouping purposes only.
27. In what Faculty are you currently registered?
1
2
3
4
5

Faculty of Arts
Faculty of Communication and Design
Faculty of Community Services
Faculty of Engineering and Applied Science
Ted Rogers School of Management

28. In what year are most of your courses?
1
2
3
4

First
Second
Third
Fourth

29. In an average week, about how many hours are you employed in a paying job?
1
2
3
4
5
6

None
Less than 10
10‐14
15‐19
20‐24
25 or more

30. Are you:
1
2

Male
Female

31. How old are you?

______________

THANK YOU FOR YOUR TIME AND COOPERATION!
(Group and Respondent Number are to be completed by the interviewer:)
GROUP NUMBER ___________

RESPONDENT NUMBER _________
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Appendix B
INTERVIEW SCHEDULE
A) GENERAL
1.
What online social networks are you aware of/do you use?
2.
If familiar with Facebook, then
• How did you first hear about it?
• What do you use it for?
• Are your co‐workers Facebook friends? Your employees? Your family? External to
work friends?
• Describe your feelings towards sharing your personal information on Facebook to
others on your friends list.
3.
Are online social networks beneficial to your work life? If yes, how so?
B) CORPORATE POLICIES / PRACTICES
1.
What are your organization’s policies on online social networks? (e.g., usage at the
workplace, how content is used)
• Does your organization have a position on online social networks (e.g., encourage,
ignore, prohibit)
• Does your organization have any disciplinary policies regarding usage/over‐usage of
online social networks during work hours or using work equipment?
•Does your organization have any disciplinary policies regarding posting or viewing of
unsuitable or inappropriate materials during work hours or using work equipment?
2.
If your organization has a “work network” on Facebook:
• How/Why was it established?
• Are employees actively encouraged to join the network? If so, how?
• In what ways, if any, does having a “work network” on Facebook impact employees?
3.
If your organization does NOT have “work network” on Facebook:
• Why does your organization not have a “work network” on Facebook?
• In what ways, if any, does having a “work network” on Facebook impact employees?
4.
In what ways, if any, have online social networks positively impacted workplace
activities? (e.g., productivity, social connection & teambuilding)
5.
In what ways, if any, have online social networks negatively impacted workplace
activities? (e.g., office politics, distraction)
6.
What worker confidentiality concerns arise when employees use online social
networks?
• Have there been employee concerns that activity on online social networks would
impact their careers? If so, how have the concerns been addressed?
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7.

8.

• How would compromising details found on an employee’s profile page affect him/her
in the workplace?
If an employee of your company identifies on their page that they work for you, does
that concern you?
• Are there any specific policies to censor/discourage information posted on an
employee who has identified that profile pages?
• Would you possibly take any action or impose guidelines if the employee (who
identified themselves as working for you on their page) posted content that could be
harmful to the company’s reputation? (e.g., disclosure of confidential or sensitive
company information, employee misconduct, negative comments about the company).
How do you feel about the work life and personal life division of online social networks?
(e.g., managers and employee interactions on OSN)

C) RECRUITMENT & SELECTION (consult with HR if necessary)
1.
Do you/would you utilize online social networks to research applicants (internal or
external)?
2.
Would the possession of an active online profile be considered a positive, negative, or
neutral to applicants (internal or external). Why?
3.
Would you post jobs or accept applications over online social network? Why/why not?
4.
Have there been employee concerns that activity on online social networks would
impact their applications? If so, how have the concerns been addressed?
D) MARKETING (consult with Marketing if necessary)
1.
In what ways, if any, can the gathering and sharing of information on online social
networks help your organization?
• Does your organization participate in collecting information on online social networks?
2.
In what ways, if any, can the utilities offered by online social networks help your
organization? (e.g., groups, forums)
• Does your organization manage any utilities? (e.g., groups, forums)
3.
In what ways, if any, can the marketing aspect of online social networks help your
organization (e.g., public relations, advertising, promotional)?
CONCLUDING QUESTIONS:
1.
Do you have any further comments on online social networks as a potential tool for your
organization?
2.
Do you have any further comments on online social networks as a disadvantage to your
organization?
3.
Would you be interested in learning more about online social network and how it can be
incorporated to your organization? Which aspects?
94

