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Organizations appear to have entered a “third phase” in their approach to the provision of
information privacy to their customers. The first phase pre-dated the promulgation of
PIPEDA and was motivated by an ethical appreciation that providing good privacy was a
duty owed to customers. It was ethical to the extent that companies chose, for example, to
adopt the CSA Privacy Guidelines despite no legislation requiring them to do so. The second
phase coincided with the introduction of PIPEDA and emphasized compliance with the
statute. Firms were primarily concerned with figuring out how to implement privacy
regimes that met legal tests while minimizing business disruptions. The third phase,
characterised by the reframing of privacy as a “risk” to be managed by firms, has been
entered into within the past couple of years by organizations that deem their privacy
practices to have matured.
There has been no systematic research examining information privacy as a risk
management issue. There are anecdotal accounts and consultant white papers but no
academic research that considers the privacy in terms of the classic key risk questions:
What is the nature of the privacy risk? What is the likelihood of the risk occurring? What
are the potential consequences of a risk becoming reality? Further, there are few guidelines
to assist organisations to effectively consider both the appropriateness and the best
practices for implementing the risk-based approach to privacy governance.
Our research suggests that privacy risk management is a talked about but poorly developed
practice in the Canadian organizations we reviewed. Risk Managers don’t consider privacy
within their purview. IT managers see risk management strictly within the scope of IT
security practices. Privacy managers either saw it as an inherent part of their practice
captured by activities such as Privacy Impact Assessments (PIA) or not as a part of their
responsibility. It was seen as a security issue or a compliance issue. In other words, privacy
risk management appears to be “someone else’s” responsibility. Our desire to identify and
document the best practices was not realized to the extent we had expected. To the extent
that organizations had implemented “privacy risk management” practices, they viewed
them as proprietary and were unwilling for us to publicize them through this research.
This leaves us wondering how to resolve a problem we see with the limited practice of
privacy risk management. The dilemma here is that information privacy seems to be all
about providing customers with some modicum of control over the collection and use of
their personal information by organizations; however, these organizations do not see how
managing risks of their customers’ privacy is their responsibility. Further, if the treatment

of privacy risk is relegated to periodic checklist based approaches, how do we understand
the true nature of risk and mitigation? Finally, if customer privacy can simply be
transferred or insured against, how does a company communicate the nature of their
commitment to privacy preserving actions? Risk transference and risk mitigation are useful
Page | 6 for relieving the firms of the need to continuously evolve their privacy programs to match
both the threats to privacy (hence, also to the firm) and the desires by customers for
improved privacy (and thus improved vigilance and not simply insurance).

MORE TO BE ADDED

Project Goals and Objectives
Our research team set out to examine the state of privacy as a risk management discipline
within the Canadian (PIPEDA) context. The overall goal of this project was to assess the
current state of corporate practice in implementing a risk-based approach to privacy
Page | 7 management. Our concern was to understand how organizations that collect, store and
manipulate large amounts of personally identifiable information manage information
privacy as a risk, and how privacy considerations are reflected in their enterprise risk
management regimes. In particular, we were interested in documenting the typical
practices for privacy risk management and developing a set of “best practices” that could
be shared by Canadian privacy professionals.
Specifically, our project pursued the following objectives:









Assess the extent to which the risk-based approach to information privacy has become
the norm in various industries.
Identify the rationale(s) employed within the various industries for the risk-based
approach.
Identify the specific practices engaged by firms to incorporate privacy risk within
enterprise risk management regimes.
Identify how privacy risk is characterised, classified and measured.
Develop a privacy risk management framework that captures the key issues associated
with privacy as a risk to be managed.
Document the relationship among the key personnel responsible for both the risk
management and privacy programs within firms to understand how different
approaches are reconciled within an enterprise risk management program.
Identify the extent to which firms have adopted risk management versus information
management approaches to privacy management.
Assemble a set of risk-based privacy “best practices”.

Methodology1
We undertook a four-phased program of research. In Phase 1 we conducted a formal
literature review of scholarly, practitioner, and regulator materials. This provided a basis
for developing a conceptual understanding of the potential for privacy as a risk
management discipline and formed the basis for the development of our interview
protocols.
In Phase 2 we conducted interviews with various industry associations. Previous research
has demonstrated the influence of industry associations on the development and
implementation of privacy programs. We proposed to interview, within key Canadian
industry associations, those responsible for providing risk management and/or privacy
risk management guidance to their members. We wanted to assess the rationales for the
risk-based approach and the extent to which it is being employed within these various
1

The Research Ethics Board of Ryerson University reviewed and approved of the methodology and instruments
developed for this research.

industries. We succeeded in addressing these issues with four industry organizations. One
declined to participate. Two indicated that they did not provide any privacy information or
assistance to their members.
Phase 3 comprised our organizational research. We conducted interviews and reviewed
Page | 8 documents with Canadian firms from a variety of industries.
This report presents Phase 4 of the project.

Questions
We prepared two semi-structured interview guides, one for industry association
informants and the other for organizational informants. The questions were developed as a
result of the literature review and refined based on the research team’s subject matter
expertise. The questions are provided in Appendix A.

Data Collection and Analysis
The data was collected through telephone and personal interviews conducted by the
research team. The potential respondents were identified and contacted by the researchers
and provided with an explanation for the research, an overview of the questions of interest,
and a consent and non-disclosure form.
NOTE: No company respondents are identified. No industry organizations respondents are
identified. However, we are seeking the permission of the industry organizations that have
publicly available documents to which we would like to refer specifically. We await their
permission. If one does not agree to be identified, we will not identify any organization by
name.

In search of a Privacy Risk Management Framework
We conducted an extensive review of available public (non-academic) sources of privacy
risk management information for Canadian companies. For the most part, we found few
sources that offered a comprehensive and practical, actionable approach. The ideal privacy
Page | 9
risk management framework would provide a detailed description of the best practices and
processes required to effectively and efficiently manage privacy risk and be customizable
across industries. It would also be adaptable within an overall organizational privacy
management program. Generally, the available information comes from vendors, industry
associations or regulatory bodies. Table X summarizes the publicly available information
on privacy risk management that we were able to identify.

Vendor Papers
Vendor papers can be useful to the extent that they signal the availability of a potential
market solution to a privacy risk management problem. However, they also run the risk of
being little more than corporate marketing vehicles, which may not provide useful
information without the company having to engage the firm. Further, vendors
(understandably) seek to convince their potential customers of the superiority of their
proprietary approach over more common methods. Our investigations turned up several of
these types of offerings, which we reviewed. Our assessment was that the information
provided was either so generic as to provide little guidance or so different from
mainstream approaches to risk management (such as relabeling terms, creating new
definitions, or removing common steps), that it appeared that the vendors were addressing
a very small niche of organizations. As a result, we do not report further on any vendor
papers.

PLACEHOLDER
TABLE

This table will provide summary information of the similarities, differences and gaps in the
coverage offered by the different frameworks discussed in this section.

Industry Association Frameworks
We identified three industry associations that provide specific privacy risk management
guidance to their members. The information offered varies in degree of breadth and depth
of guidance that likely reflects the role privacy plays within the work performed by the
Page | 10 association’s members as well as their expectations of the information to be provided by
their association.
NOTE THAT WE ARE WORKING TO OBTAIN PERMISSION TO IDENTIFY ALL THREE
ORGANIZATIONS. IF WE ARE SUCCESSFUL, THIS SECTIONWILL BE MODIFIED FOR THE
FINAL VERSION. UNTIL THEN WE REFRAIN FROM IDENTIFICATION OF ANY.

The <ASSOCIATION> issued a document titled <NAME OF DOC> Based on the interviews
with a large sample of “leading Canadian organizations”, this document provides basic
guidance and recommendations about setting up and managing the corporate privacy
function. The authors note that “one impact of privacy’s youth is that there is no widely
accepted or single ‘right way’ to position, organize and manage the corporate privacy
function” (p.2) and that “for most leading Canadian organizations…privacy often figures in
the same sentence or paragraph with terms such as: compliance, trigger, material risk and
sign-off” (p. 12).
However, the focus of the document is less on the management of privacy risk and more on
the nuts and bolts of building a privacy function. It provides basic advice on organizational
structures. Further, it would appear that most privacy officers interviewed for this report
performed their jobs at a relatively junior level in that the authors write that “the privacy
officer has three legitimate functions: to be informed; to advise; and, to warn” (p. 9). This
suggests that privacy officers are little more than post offices, not managers of privacy risk.
Only in the case of financial institutions do the authors believe that privacy officers are
more “formalized and institutionalized” with the roles “built into broader risk assessment
and risk management disciplines” (p. 9). Interestingly, our research did not bear out this
observation. For example, our review of the structure of the five largest Canadian banks
indicates that they have entirely separate silos for the management of risk and the
management of privacy.
The <ASSOCIATION> issued a document titled <NAME OF DOC>This booklet, at more than
100 pages (123), provides specific tools to help small and medium enterprises identify and
assess privacy risk. While not providing a risk management framework per se, this book
does present an excellent overview of key sources of privacy risks with helpful guidance on
conducting security and privacy self-assessments.

Regulatory Organization Frameworks
To be provided in final version
Summary of Section
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The Concept of Privacy as a Risk Management Discipline
In this section we explain how the principles of risk management can be applied to a
company’s privacy protection initiatives. A summary of the key concepts and their
Page | 12
definitions appears in Table X.
Privacy Risk
Privacy risk is defined as the “potential loss of control over personal information”2.
Although an individual may consent to the use of his or her personal information, the “loss
of control” occurs when the organization fails to provide adequate safeguards.
Schedule 1of PIPEDA contains ten principles that guide corporations in the protection of
personal information. Principle 7, “Safeguards”, recommends that “personal information
shall be protected by security safeguards appropriate to the sensitivity of the information”
(4.7). This includes protection against loss, theft, unauthorized access, disclosure, copying,
use, or modification (4.7.1) with recommendations that include physical measures,
organizational measures, and technological measures (4.7.3).
The challenge that corporations have in meeting this recommendation is that they don’t
fully understand the nature of the risk presented by being responsible for safeguarding
privacy despite an abundance of information on the general issue of risk. There are dozens
of studies, whitepapers and similar information available that outline the types of threats
that organizations face. The apparent disconnect is the lack of information about privacy
risk. In the absence of useful and readily available information, organizations default to
technology solutions to reduce the privacy risk before understanding what is the nature of
the risk being managed. It’s effectively “putting the cart before the horse”.
Privacy risk as operational risk
Within the discipline of risk management, privacy as a risk is rarely identified or effectively
managed. This may be a result of the failure by corporate executives to understand either
the source of privacy risk or the strategies to treat them. Integrating privacy risk into an
organization’s risk management strategy requires an understanding of the type or
categorization of risk and where it should reside within the risk management structure.

2

Featherman and Pavlou (2003:455)

Term

Definition

Source

Privacy

Control over personal information

Culnan and Bies, 2003
Solove, 2008, pp. 24-29

Information that is or can be about or related to
an identifiable individual

AICPA/CICA GAPP

Risk

The probability of an adverse or unwanted event,
and the severity or magnitude of the
consequences of that event

Privy Council Office, Integrated
Risk Management Framework,
n.d.

Operational
Risk

The risk of [money] loss resulting from
inadequate or failed internal processes, people
and systems or from external events;

Basel, 2004

Personal
Page | 13 Information

Including legal risk, but excluding strategic and
reputation risks
Privacy Risk

A form of operational risk;
Potential loss of control over personal
information

Acquaro, Bardocia, Bellotti,
Consiglio, DeCarlo and Ferri,
2009
Featherman and Pavlou, 2003,
p. 455

Risk
The process of identifying risk, assessing risk, and
Management taking steps to reduce risk to an acceptable level

Stoneburner, Goguen, and
Feringa, 2002, p. 1

Privacy Risk The application of risk management principles to
Management corporate information privacy programs;

Greenaway & Zabolotniuk 2011

The process of identifying privacy risk, assessing
privacy risk, and taking steps to reduce privacy
risk to an acceptable level

Table 1: Key Concepts and Definitions

We conceptualize privacy as a form of operational risk despite the ambiguity of this risk
category. Clearly, privacy risk is not a form of financial risk (whether credit, market or
liquidity), because financial risk arises from creditor defaults, lower-than-expected returns
or other forms of direct monetary losses that can be statistically measured.3
Page | 14 Operational risk is defined as “the risk of [money] loss resulting from inadequate or failed

internal processes, people and systems or from external events”4 including legal risk, but
excluding strategic and reputation linked risks”5. The exclusion of reputational risk can be
problematic given the extent to which companies speak of the perceived link between
privacy management and reputation (usually referred to in terms of customer trust).
However, notwithstanding this difficulty, we consider it reasonable to treat privacy risk
within an operational risk framework given that privacy breaches frequently result from
failed processes and systems or external events.
Risk Management Process
Risk management is defined as “the process of identifying risk, assessing risk, and taking
steps to reduce risk to an acceptable level”6. There are five steps7 in the risk management
process that help companies to answer key questions as outlined below:
Question

Step

What are the key privacy risks and
what will happen if the risk
materializes?

1. Identification and classification of
risk type

How can we deal with these risks?

3. Evaluation of necessary strategies to
address risks

2. Assessment of likelihood and
severity of loss

4. Implementation of strategies
How do we learn and apply our
learning given new information or in
the event of a breach?

5. Monitoring and modification of
strategies

There are four strategies8 for treating identified risks:
Dymski, 2008; Olsen, 2008.
Basel, 2004, p. 140
5 Aquaro et al., 2009, p. 2
6 (Stoneburner, Goguen & Feringa, 2002, p. 1).
7 (Dickson, 1995, pp. 1-9):
3
4

A.
B.
C.
D.

Mitigation
Avoidance
Acceptance or retention
Transference.

Page | 15 We have mapped these basic steps and strategies into a Privacy Risk Management Model as

shown in Figure X.
Figure X shows how the stages and steps of privacy risk management fit together. Three
observations are noteworthy. First, the boxes illustrate the process of a risk management
cycle that begins with the identification of risk and ends with recovery from a breach.
Joining the last box and the first is a feedback loop that illustrates the learning from a
breach incident and the anticipated effects of this learning on the risk identification and
strategy steps.

①②
Identification

Assessment

③④⑤
A. Mitigation
B. Avoidance
C. Acceptance
D. Transfer

④

Breach

Response
to Breach

⑤
Recovery
from
Breach

Feedback
Figure X: Privacy Risk Management Model

Second, appearing over the boxes are numbered circles corresponding to the discrete steps
in the risk management process described above. Note that steps 4 (implementation of
strategies) and 5(monitoring and modification of strategies) appear both pre and postbreach to signify that these actions are continuous. Third, note that the first two boxes are

8

(Head & Horn, 1985, pp. 17-23).

encircled. This indicates that there should be regular reviews and updating of company
privacy risk management policies.
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In the next section we examine each of the five risk management steps in detail with
particular focus on the first two steps.

Identification and Assessment of Privacy Risk
Privacy risk arises from various sources. Threats can be generally classified as generated
internally or externally. Figure # illustrates the threat categories to an organization’s
privacy, including the intention underlying the threat, and provides examples of each type.
The following sections clarify these threats.
Insider / Insider threats
In general terms, an insider is anyone associated with the organization with access to its
systems or processes. Traditionally, the insider has been viewed as a person who is in a
trusted position with access or knowledge of an organization’s procedures, processes and
or systems. This limited approach is increasingly problematic because it assumes a defined
organizational boundary that is becoming eroded “with the increased usage of mobile
computing, outsourcing and contracting”9. For our purposes, we view the insider as
someone connected to the organization, however loosely, with the ability to break the rules
of an organization10. We see the insider threat as the insider who actually breaks the rules
through either an intentional “abuse of power” 11 or unintentional carelessness, confusion,
stress, apathy, and simple human error12. These different types of threats are described in
greater detail below.

(Bishop & Gates, 2008, p. 1).
Bishop (2005)
11 Bishop (2005)
12 Cole 2010
9

10

Figure #. Threats to an organization’s information privacy

Source of Threat
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Unintentional Internal threat
Insider threats appear to account for a significant percentage of privacy breaches with
estimates ranging as high as 85%13. Not all insider threats intend to do harm. Often a
privacy breach results from a simple act of carelessness in addressing an envelope, the
entry of the wrong fax number, the accidental opening of an infected attachment in an
email, the failure to protect sensitive information in an accessible location, or the theft/loss
of a laptop, smartphone or data stick. A recent global survey found that almost half of IT
professionals blamed the problem of the internal threat on a “growing apathy toward
security stemming from the quickening pace of employees’ jobs”14.
With this quickening pace comes more pressure on IT to facilitate constant access to
systems. Organizational choices to decentralize IT decision-making in order to permit
employees to work away from the office using personal technologies and enabled by
13
14

D’Arcy, Hovav, and Galletta (2009); Waxer, 2007
CISCO survey (2008)p.3

consumer level applications such as social networks create inevitable insider risks15.
Changing technologies and usage add risks related to theft or loss of physical equipment
and digital information, as well as loss of control over system access.
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The consensus amongst researchers and industry experts is that the unintentional internal
threat is increasingly problematic and difficult to correct. Why? Quite simply, there is no
technical or straightforward approach to fixing apathy or carelessness, both of which result
in what is commonly called human error.
The role of human error
Human error as a form of information privacy threat is neither well understood nor well
researched16. Various studies estimate human error as the single greatest type of insider
threat, accounting for roughly 65% of data breach incidents resulting in economic loss17.
However, our research suggests that human error may account for a much higher rate of
data breach incidents, depending on how organizations define and track breach
occurrences. Not every organization has the motivation, desire, or mechanisms in place to
identify and measure human error-originated privacy incidents. As a result, actual breach
activity is likely underreported.
Human error is typically divided into slips and mistakes. The distinction between slips and
mistakes involves intention18. Slips “describe the incorrect execution of a correct action
sequence and mistakes refer to correct execution of an incorrect action sequence”19 It has
been noted that “human performance in routine events is primarily susceptible to slips (i.e.,
errors of execution), [while] performance in unanticipated events is limited more by
mistakes (i.e., errors of intention)”20. Essentially, a slip occurs during a deviation from
routine or when automatic processes are interrupted21. In previous research we had
analysed nearly 2,000 privacy breach incidents and determined that most of them would
be categorized as slips. For instance, the most common errors tend to involve the
transmission of documents, whether via email, fax, or regular post.
Risk management principles recommend the identification and treatment of risk. As human
error has been identified as a common source of risk, it is reasonable to assume that
training is a preferred method of treatment. The reduction of human error has been
thoroughly investigated by academics and industry experts in their attempts to reduce
(Field, 2009).
Liginlal, Sim, & Khansa, 2009, p. 216.
17 Woods and Banks (1993); Lewis (2003) see (Liginlal, Sim, & Khansa, 2009, p. 216).
18
Norman (1986)
19 (Liginlal et al., p. 216).
20
Vicente and Rasmussen, 1992p.589.
21
(Sternberg, 1996).
15
16

medical, aviation, and industrial accidents caused by human error. “Historically, human
errors are significant factors in almost every quality problem, equipment shutdown or
accident in industrial and manufacturing facilities” (Rooney, Vanden Heuvel, and Lorenzo,
2002, p. 27). In spite of the extensive investigation and valuable discoveries caused by
Page | 19 fatigue, stress, and user-interface design, training may have a minimal impact on resolving
human error-related information privacy breaches. “Research during recent years has
revealed that human errors are not stochastic events which can be removed through
improved training programs” (Rasmussen & Vicente, 1989, p. 517). Pescatore (2010)
agrees, noting that “there is too much security awareness education and training that’s
done as a substitute for actual security controls” (n.p.). Cole (2010) suggests some human
error can be controlled by technology, including isolation or sandboxing, application
whitelisting, and reputational ranking (n.p.). (Table 8 defines these terms).
Lindstrom and Hagerfors (2009) believe that without training no one will know how to act
(p. 23). However, even with regular, focused privacy training, employees get interrupted
during tasks, forget or simply don’t catch their slips. It is reasonable to posit that
employees don’t intend to misdial faxes, mistype envelopes, or send an email to the wrong
recipient. Mistakes simply happen and privacy training is unlikely to substantially
eliminate this. Al-Awadi and Renaud (2008) acknowledge that “we do not have any clear
understanding of the efficacy” of training but as the only tool in the arsenal “hope that it
will do some good” (p. 4). Hope, however, may be insufficient to convince management to
invest in training. Perhaps this is why an EKOS study found that only 37% of businesses
provide privacy-related training to their staff (2010, p. 14). Our research findings revealed
that training is provided randomly and packaged together with other compliance training.
Once again, participants advised that they used online annual attestations to codes of
conduct as the official privacy training.
The solution to reducing human error may be to identify the environment that leads to
human errors, such as fatigue, boredom, or volume of work. We question whether privacy
training can actually positively impact human error. Training may demonstrate proper
procedures and practices, but is unlikely to minimize interruptions, forgetfulness,
overwork, or slips.
Intentional internal threat
In this section, we review the intentional internal threat, one that is “attributed to
legitimate users who abuse their privileges, and given their familiarity and proximity to the
computational environment, can easily cause significant damage or losses” (Chinchani et
al., 2005, p.1). The intentional internal threat typically arises from one of two sources: the
employee who becomes embittered with his or her position or work colleagues, perhaps as

a result of a bad review or failure to promote; and the individual who applies for work
solely for the purpose of gaining access to corporate information.
The terms malevolent and malicious are frequently used in the definitions of insider threat
found in academic literature. The malicious insider is “one motivated to adversely impact
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an organization’s mission through a range of actions that compromise information
confidentiality, integrity, and/or availability” (Maybury et al., 2005, p.1). A CERT/USSS
Insider Threat Study (2005) defines the malicious insider as “current or former employees
or contractors who intentionally exceeded or misused an authorized level of network,
system or data access in a manner that affected the security of the organization’s data,
systems, or daily business operations” (Keeney et al., p. 7)22.
Critical aspects of the definition are the words “trusted”, “access” and “knowledge”. The
malevolent insider typically has knowledge and high-level access to the systems and
potential targets or weak spots in the security (Probst, Hansen, & Neilson. 2005, p.1).
Greitzer et al. (2008) note that “the insider is an individual currently or at onetime
authorized to access an organization’s information system, data, or network” (p. 61),
referring to the individuals as “trusted insiders” (p. 61). This concept of “trust” seems to be
a barrier to discussion about internal threats. For instance, during the research interviews
it became apparent that interview subjects were consistently uncomfortable with
acknowledging this type of threat, perhaps dismissing the existence or extent of the risk
because it could indicate a flaw in their own personality. It seems that no one wanted to be
perceived as not trusting their colleagues. To quote one participant, “if we didn’t trust our
colleagues, what kind of world would this be? Who could we trust?” (Company F).
This dismissal of the risk of insider threats is problematic as studies have shown
repeatedly that the intentional internal threat is real. However, any attempts to question
the interview subjects on their intentional internal threats were met with references to
corporate codes of conduct, annual attestations, and technical barriers such as access
controls, suggesting that intentional insider threats were not a problem for their
organizations. The examples presented in Table X suggest otherwise.
CERT’s study (2005) of insider threats found that 87% involved theft of information, 49%
modification of information, and 74% IT sabotage. The overlap indicates dual purposes for
the attack. The study also found that three quarters of the incidents were motivated by
financial gain, while one quarter was for business advantage. This business advantage
could include an individual leaving one firm and stealing information so as to generate
professional success at the new firm.
22

The CERT/USSS study includes contractors in the internal category likely given their access to systems. However,
contractors are more typically placed in the external category.

Company

Data breach

Axciom Corp.

Data theft by an insider that cost the company $5.8 million. The
employee received jail time.

Wachovia and
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Corp

Notifies more than 100,000 customers that their financial records had
been stolen by bank employees and sold to collection agencies. This
case overall is estimated to involve the unauthorized sale of data on
700,000 customers in various banks.

CardSystems
Solutions

CardSystems confirmed it suffered a security incident in which an
unauthorized employee infiltrated the network and stole up to 40
million credit card numbers.

UBS Paine
Webber

Employee found guilty of computer sabotage (placing a logic bomb)
and insider trading as he had placed a put option on UBS stock
assuming the event would drive down the share price.

San Francisco
City’s
Technology Dept.

Network administrator Terry Childs receives a jail sentence for
tampering with the network, holding the city hostage for ten days.

Quantum
Technology
Partners

Former computer support technician jailed for illegally using his
administrator account and password to shut down the company’s servers
from his home and deleting files that would have made data restoration
from backup tapes easier.

Fannie Mae

Unix engineer indicted for planting server bombs set to “destroy and
alter all data on the servers, causing millions of dollars in damage. The
bomb was found by mistake.

Pacific Energy
Resources

IT contract employee indicted on sabotage charges after the company
didn’t offer him a full-time job.

Medco Health
Solutions

Former Unix system administrator pled guilty to attempting to sabotage
critical data, including medical histories.

Certegy Check
Services

Database administrator stole personal records on more than 8.5 million
customers.

DuPont

Former scientist stole secrets worth $400 M just before leaving the
company to join a rival.

Omega
Engineering

Administrator planted a software time bomb that destroyed a thousand
programs and all the records. 80 people lost their jobs.

T-Mobile

Employee pled guilty to violating the Data Protection Act over the sale
of millions of customer records.
Source: Privacy Clearinghouse, 2010
Table X: Examples of data breaches caused by “Insiders”

Why this threat is significant
The intentional internal threat is a serious concern primarily because insiders “ have access
to critical resources, both physical and digital, in their workplace” (Garcia, 2009, p. 2). A
study by the SANS Institute (2009) suggests that the problem is on the rise because “the
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number of disgruntled former employees is on the rise”, citing a study that shows nearly
half of respondents would steal proprietary data (p. 3). Organizations “need to realize the
biggest threat is not actually coming from outside the system” but that “70% of all hacking
happens internal to the company” (Foley, 2010). The challenge is convincing employers
that the hacking threat exists in their organization.
The social engineer is a term “hackers give to acquiring information about computer
systems through non-technical means” (Winkler & Dealy, 1995, p. 5). One form of social
engineering is obtaining employment at a target organization, taking a job, for instance, as
a janitor. The reason is that “a janitor is usually given access to areas of a building to which
an average employee does not have access” (Winkler & Dealy, 1995, p. 5), as well as having
the time to sort through the trash and view documents on desks and in offices. Other
opportunities include security guards and information technology specialists.
Assessing the insider threat risk
It is difficult to measure the extent of the insider threat problem, one that “is well
recognized in the security community” (Probst et al., 2005, p. 1) and one in which the “main
measure taken still is to audit log files after an insider incident has occurred” (Probst et al.,
2005, p. 1). If this is the main measure, then a realistic estimate of this problem is unlikely.
In a joint study on insider threat, Carnegie Mellon Software Engineering Institute and the
United States Secret Service found that “insider incidents are under-reported to law
enforcement and prosecutors. Reasons include insufficient damage to warrant prosecution,
insufficient evidence to prosecute, and concerns about negative publicity should reports of
the incidents surface.” (Kowalski, Cappelli & Moore, 2008, p. 6). In their attempts to
measure the insider threat in Canada, the Association of Certified Fraud Examiners
(“ACFE”) found measurement to be a difficult task because the activities are often
“clandestine and can sometimes go undetected for many years” (ACFE, 2007, p. 6).
There is broad recognition amongst researchers that internal threat activities are
frequently undiscovered and rarely reported. However, “since the very first IT survey in
cyber-attacks, one fact has remained almost constant: a greater percentage of attacks
comes from the inside – 60 to 70% – than from the outside. Or to put it another way,
roughly twice the number of attacks come from the inside vs. the outside”. (Lynch, 2006, p.
40). The ACFE estimate that “the typical Canadian organization loses 5% of its annual
revenues” as a result of insider behaviour (p. 6), although this study focuses on fraud. It

does, however, shed some light on the internal threat. But a recent CISCO survey (2008) of
IT professionals found that 20 percent of respondents felt that “disgruntled employees
were their biggest concern in the insider threat arena”, while a surprisingly high 11 percent
reported that “they or fellow employees accessed unauthorized information and sold it for
Page | 23 profit” (CISCO, 2008, p. 3).
While some attacks do not create a privacy breach of customer information per se, the
source of the risk exists and control measures should be implemented to mitigate loss or
damage. “One of the toughest and most insidious problems in information security, and
indeed in security in general, is that of protecting against attacks from an insider” (Probst
et al., 2007, p. 1). Winkler (1996) notes that insiders can and will “bypass millions of
dollars of technical protection mechanisms” (p. 3). Lynch (2006) argues that the insider
threat is “factual, historical data, and yet a disproportionate amount of IT security spending
has traditionally focused on keeping outsiders out rather than protecting against insider
threats” (p. 11). The problem, however, is exacerbated by “the continuing failure by many
companies to adequately manage the numerous user accounts and passwords that control
privileged access to critical corporate networks and systems” (Lynch, 2006, p. 11).
Method
Permissions

Definition
Authorization enabling user access to specific network resources, such
as data files or applications, & type of access (read only or read/write).

Security audits

The examination of a company’s network and computer system by an
independent auditor to determine the company’s vulnerabilities.

Periodic systems
The periodic evaluation of a system’s security by simulating an attack.
penetration testing
Isolation /
Sandboxing

The restriction of specific functions to ensure that certain activities are
not executed by untrusted individuals. These may include the deletion
of files or modification of registry settings.

Application
whitelisting

A list of acceptable applications (e-mail addresses, domain servers, Web
sites) that a company allows to be utilized or accessed. Contrast with a
blacklist, which are those entities disallowed by the company.

Reputational
ranking

The earning of enhanced access through increasingly good behaviour or
restrictions and access limitations for bad behaviour.
Table X: Techniques to reduce Internal threats

Addressing this risk
There is generally no single technical or non-technical solution to prevent this loss,
although there are multiple layers of protection that can prevent loss, including physical
security, usernames/passwords, user permissions (Garcia, 2009), as well as regular
Page | 24
security audits, periodic systems penetration testing, and monitoring internet connections
(CERT, 2004). Other methods include isolation or sandboxing, application whitelisting, and
reputational ranking (Cole, 2010). The greatest challenge in protecting against insider
attacks, however, is that many of the intentional internal losses, as demonstrated above,
are caused by those with the technical expertise and potential motivation to exact such
damage – the information technology professional. The proverbial fox may be in charge of
the henhouse.
Cole’s (2010) advice about the internal threat is to know what is leaving your organization,
how much is encrypted, what is normal/legitimate behaviour. If you don’t know, you can’t
track the anomalies. “You can’t prevent the insider, you must detect the insider” (n.p.).

Outsider / External threats
In this section we review the external threat, including third party suppliers or consultants,
and the uninvited external threats of the hackers and thieves. Although we previously
suggested that the internal threat is the greatest risk organizations face in protecting
information privacy, the external threat is one that poses a continual risk of significant
damage. The San Diego Supercomputer Center of the University of California “logged an
average of 27,000 intrusion attempts per day during the first three months of 2010”
(Perkel, 2010, p. 1260), according to Dallas Thornton, director of the university’s cyber
infrastructure services. Thornton claims that this number underestimates the problem “as
many common attacks are simply ignored” (Perkel, 2010, p .1260). Although successful
intrusions are rare in large multinational corporations, the damage they can cause is
significant to both victims whose identity is misused for financial gain and the corporation
that is attacked.
Unintentional External threat
Not all external threats lack authorized access to personal information or company data. An
external threat that is an unintentional source of risk is the third-party vendor, supplier, or
consultant who handles the personal information collected by a corporation. While these
individuals or groups are typically highly motivated to maintain good working
relationships with the organization that hires them, they may lack the resources necessary

to install or maintain minimum information security or access control by unauthorized
users. Additionally, their privacy practices may be less robust.
In a review of over 2,000 privacy incidents, third parties were responsible for breaches of
privacy in about 1% of the cases, where reported. While this is not necessarily a high
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proportion, it is likely only high-risk breaches that get reported by the third party, while
near-misses and inadvertent slips would go under-reported. Therefore, this risk could
represent a greater one than is suggested by the incident database.
Intentional External threat
The intentional external threat takes on two forms: the individual commonly known as a
hacker, who considers the activity a ‘sport’, creating problems such as viruses, worms,
malware, spam, and spyware; and, the individual who hacks or phishes to steal valuable
personal information for profit. Both can wreak massive damage, as was the case in the
2000 denial-of-service attack launched against eBay, Yahoo, Amazon, and others (“Cyberattacks”, 2000, n.p.) or the 2008 Mariposa botnet that infected the computers at more than
half the Fortune 1000 companies (“When companies”, 2007, n.p.). The extremes of this
example are Heartland and TJX.
In the early days of hackerism, the goal was the challenge of a successful entry rather than
data theft. Levy (2010) notes that hackers “believe that essential lessons can be learned
about the systems – about the world – from taking things apart, seeing how they work, and
using this knowledge to create new and even more interesting things” (p. 28). In spite of
the hacker’s existence, the early approach to managing a company’s external threats was
primarily access control using physical barriers, mainly because the value was in the price
of the hardware rather than software, and data storage was onerous. With the development
and spread of the Internet and World Wide Web, the face of hacking began to change and
data theft became the primary target. Hackers now condemn the malicious behaviour of
the “cracker”, a distinction they draw between their “exploring the details of programmable
systems and how to stretch their capabilities” (Raymond, 1996, pp. 130, 233) and the
crackers who maliciously attempt to access computer systems without authorization.
While the hacker community may draw a distinction, those who are hacked or injured do
not, and view all attempts at unauthorized access as malicious and inappropriate.
The above sections demonstrated the potential for the identification of privacy risk using a
model and analysis of each threat. Table # provides a summary of examples by privacy
risk.

1.
2.
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3.
4.
5.
6.
7.
8.
9.

Type of risk

Motivation and
Source

Employee handling of information without authorization to view
Failure to inform customer about the full use of the information
(e.g. storage, transmittal)
Sending an email containing personal information without encryption
Losing unsecured blackberry / PDA with unencrypted emails containing
personal information
Theft / loss of a USB stick containing unencrypted personal information (e.g.
Durham Health
Sale of old computer equipment without proper cleaning (e.g. BMO and
Province of BC)
Theft / loss of an unencrypted hard drive (e.g. CIBC / Talvest )
Discarding sensitive personal information in the garbage (e.g. Medix School )
Hacking resulting in access to personal financial information (e.g. Heartland)

Un/Intentional internal
Intentional internal
Unintentional internal
Unintentional internal
Intentional external
Unintentional external
Intentional external
Intentional internal
Intentional external

Table X: Examples of Privacy Risk

The following section demonstrates how an organization can use traditional risk
assessment practices to determine the best approach to treating the risk.

Risk Assessment
Assessing risk varies depending on the discipline. For example, actuaries will calculate life
insurance risk using quantitative analysis. Because mortality data is extensive and
relatively stable, these calculations have a high level of accuracy. Property and commercial
insurance, however, relies on a combination of qualitative and quantitative analysis. For
instance, given that there is no accurate way to determine the likelihood of an earthquake
or tsunami causing massive devestation to the west coast of Canada, qualified assumptions
are made to determine the likelihood of an event such as an earthquake and the impact it
would have on specific areas. While insurers can rely on extensive loss history, operational
risk assessments are somewhat more challenging given that the number of relative losses
may be limited. For instance, there have been few large intentional external attacks on
Canadian corporations resulting in massive privacy breaches. As such, determining the
likelihood of these losses is inexact. Moreover, as demonstrated above, the ambiguity in
definitions and costs makes it difficult to calculate the impact of a massive privacy breach
on a Canadian corporation. The simplified method to demonstrate the impact of a risk and
the necessary treatment is through a risk matrix, shown below, as impact by probability. A
simplified version follows in Figure X.

Figure X. Simplified risk matrix

PROBABILITY

Page | 27

IMPACT
This matrix is simplified for demonstration purposes. A typical risk matrix would have a
band of yellow (medium risks) separating the low and high risk events. This matrix is
included in this report because it is a commonly used operational risk management tool
within financial institutions and can be easily applied to privacy risk, as shown in Figure 6
below.

Figure #. Overlaying the simplified risk matrix onto the privacy threat model

PROBABILITY
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IMPACT
While useful in determining which risks require specific treatments, i.e. risk transfer
through commercial insurance, this matrix is not without its flaws. For instance, note that
the unintentional internal risk is plotted as low even though there is a high probability or
likelihood of occurrence. This can be interpreted as a high probability of injury or breach.
While our primary research has shown human error to be frequent, the actual numbers of
affected individuals per breach are extremely low. Conversely, intentional external hacking
is seen as having a high probability with a high impact, which is accurate. What is
important is that the principles of risk management are transferable to managing privacy
risk.
As noted at the outset of this section, managing privacy risk requires an organization to
identify and assess risk, and to take steps to reduce risk to an acceptable level
(Stoneburner et al., 2002, p. 1). To achieve success, a risk management strategy requires
management support and participation. Managers must establish the corporation’s risk
appetite or risk tolerance, ensure participation in risk identification, and promote adoption
of risk mitigation strategies. Existing privacy legislation attempts to provide some guidance

for mitigating risk. Principle 7 of PIPEDA suggests organizations implement or utilize: 1)
physical measures, such as alarm systems, locked filing cabinets, and restricted access; 2)
technological tools, including encryption, firewalls, and passwords; and, 3) organizational
controls, such as staff training, need-to-know only limited access, and security clearances.
Page | 29 Risk management is not a new concept as it has long been the basis for decision-making

throughout financial institutions. For instance, Canada’s Schedule 1 banks have mature and
robust risk measurement and management practices to control their market, credit, and
liquidity risks. In addition, there is increasing pressure to better manage operational,
reputation, and regulatory risks, although the measurement of these risks is inconsistent
given the difficulty in quantifying losses (Embrechts, Furrer, & Kaufmann, 2003; McConnell,
2006). Nonetheless, financial services executives understand risk management, and yet
none of the companies that participated in our research manage privacy risk as well as they
do more traditional categories of risk. They may adequately protect against loss of
revenue-generating data from competitors, but these organizations are not taking the steps
possible to protect against a breach. This is consistent with Acquisti et al. (2006), who
found that “a common motivation for organizations to invest in information security is to
safeguard their confidential data as well as their customers’ personal information. Over the
past few years, privacy incidents have been announced frequently enough to question
whether organizations have the necessary incentives to safeguard consumer information.”
(p. 2).
However, this circumstance may be less a question of incentives than it is one of managing
conflicting demands from regulators, shareholders, and the public. Pache and Santos
(2010) suggest that “organizations are increasingly subject to conflicting demands imposed
by their institutional environments [which] makes compliance impossible to achieve” (p.
455). Management has a duty to generate revenue and achieve shareholder returns; failure
to achieve success in this area may result in a reduced bonus or their termination, whereas
failure to prevent a breach may have little career impact. One needs only look to the
massive Heartland breach in which CEO Robert Carr had his salary doubled to US $1.4
million shortly after the breach.

Introduction23
Multinational enterprises (MNEs) in the US, Canada and the European Union operate with
distinctly different corporate governance structures and as well face different legal compliance
requirements regarding privacy. It is argued that MNEs have the moral responsibility to do no harm
(Culnan, 2009), thus they need to implement privacy frameworks within their corporate governance

23
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structures that not only comply with all the various cross-jurisdictional regulations, but also address
customer expectations for privacy in trans-border data flows. Harm to individual’s personal information
compromises the responsible organization’s integrity. Rapidly developing digital technology presents a
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great threat to privacy, which is why it is receiving considerable attention internationally. Privacy on the
agenda at the G8 summit in May 2011 and harmonizing privacy protection through an internationally
binding instrument is the focus of the Commission Nationale de I’informatique et des Libertes (CNIL)
initiative in 2012 (Data protection on the agenda of the next G8, 2011). Privacy for individuals, groups,
or institutions is the ability to control when, how and to what extent their personal information is
disclosed to others (Westin, 1967). The privacy challenges for corporations include the management of
privacy issues and information privacy policies within a reasonable risk management framework
(Milberg, 2000). MNEs operating in the US, Canada and the European Union are required to comply with
inter alia the Gramm-Leach-Bliley Act, USA PATRIOT Act, Personal Information Protection and Electronic
Documents Act (PIPEDA) and the Data Protection Directive, respectively. The US and the EU take a
fundamentally different approaches to privacy protection, while the Canadian PIPEDA Statute has been
deemed substantively similar to the EU Directive. Despite the numerous privacy regulations1 and the
various privacy implementations by MNEs use, consumer data privacy is repeatedly compromised. Since
the privacy of customer information is an “inalienable right” in the EU and an “alienable commodity” in
the US (Perkin, 2004), with Canada straddling a pragmatic middle ground, MNEs are advised to
implement comprehensive privacy frameworks within their corporate governance structures in order to
protect their customers’ private personal information.
The challenges associated with privacy and trans-border data flows arising from business
operations are regulated significantly differently across jurisdictions. These differences can be attributed
to cultural and historical differences between specific countries. Two approaches have been suggested
to assist MNEs to reconcile these challenges, which are the “best fit” and the “best practice” (Farndale,
2008). The “best fit” approach responds to the interest of multiple stakeholders and conforms to various
legislations (Farndale, 2008). Due to the variations especially between the EU, Canada and US, MNEs
frequently must operate with distinct policies implemented in each jurisdiction. This is a very expensive
and labour-intensive process (Bellman, 2004). Meanwhile, the “best practice” approach aims to
maximize the interest of the shareholders who possess significant control over the firm (Farndale, 2008).
1

Note that there are many country, state and provincial level privacy statutes that also affect MNE operations depending
on their industry, markets, products and services, etc. See Table 1 for a comprehensive list of statutes. For the sake of
simplicity, we address a limited sample of privacy statutes.

These MNEs harmonize legal compliance across jurisdictions and apply common practices across
borders in order to foster trust in interfirm business relationships and greater collaboration between
suppliers, buyers and customers (Zaheer, 2006).
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Given this complex operating environment, we argue that it is most effective for MNEs to
develop privacy governance policies that address the regulations of the country or state that requires
the most comprehensive approach concerning fair information practices. Privacy governance as good
business practice draws many benefits for MNEs. First, business partners that share sensitive
information are most often concerned with the partner firm’s privacy practices in order to avoid
possible damage to reputation through association (Culnan, 2009). Next, insurers and creditors often
require companies to have good governance and compliance practices when assessing eligibility or as
part of debt covenants (Gable, 2006). When robust privacy practices are implemented in the
organizational structure, they might not only lead to greater customer satisfaction, but they might also
translate into improved services, which arguably result in increased revenues and profits. In addition,
these practices could not only be applied to the protection of personal data of customers, but also to
sensitive corporate information (Culnan, 2009). Finally, harmonized privacy practices across borders
should also lead to improved decision making and financial savings due to more efficient processes and
better use of resources (XXX). The purpose of this paper is to offer a conceptual privacy framework that
MNEs could implement into their governance structure in order to comply with regulations across their
operating jurisdictions, address relevant industry standards, and meet stakeholder expectations.
The paper begins with a brief description of the key privacy statues and agreements that guide
trans-border information policies and practices, and that are currently in place in the EU, Canada and
the US. Then, we provide an historical backdrop will explain the cultural meaning behind the legislation
and the conflicts that arise from them between trading countries. Next, we consider a definition of
corporate governance and outline two distinct models and the problems they pose for MNEs. In
addition, consumer expectation of how MNEs should operate will be highlighted in order to understand
the importance of stakeholders influencing business activities. Further, we review a number of existing
frameworks that offer some guidance and demonstrate their inadequacy as a comprehensive solution.
Finally, we offer a conceptual privacy framework that addresses all aspects of cross border information
privacy requirements and fit well with the agency and stakeholder theory governance models of the
MNEs.

Literature Review

Previous research conducted on the laws and regulations regarding corporate governance do
not consider privacy practices as an important part of compliance. According to Romano (2005), the
Sarbanes-Oxley Act (SOX) (2002) legislation was enacted too quickly in response to the Enron and
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Worldcom scandals, which resulted in its lack of comprehensive audit and performance enhancement
processes. This reactive approach of the US to the accounting frauds demonstrates the need for
organizations to implement controls that correspond to their internal and external environment in order
to achieve good corporate governance (Romano, 2005). Aguilera (2008) argues that organizations
operating in jurisdictions with soft laws, such as the U.K. with Combined Code, are more cost-efficient
managing legal compliance and have more effective corporate governance practices than firms in
jurisdictions with hard laws, such in the US with SOX. Corporate governance based on either the agency
theory or stakeholder theory can be most effectively customized to environmental context in
jurisdictions where soft laws are governing MNEs (Aguilera, 2008). According to Deakin (2005),
shareholder primacy does not constitute part of company law, but instead it originates from the cultural
surrounding of enterprises. As a result, there seems to be a shift in a way that shareholders’ interests
are invested in society as a whole instead of merely in the market (Deakin, 2005). Pirson and Turnbull
(2011) suggest incorporating stakeholders into the decision-making process of the organizational
structure, since it does not conflict with the law, and it allows for screening out corrupt practices and
risks. This would provide symmetric information flow and reduce the separation of power through
involvement of different groups in the decision-making and accountability process instead of relying on
a unitary board (Pirson, 2011). Aglietta (2008) suggests that as a result of the stock markets inability to
avoid corporate frauds, institutional investors who bear the risks of financial organizations must exercise
control over the boards, since they are insufficiently small for direct control. Jiraporn (2009) offers a
conflicting view, arguing that shareholders’ rights are stronger in firms that operate in highly regulated
industries and they require less monitoring. In this paper we illustrate that due to the various privacy
legislations that MNEs need to comply with, it is necessary to implement comprehensive privacy
practices into corporate governance structures that will reflect the interests of the shareholders and
stakeholders alike and benefit the organizations’ long-term financial viability.

Privacy Statutes
The US, Canada and European Union significantly differ in their privacy legislation. Table 1
summarizes the key statutes. According to Levin and Nicholson (2005), the US is concerned with
protection of individuals’ freedom and privacy from the government; the EU aims to protect personal

dignity from both government and private sector; whereas Canada provides power to its citizens to
control their privacy. The different approaches to privacy legislations are the result of the cultural and
historical difference of these three regions.
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Alexis de Tocqueville described the US as one of the most individualistic nations. This
characteristic of the American citizens explains their desire to be free of governmental control and to
have a free market where any individual can succeed (Takano, 1999). This explains the fact that the
American legislations are formulated to protect individual’s personal information from the government.
The market place is trusted to regulate itself and the main concern of Americans is a centralized
government (Levin, 2005). There are only a few privacy regulations that attempt to protect the personal
information of individuals in the private sector. The Fair Credit Reporting Act (1970) protects individuals’
information from credit reporting agencies by allowing them to control the use and distribution of their
records and to correct any errors (Solove, 2006). The Health Insurance Portability and Accountability Act
(1996) regulates health plans, health care clearinghouses and health care providers in order to protect
individuals’ medical information from unauthorized use and distribution (Solove, 2006). The GrammLeach-Bliley Act (1999) regulates financial institutions in order to ensure that privacy policies are
implemented and that their customers are aware of them (Levin, 2005). This Act allows financial
institutions to share customer information between branches without letting customers to intervene;
however, when sharing personal data with third parties, customer has an option to opt-out (Solove,
2006). In 2000, the Safe Harbor Agreement was placed in effect to bridge the lower threshold US law
and the higher standard EU statute. In September 2001, the Congress passed the USA PATRIOT Act
(2001), which reduced individuals’ protection of privacy against the government in order to prevent
terrorist acts (Levin, 2005). This Act enables the American government to obtain personal information of
customers through American MNEs operating overseas (Peden, 2011). In 2002, SOX came into effect in
order to provide accountability and transparency in the operations of public companies. SOX mainly
concerns the CEOs/CFOs and IT Managers who are legally held responsible for the organizations’ control
mechanism, which has to be achieved by implementing and recording audits and risk management
practices (Shaw, 2005).
The European Union’ legislation significantly differs from the American due to the fact that the
EU views privacy as an essential human right, which has to be protected in order to preserve dignity
(Levin, 2005). As a result of World War II, in the 1980’s the Council of Europe passed the Convention for
the Protection of Individuals with Regard to the Automatic Processing of Personal Data, which aims at

the protection of privacy as a fundamental human right (Levin, 2005). The Data Protection Directive
(1998) addresses the issues that surfaced from the rapidly expanding international trade industry and
the collection and use of personal data by businesses (Levin, 2005). This directive allocates individuals
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the permanent right to control their personal information. In addition, it has a significant effect on
business operations since this convention does not allow the flow of personal data to countries with
inadequate privacy protection laws (Levin, 2005). In the absence of a comprehensive national law
ensuring fair information practices at all businesses (Culnan, 2009), the US created the Safe Harbor
Agreement in order to comply with the EU Directive.
In Canada, the Personal Information Protection and Electronic Documents Act (PIPEDA) (2004)
was passed in order to protect individual’s personal information, to create trust and to maintain trade
relations with the EU (Levin, 2005). This Canadian legislation had been evaluated and determined to fit
with the European standards. Both Canada and the EU have created Privacy Commissioner’s office in
their federal government, whereas in the US it only exists in a few states (Prosch, 2008).
Table 1. Privacy statutes in the US, Canada and the European Union.
Jurisdiction
US

Statute/ Agreement
Fair Credit Reporting Act (1970)

Health Insurance Portability and
Accountability Act (1996)

Gramm-Leach-Bliley Act (GLBA)
(1999)

The Safe Harbor Agreement
(2000)
USA PATRIOT Act (2001)

Sarbanes–Oxley Act (2002)
Fair and Accurate Credit
Transactions Act (2003)

Scope and Application
Allows individuals access their credit records, correct
inaccurate information, limit disclosure of their data and
sue for damages if creditors and agencies purposefully
violated consumer rights.
Protects individual’s privacy by prohibiting the use and
disclosure of health information for other than
treatment, payment, or health care operations
(marketing) if it is not consented by the person to whom
it belongs (Solove, 2006).
Allows financial organizations to share customers’
personal information with third parties, but requires
them to provide an opt-out option and to share privacy
policies with customers.
Facilitates data transfer between the US and the EU. Aims
at protecting personal information originating from the
EU.
Grants government access to personal information,
including the data used by private organizations in order
to prevent terrorist attacks.
This Act was passed to prevent corporate and accounting
frauds and to gain investors’ trust.
Amended FCRA. Provides protection against identity
theft, requiring customer reporting agencies, insurers,

CAD

The Personal Information
Protection and Electronic
Documents Act (PIPEDA) (2004)

EU

Convention for the Protection of
Individuals with Regards to the
Automatic Processing of Personal
Data (1981)
Data Protection Directive (1998)
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employers, landlords, mortgage companies and lenders
to protect consumer credit and financial information.
PIPEDA applies to the personal information collected,
used and disposed by organizations under federal
jurisdiction, such as companies involved in banking,
transportation, broadcasting or telecommunications. For
those businesses, PIPEDA also applies to the personal
information of employees.
The Convention protects privacy as a fundamental human
right.

Aims at regulation of business operations to protect
individuals’ right to control their personal information

Trust as economic value
In addition to the legal obligations, MNEs need to meet consumer expectations of privacy in
order to attain and maintain consumer trust. Reputational damage due to loss of consumer information
can significantly threaten an organization’s economic viability, because consumers are mostly concerned
about the improper access, the unauthorized secondary use and the security of online transactions
(Bellman, 2004). Furthermore, before committing to business transactions, consumers consider the
control they have over the collection, use and dispersion of their personal information (Jutla, 2005).
Companies run the risk of alienating customers and infringing the law if they do not disclose how
consumer data will be used, or use it for other purposes than originally stated (Perkin, 2004). As a result
of the similar levels of consumer concerns regarding privacy across cultures and jurisdictions (Bellman,
2004), MNEs arguably should be able to optimize customer satisfaction by implementing comprehensive
privacy practices in governance structures.
Trust between business partners?
Between business and regulators?
Table 2. Privacy vs. Corporate Governance regulations
Regulations
Privacy

US
Gramm-Leach-Bliley Act
(GLBA) (1999)
Fair and Accurate Credit
Transactions Act (2003)

EU
Data Protection Directive
(1998)

CAN
The Personal Information
Protection and Electronic
Documents Act (PIPEDA)
(2004)

Corporate Governance

Sarbanes–Oxley Act (2002)

Basel II (2007)

Governance
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In 1929, after the Stock Market crash, new regulations legitimizing the financial industry came
into effect. However, managers continued to exercise major control over corporations (Aglietta, 2008),
which has lead to several major crises that debilitated the financial world. These events emphasized the
need for corporate governance and for separating ownership from control. Table 3 summarizes various
corporate governance frameworks considered in this paper. The OCED defines corporate governance as
a system by which organizations are directed and controlled (Steger, 2008). Corporate governance
provides direction and control by setting objectives, providing accountability and monitoring risks.
Starting in the 1990’s, legislation emerged in various countries in order to protect the shareholders’ and
owners’ interests against managers. The KonTraG (1998) law in Germany, the SOX in the US (Steger,
2008), Basel II (2007) in the EU (Gable, 2006), and the National Policy 58-201 Disclosure of Corporate
Governance Practices (NI 58-101) in Canada attempted to establish good corporate governance and to
protect shareholders through improving transparency and accountability. Corporate governance should
define and monitor strategic direction, policies and procedures that correspond to legal and social
obligations, establish control and accountability systems, monitor management and performance of the
organization and implement control systems for risk management (Barrett, 2001). It should be
emphasized that ethical conduct and integrity comprise an important part of corporate governance
(Moeller, 2007). In addition, an organizations’ commitment to ethically conduct business has been
argued to reinforce privacy programs and legal compliance (Culnan, 2009). Privacy principles embedded
into the code of conduct facilitate the transmission of good corporate governance throughout the
organization globally. However, accountability, responsiveness and legitimacy of corporate governance
still pose major issues for organizations (Van Kersbergen, 2004). Governance practices concerning
privacy and the protection of sensitive data from unauthorized use are becoming a major concern for
many MNEs. As demonstrated by the Sony case, the accountability for the loss of millions of records of
private consumer information falls back onto the CEO of the organization (Reynolds, 2011). The CEO’s
commitment to privacy issues plays an important role in the adaptation of practices by managers and
determines the success of privacy programs (Culnan, 2009). The most viable practice would be to instill
comprehensive privacy practices into organizational culture, where executives implement governance
models that require all business units of the firm to adopt privacy programs (Culnan, 2009). Therefore,
MNEs should implement comprehensive frameworks into their organizational structure in order to

comply with all the regulations concerning corporate governance and privacy and to achieve
accountability.
We discuss two theories of corporate governance: agency theory (Anglo-American) and the
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by shareholder primacy and aims to maximize shareholders’ capital investment. The major issues with
this governance approach include the conflict of interest between shareholders and managers, the
dichotomy of ownership and control, and the asymmetric information flow (Wieland, 2009). These
issues are addressed by market control, relations through voting rights, legal responsibilities, reporting
processes and board structure (Wieland, 2009). In publicly traded corporations the ownership is widely
held and the market enforces corporate control (Rahman, 2010). As a result, stakeholders need to
protect their interests in the organization through market exchange and bilateral contracts (Rahman,
2010).
Stakeholder theory represents the interests of the stakeholders and focuses on the strategic
management of organizational resources. Decision-making involves multiple stakeholders, which allows
for harmony between ownership and control, and an open information flow. In this corporate
governance model, the interests of the non-shareholders are safeguarded without additional outside
measures (Rahman, 2010). However, the multiple interests arising from this model lead to inefficiencies
that are approached through company constitution, shareholder resolution and general meetings in
order to reach a common ground between multiple interests (Wieland, 2009). Overall, the agency
theory model aims to manage the conflict between shareholders and managers, while the stakeholder
theory model sets out to resolve conflicts between the stakeholders and the corporation’s economic
goals.

Table 3. Agency theory vs. Organization theory
Theories of corporate
governance
Problem

Key stakeholders in

Agency Theory

Stakeholder Theory

Focuses on problem with
separation of ownership and
control: conflict between owners
and managers

Stakeholders are part of the
economic problem.

Shareholders

Stakeholders

Cooperation between owners
and managers.

corporate governance

Performance based

Relationship based model

Reliance on market

Efficiency based
Strategic management of
resources
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Competitive mechanism

Incomplete contracts and
information asymmetries

Management of human and
organizational resources

Employee influence on
strategy

Minimal

High

Control

Mainly management.

(Who has influence?)

Equity markets and hostile
takeovers have strong control
over management.

Management control is closely
connected with shareholders,
employees, suppliers, investors,
creditors, customers, community
and stakeholders. The market has
weak control.

(Wieland, 2009)

Stakeholders do not participate in
control.
Example of legislation
addressing key concerns

US: Gramm-Leach-Bliley Act
(GLBA) (1999)

Germany: KonTraG (1998)
EU: Basel II (Gable, 2006)

Sarbanes–Oxley Act (2002)
(Gable, 2006)
CAN: National Policy 58-201
Disclosure of Corporate
Governance Practices (NI 58-101)

Action Plan on Modernizing
Company Law and Enhancing
Corporate Governance in the EU
(2003)

Our research revealed that there are many frameworks to assist organizations to control risks,
comply with regulations and to maximize business opportunities. From these existing frameworks we
have chosen four to examine in depth. These frameworks will provide principles for a comprehensive
model to assist MNEs with privacy compliance and good corporate governance. We have selected four
frameworks that appear to offer practices to control organizational risks and that illustrate the “best fit”
versus the “best practice” approach.
IT Infrastructure Library (ITIL) is the “best practice” framework that aligns IT services with
business operations while reducing costs (Gacenga, 2010). ITIL provides systemic procedures for
customer and service-oriented IT management to achieve effective and efficient governance and
transparent and comparable processes (Gacenga, 2010). Components of this framework include “Service

Strategy”, which helps organizations identify the IT services to be provided and their maintenance in the
long-term with a focus on delivering customer value in accordance with the strategic direction of the
organization. “Service Design” guides the design of IT services and their implementation into the
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organization considering IT practices, processes and policies. This includes the assignment of roles and
responsibilities to management and the alignment of IT security and risk management with the
organizational strategies. ITIL does not define organizational policies and procedures, but it adapts IT
services to them. “Service Transition” screens and manages risks associated with the implementation of
new and changed services. In this change management process, ITIL evaluates IT services against all
business risks. “Service Operation” provides effective and efficient IT services for both the organization
and customers by managing conflicting goals between IT and the organizations’ business goals. This is
accomplished through monitoring and controlling events, incidents, and problems, while also providing
access for customers to IT services, but protecting their privacy, data integrity, and intellectual property
(Cartlidge, 2007). This principle aims to prevent incidents or reduce their consequences; however, it
does not allocate control to customers, nor does it recommend audits to ensure compliance with
policies and procedures. “Continual Service Improvement” monitors and refines services and processes
by identifying gaps and applying continuous improvements (Cartlidge, 2007). The ITIL framework allows
for standardization of processes across global enterprises and, therefore, we categorized it as the “best
practice”. In brief, ITIL does not assign executive responsibility to IT services, does not recommend
customer control, and it lacks audit processes to monitor management. Table 4 explains the ITIL
framework in comparison to corporate governance.

Table 4. ITIL Framework
ITIL

⇨

Service Strategy

Corporate (CG)
Governance ⇩
Define and
monitor strategic
direction

Defines IT
services in
accordance with
organizational
culture and

Service Design

Service
Transition

Service
Operation

Continual
Service
Improvement

strategy
Policies and
procedures to
operate within
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social
requirements
Establish control
and
accountability
systems

Aligns all IT
services with
organizational
policies and
procedures

Allocates roles
and
responsibilities
to management

Review and
monitor
management and
the
organization’s
performance
Risk
Management

Monitors
processes that
are linked to
business goals
and strategies

Aligns IT
security and risk
management
with the
organization

Evaluates IT
services against
risk control
systems in CG

Monitors and
controls events,
incidents and
problems

Generally Accepted Privacy Principles (GAPP) developed a proactive approach to information
privacy to minimize risks, maximize business opportunities and provide good business practices (PrivacyAn introduction to Generally Accepted Privacy Principles, 2010). The principles of GAPP offer the “best
practice” approach that corresponds to several local, national and international privacy regulations
(Privacy-An introduction to Generally Accepted Privacy Principles, 2010). It includes the following ten
principles: 1) “Management” refers to the delegation of privacy policies and procedures at the
management level; however, it acknowledges that the board and executives can benefit from the
knowledge of the principles as well; 2) “Notice” aims to provide transparency about the organization’s
privacy policies and procedures to stakeholders; 3) “Choice and consent” principle grants individuals’
control over the collection, use and disclosure of their personal information (PI) by the organization; 4)
“Collection” ensures that only the necessary information is collected from individuals by the
organization; 5) “Use, retention, and disposal” principle outlines the lifecycle of personal information in

the organization and ensures that they are in line with the policies and procedures; 6) “Access” refers to
the individuals’ ability to correct and update their information; 7) “Disclosure” to third parties ensures
that organizations only pass private information to other entities for purposes that have not been
previously outlined; 8) “Security for privacy” ensures that organizations implement safeguards to
protect customer’s personal information in order to mitigate risks; 9) “Quality” principle requires
organizations to maintain personal information up-to-date; 10) “Monitoring and enforcement”
reinforces that the policies and procedures accomplish objectives and resolve privacy issues (Privacy-An
introduction to Generally Accepted Privacy Principles, 2010). Furthermore, GAPP recommends five
criteria to establish and evaluate privacy programs at organizations. The first one, “Strategizing”, refers
to identification of a strategic direction, which helps the organization to align its business and privacy
goals. The second one is “Diagnosing” the organizations’ external and internal environment, which helps
identify laws and regulations, privacy policies and practices, competition, risks and opportunities. Third,
“Implementing” phase that assists the organizations in putting processes in place. Next, “Sustaining and
managing” help monitoring processes and identify opportunities for improvement. Lastly, “Auditing”
includes internal and external privacy audits that measure the effectiveness of privacy programs and
reinforce trust between stakeholders and the organization. In summary, GAPP facilitates compliance
with legal requirements concerning privacy and encourages organizations to delegate control to
customers over their personal information. However, as seen in Table 5, GAPP does not offer guidance
to define and monitor the strategic direction of the organization, nor does it encourage continuous audit
processes.

Define and
monitor
strategic
direction
Policies and

Aligns
with

Aligns
with

Aligns
with

Monitoring and
enforcement

Quality

Security for Privacy

⇩

Disclosure to third parties

(CG)

Access

Governance

Use, retention and disposal

Corporate

Collection

⇨

Notice

GAPP

Choice and Consent

Table 5. GAPP Framework

Management
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CG

procedures to
operate
within the
legal and
social
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Establish
control and
accountability
systems

Review and
monitor
management
and the
organization’s
performance
Risk
Management

It
assigns
liability
for
privacy
policies

CG

CG

It grants
control
to
customer
over PI

It grants
control
to
customer
over PI

Monitor
PI

Monitors
quality
of PI

Protection of
PI from
unauthorized
access

Monitors
compliance
with
policies
and
procedures

Resolves
disputes

Control Objectives for Information and related Technology (CobiT) is one of the most
comprehensive of the four frameworks. It offers the “best fit” approach with an internal control
framework that facilitates compliance with external legal requirements. It compiles with various
guidelines and key objectives (CobiT 4.1, 2007), and it aligns IT services and good practices with
corporate governance to maximize investments, manage service delivery, and evaluate IT outcomes
(CobiT 4.1, 2007). CobiT’s main objective is to develop controls regarding IT governance through the
continuous evaluation of external risks and threats (Hardy, 2006). This is an important framework that
allows executives to control IT and to stay in compliance with legislation such as SOX (Gable, 2006).
Furthermore, it complements existing legislation that does not provide organizations comprehensive
accountability, safety, privacy and control processes (Hardy, 2006). Its principles include “Plan and
Organize”, which provides strategies and tactics to align IT services with business goals. It also
recommends organizations to define their IT plans, information architectures, technological directions,
and IT processes. Furthermore, this section assigns responsibilities and accountability to the CEO, CIO
and management, and facilitates information flow through recommending consultation of IT strategies

with executives. In addition, it establishes common controls and a risk management framework, which
should be in line with the ethical values and risk tolerance of the business and IT operations in order to
maintain organizational integrity. “Acquire and Implement” principle analyses the integration of new
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and changed service in accordance with risks, organizational goals and business operations, and
facilitates their implementations. “Deliver and Support” manages continuous communication between
stakeholders and the organization and maintains service quality through monitoring service levels, thirdparty services and the risks associated with them, performance, capacity, incidents, problems,
operations, physical environment, training, education, configuration, and systems security in a proactive
manner. “Monitor and Evaluate” principles examine IT performance, internal control, compliance with
external requirements, and recommends an IT governance framework that aligns with the
organizational strategy (CobiT 4.1, 2007). Table 6 shows this framework’s attributes in comparison to
corporate governance.
Table 6. CobiT Framework
Plan and
Organize

Acquire and Implement

Define and
monitor strategic
direction

Defines IT
strategies and
aligns them with
business goals

Evaluates new and changed
services to strategic direction

Policies and
procedures to
operate within
the legal and
social
requirements

Develops
policies, which
include ethical
values and risk
tolerance

Control and
accountability
systems

Assigns
accountability to
CEO and CIO

CobiT

⇨

Deliver and Support

Monitor and
Evaluate

Corporate (CG)
Governance ⇩

Review and
monitor
management and

Ensures compliance
with external
requirements

Assigns accountability

Assigns
accountability to
CEO and CIO

Establishes internal
controls and
assigns
accountability

Maintain service
quality through
monitoring

Monitors and
evaluates the
organizations

the
organization’s
performance
Risk
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Establishes
common
controls and risk
management
framework
between
business and IT
operations for
sensitive
information

Manages risks associated
with third party services

processes

performance

Proactively ensures
IT security through
regular audits

Aligns the IT risk
management with
organizational
tolerance

Committee of Sponsoring Organisations of the Treadway Commission’s (COSO) is a framework
that provides IT governance, risk management and improvements for control systems (Webb, 2006). An
important component of the COSO internal control framework is a code of conduct that reflects the
integrity and ethical values of the organizations (Moeller, 2007). The framework is presented in Table 7
and it includes “Control Environment”, which should provide the direction by board and a governance
structure in order to set the tone consistently throughout the organization (O'Donnell, 2005). “Risk
Assessment” should identify and analyze internal and external risks associated with changing external
environments, and evaluate their severity and probability (Moeller, 2007). “Control Activities” should
ensure that the policies and procedures and risk management practices are carried out throughout the
organization (Internal Control-Integrated Framework, 2010). “Information and Communication”
encourages the continuous flow of information within internal and external control systems, and
between the organization and its shareholders and stakeholders (Internal Control-Integrated
Framework, 2010). “Monitoring” should ensure that the control systems embedded into organizational
processes function effectively, and identify gaps for improvement through continuous tracking of
inefficiencies and reporting to the top of the organization (Internal Control-Integrated Framework,
2010). COSO is the “best fit” framework, which allows organizations to adapt to different conditions and
changing legal environments.

Table 7. COSO Framework
COSO

⇨
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Control
Environment

Risk
Assessment

Control
Activities

Information and
Communication

Monitoring

Corporate (CG)
Governance ⇩
Define and
monitor strategic
direction
Policies and
procedures to
operate within
the legal and
social
requirements
Control and
accountability
systems
Review and
monitor
management and
organization’s
performance
Risk
Management

Identifies
governance
structure

Encourages
continuous
information flow
Ensures that
policies and
procedures
are carried out
and risks are
controlled at
all levels

Identifies
places for
improvement

Identifies and
analysis internal
and external
risks

Analysis
The four frameworks presented above display some similar aspects, but disagree on other
aspects of good governance. The frameworks address communication and the flow of information as an
integral part of business operations and as a tool to foster trust and transparency between business
partners, shareholders and stakeholders. Interestingly, COSO and CobiT frameworks agree that the
information security management must be embedded into corporate governance in order to reach all
business units. COSO advises to implement an information security framework starting at the top of the
organization, and so does CobiT, which targets chief executives in its accountability system. Whereas,

ITIL provides guidance at the IT service management level, and it only recommends introducing security
measures to the board and executives. GAPP agrees that raising awareness at the board and executive
level is necessary, but does not suggest assigning accountability to them. In addition, the frameworks
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do not place equal importance on internal and external audits. GAPP and ITIL do not recommend
developing continuous auditing processes, whereas COSO and CobiT both encourage periodical audits to
monitor control frameworks. GAPP is the only framework that acknowledges the customers’ right to
control their personal information and incorporates it into the principles for privacy practices. ITIL
recognizes that customer does not need to bare the risks and expenses associated with the services
provided by the organization, but it does not address this issue further. Therefore, we will fill in these
gaps to provide a comprehensive privacy framework for MNEs.

Proposed Framework
The duality theory is an applicable approach to comprehensive privacy governance for MNEs
since it allows organizations to achieve integration of practices globally, as well as differentiation at the
local level (Farndale, 2008). This theory fits well with the obligations of the MNEs to comply with
multiple privacy legislations across borders, to have cost-efficient best practice throughout the
organization, and to conform to local markets all at the same time (Farndale, 2008). In order to achieve
this, we are going to use the privacy legislation that is the most comprehensive between the three
regions: Canada, US and EU. The most important difference that exists between them is that the
ownership of the data in the EU belongs to consumer, but in the US – to the organization collecting
(Herrmann, 2007). As a result, our framework will be built to comply with the EU Directive and will
incorporate concepts from the previous section in order to fill in the gaps and inefficiencies of the
existing models. This will achieve a privacy practice framework that corresponds or even exceeds some
of the countries’ legal expectations in the geographical triad and will be applicable to organization-wide
in order to achieve efficient, effective and good business practices.
Our privacy framework will be mostly based on GAPP due to the fact that these principles were
founded on the European Union’s Directive on Data Privacy, besides many other local, national and
international laws, regulations, and guidelines (Privacy-An introduction to Generally Accepted Privacy
Principles, 2010). However, it will also include concepts from the other models. Our framework has been
divided into the following stages:
1. Information Privacy Strategies: Define information privacy strategies and align them with
business goals.

2. Accountability and Control: Assign chief executives responsibility of privacy strategies at all
business units of the organization. Involve stakeholders in the decision-making processes of
the board. This will allow stakeholders to actively monitor management and exercise control
over sensitive information, which is in the best interest of the organization and stakeholders
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as well.
3. Communicate Policies and Procedures: Develop policies, procedures, and communication
channels such as committees to allow information flow to the appropriate business units
and stakeholders in order to foster transparency and trust.
4. Implementing and Sustaining Strategies: Continuously evaluate privacy practices, which will
allow achieving and maintaining business goals and privacy strategies in the long-term.
5. Privacy Risk Management: Identify organizational risk tolerance, assess internal and
external risk, establish common controls for sensitive information (consumer and corporate
information) and perform continuous audits to evaluate robustness of privacy programs.
Conclusion
The regulations, laws, and organizational policies, as well as the market forces are important
factors for determining the relationship between business organizations, shareholders and stakeholders
(OECD Principles of Corporate Governance, 2004). The OECD recommends an “active co-operation
between corporations and stakeholders in creating wealth, jobs and the sustainability of financially
sound enterprises” (page 21) in order to achieve good corporate governance.

INSERT HERE THE SECTION ON
PRM in action in Canadian Organizations

We still have to incorporate the analysis of the interview data and our commentary on the state
of the privacy risk management approach.

PRELIMINARY FINDINGS
Risk Managers
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Did not see the corporate function of Risk Management as inclusive of privacy of customer
information.
Were not interested in assuming responsibility for managing privacy risk.
Saw privacy simply as a matter of security, and that it was some other department’s
responsibility.
Were unlikely to view privacy of customer information as a corporate concern, let alone a
priority.
Believe risk management to involve only the risks to the corporation. This excludes concerns for
risks to customers who provide information to the business.
Had little if any formal relationship with Privacy Managers.

IT Managers





Did not view privacy of customer information as their responsibility other than maintaining
secure computer systems.
Were not interested in assuming responsibility for managing the information privacy function.
Their interest began and ended with the security aspects of privacy.
Interchange the concepts of security with privacy or see security as much more important than
privacy.
Believe that risk management involves only the risks to the corporation that are presented by
breaches of information systems. This excludes concerns for risks to customers who provide
information to the business.

Conclusion
Summary of Findings
Recommendations / Best Practices
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Date

CERT Resiliency Model 2010

Jurisdiction

Principles

Literature

N/A

Converging operational risk and resilience management
activities, including security planning and management,
business continuity and disaster recovery management, and
IT operations and service delivery management.

CERT Resilience
Management Model (Full
PDF)

-

-

COSO – ERM
Integrated Framework

2004

COBIT

2007
(v4.1)

ENISA, Emerging and
Future Risks

2010

Worldwide

N/A

Built around 26 process areas that satisfy goals
considered important for effectively managing the
organization's ability to be operationally resilient.
Areas of focus: Enterprise Management, Engineering,
Operations Management, Process Management
Assets in focus: People, Information, Technology, and
Facilities.

Measuring Operational
Resilience using the CERT
RMM

Internal Environment, Objective Setting, Event Identification,
Risk Assessment, Risk Response, Control Activities,
Information and Communication, Monitoring

ERM Integrated
Framework – Executive
Summary

To provide the information that the enterprise requires to
achieve its objectives, the enterprise needs to invest in and
manage and control IT resources using a structured set of
processes to provide the services that deliver the required
enterprise information.

COBIT 4.1 Executive
Summary

Processes of the EFR Framework:

ENISA EFR Framework
Introductory Manual

1) Information Management

2)
3)
4)
5)
6)
7)

Framework
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ITIL

2011
(v3)

Worldwide Companies
cannot be ITIL
certified;
individuals can
be. Companies
can look
towards
relevant ISO /
IES certification.

Topic Selection
Scenario Building and Analysis
Risk Assessment
Assessment Reporting
Promotion, Dissemination and Feedback
Continuous Improvement

Emphasizes Service Management. Broken down into eight
sets:

ITIL Service Management
Practices – V3
Qualification Scheme

IT Service Management Sets:
1) Service Support
2) Service Delivery
Other Operational Guidance
3)
4)
5)
6)
7)

ICT infrastructure Management
Security Management
Business Perspective
Application Management
Software Asset Management

Implementation Guidance
8) Planning to Implement Service Management
ISO 22307:2008,
Financial Services
Privacy Impact

2008

Worldwide

-

Describes the PIA process in general
Defines the common and required components of a
PIA
Provides guidance, including FAQs on PIAs and their

Introduction to the PIA
Based on ISO 22307:2008

implementation

ISO 22307:2008 (ISO
Website)

Principles are based on:

ISO 27001:2005 (ISO
Website)

Assessment

Page | 56 ISO 27001

2005

Worldwide

1)
2)
3)
4)
5)
6)
7)

Assets and Owners
Threats
Risk Assessment
Risk Treatment
Controls
Statement of Applicability
Review

ISO/IEC 27001
Certification Standard

The Principles of ISO
27001
ISO 27005:2008,
Security Techniques

ISO 31000, Risk
Management

2008

Worldwide

The IS risk management process consists of:
-

2009

Worldwide

Context Establishment
Risk Analysis
Risk Assessment
Risk Treatment
Risk Communication
Risk Monitoring and Review

a) Risk Management creates value

ISO Website

ISO 27005 - Full Text

ISO Website

b) Risk Management is an integral part of organizational
processes
c) Risk Management is a part of decision making

ISO 31000 Risk
Management – Principles
and Guidelines on

d) Risk Management explicitly addresses uncertainty

Implementation (Draft)

e) Risk Management is systematic, structured and timely
f) Risk Management is based on the best available
information
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g) Risk Management is tailored
h) Risk Management takes human and cultural factors into
account
i) Risk Management is transparent and inclusive
j) Risk Management is dynamic, iterative and responsive
to change
k) Risk Management facilitates continual improvement
and enhancement of the organization

ISTPA - Privacy
Management
Reference Model

2002

Not a ‘formal
specification’

10 Operational Services that Constitute the ISTPA Framework

1)
2)
3)
4)
5)
6)
7)
8)

Audit
Certification
Control
Enforcement
Interaction
Negotiation
Validation
Access

ISTPA – Privacy
Management Reference
Model

Analysis of Privacy
Principles: Making Privacy
Operational

9) Agent
10) Usage
NIST Recommended
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Federal Information
Systems and
Organizations (Special
Publication 800-53)

2009

NIST, Risk
Management Guide
for IT Systems (Special
Publication 800-30)

2002

United States

1) Risk Management
2) Risk Assessment
3) Risk Mitigation

NIST Risk Management
Guide for Information
Technology Systems

SANS 20 Critical
Controls

2011
(V3)

United States

a) Defenses should focus on addressing the most
common and damaging attack activities occurring
today, and on those anticipated in the near future.

http://www.sans.org/critic
al-security-controls/

United States

The Process:

1)
2)
3)
4)

NIST Special Publication
800-53

Managing Risk
Categorizing the Information System
Selecting Security Controls
Monitoring Security Controls

b) Enterprise environments must ensure that consistent
controls are in place across the organization to
effectively negate attacks.
c) Defenses should be automated where possible and
periodically or continuously measured using
automated measurement techniques where feasible.
d) A variety of specific technical activities should be
undertaken to produce a more consistent defense

against attacks that occur on a frequent basis against
numerous organizations.
e) Root cause problems must be fixed in order to ensure
the prevention or timely detection of attacks
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EU Data Protection
Derivative 95/46/EC

1995

European Union

f)

Metrics should be established that facilitate common
ground for measuring the effectiveness of security
measures, providing a common language for
executives, information technology specialists,
auditors, and security officials to communicate about
risk within the organization.

1)
2)
3)
4)
5)
6)
7)

Notice
Purpose
Consent
Security
Disclosure
Access
Accountability

Directive 95/46/EC

This commentary will be incorporated into the text as appropriate
CERT Resilience Management Model
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The CERT Resilience Management Model has two primary objectives: combining operational risk and
resilience management activities into a single model, and applying a process improvement approach to
operational resilience management.
The CERT RMM is not created to replace an organization’s best practices. Rather, it provides a
framework into which these best practices can be inserted and managed. The Resilience Management
Model is built around 26 process areas that assist in effectively managing the organization's resiliency.
The RMM has four main areas of focus: Enterprise Management, Engineering, Operations Management,
and Process Management, and four main assets of focus: People, Information, Technology, and
Facilities.

COSO
COSO defines essential ERM components and discusses key ERM principles and concepts. Furthermore,
the framework suggests a common ERM language while providing clear direction and guidance for
overall enterprise management. COSO’s enterprise-wide approach introduces concepts such as Risk
Appetite, Risk Tolerance, and Portfolio view. It is now being used throughout the world by organizations
looking to design and implement effective ERM processes.
COBIT
COBIT is the result of a consensus among a large group of experts whose focus was primarily on Control.
The COBIT model develops a linkage between IT goals and business goals. COBIT assures the
achievement of business objectives by offering managers the tools with which they can determine the
ultimate goal of implementing policies, plans and procedures. By following this method, they should also
be able to detect, prevent, or correct any unwanted occurrences in the Control process.

European Network and Information Security Agency – Emerging & Future Risks
By carefully examining the use or potential use of a specific technology, the EFR develops scenarios that
will attempt to describe outlining the impact of the use of that technology in the immediate future.
Once a technology has been specified, a scenario is created and all potential risks are explored, with the

purpose of mitigating an organization’s exposure to potential hazards. Although reminiscent of classical
scenario planning, the ENISA EFR is more narrowly focused.
The processes for the EFR Framework are:
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1.
2.
3.
4.
5.
6.
7.

Information Management
Topic Selection
Scenario Building and Analysis
Risk Assessment
Assessment reporting
Promotion, Dissemination and Feedback
Continuous Improvement

ITIL Qualification
ITIL V3 is a UK-based standardization of IT practices, initially developed to counter the growing number
of individual IT management practices created by both public and private organizations. ITIL places great
emphasis on Service Management and is broken down into eight sets, with each set representing a
particular process. ITIL is largely process-related, and does not emphasize enterprise architecture.
Risk Management is largely found in the “Security Management” set. It is based on the ISO 27001
standard, which covers all types of organizations. The primary goal is to ensure the safety of
information. This goal is pursued by splitting the process into two parts: realization of Security
Requirements that are defined in the Service Level Agreement, and realization of a basic level of
security.

ISO 22307:2008
ISO 22307:2008 provides information guidance with the respect to development of Privacy Impact
Assessments. The publication defines components that are both common and required for PIAs.
Furthermore, ISO 22307:2008 provides a PIA structure (common PIA components, definitions and
information annexes) for institutions handling financial information that wish to use a PIA as a tool to
plan for, and manage, privacy issues within business systems that they consider to be vulnerable. The
Framework attempts to standardize the PIA process for projects in the Financial Services Industry,
helping organizations manage privacy issues within their respective business units.
ISO 27001

ISO 27001 specifies the requirements for establishing, implementing, operating, monitoring, reviewing,
maintaining and improving a documented Information Security Management System within the context
of an organization’s overall business risks.
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In order for an organization to become compliant, it must monitor and review the performance of all of
its third party suppliers. It must also reserve the right to conduct audits and maintain all records of those
audits.
Organizations must be aware of the information that they hold, including any potential threats or risks
to that information. They must also know who is responsible for each type of information and ensure
that there are methods in place that will allow them to evaluate risks and determine which threats need
to be addressed.
Principles are based on:
1. Assets and Owners
2. Threats
3. Risk Assessment
4. Risk Treatment
5. Controls
6. Statement of Applicability
7. Review
ISO 27005
ISO 27005 provides a framework for developing an Information Security Risk Management program. ISO
27005 is designed to apply a risk management-based approach to the implementation of information
security methods.
ISO 27005 establishes that risk management practices should be defined in accordance with the
characteristics of the organization, taking into account the scope of the ISMS, the risk management
context, as well as its industry. According to the framework described in this standard for implementing
the requirements of ISMS, several different methodologies may be used and different approaches to risk
management, as it relates to IS, are introduced in the appendix of the document.
The IS risk management process consists of:
- Context Establishment
- Risk Analysis
- Risk Assessment
- Risk Treatment
- Risk Communication
- Risk Monitoring and Review
ISO 31000
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ISO 31000 provides principles and generic guidelines for risk Management. It is a universally recognized
program that is intended to assist in the harmonization of risk management processes in existing and
future standards. It is not a certification. The intention is to assist those practicing risk management in
replacing the countless existing standards and frameworks.
The core principles of ISO 31000 are:
1. Risk Management creates value
2. Risk Management is an integral part of organizational processes
3. Risk Management is a part of decision making
4. Risk Management explicitly addresses uncertainty
5. Risk Management is systematic, structured and timely
6. Risk Management is based on the best available information
7. Risk Management is tailored
8. Risk Management takes human and cultural factors into account
9. Risk Management is transparent and inclusive
10. Risk Management is dynamic, iterative and responsive to change
11. Risk Management facilitates continual improvement and enhancement of the organization

ISTPA
The ISTPA Privacy Management Reference Model is a framework to help provide a solution that can
enable fair information principles and practices that can be mapped to lifecycle privacy functions. Called
a “Working set of operationally-focused privacy ‘requirements’ which can be a useful reference for
evaluating options for designing and implementing operational privacy controls.” The ISTPA PMRM is
not a formal specification.
NIST Recommended Security Controls for Federal Information Systems and Organizations
United States Federal Information and Information Systems must meet the requirements of the Federal
Information Processing Standards (FIPS). The NIST Framework provides guidelines to assist with the
selection and specifying of security controls for information systems supporting the executive agencies
of the federal government in order to meet the FIPS. The NIST framework is applicable to all Federal
Information Systems, unless designated otherwise.
By using Security Controls and incorporating tailored baseline controls as a starting point, SP 800-53
facilitates greater consistency among levels of security across federal information systems and
organizations.
Fundamental concepts include the structure of security controls and the organization of the controls in
the control catalog, security control baselines, identification and use of common security controls,

security controls in external environments, security control assurance, and future revisions to the
security controls, the control catalog, and baseline controls.
NIST Guide for Risk Management for IT Systems
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Note: A guideline is neither a mandatory nor binding standard. The guide provides a foundation for the
development of an effective risk management program, containing both the definitions and the practical
guidance necessary for assessing and mitigating risks identified within IT systems. The ultimate goal is to
help organizations to better manage IT-related mission risks. The guide is directed towards individuals
who support or use the RM process for their IT Systems.
Risk Assessment Methodology
1. System Characterization
2. Threat Identification
3. Vulnerability Identification
4. Control Analysis
5. Likelihood Determination
6. Impact Analysis
7. Risk Determination
8. Control Recommendations
9. Results Documentation
The guide describes risk mitigation as the responsibility of senior management to use the least-cost
approach, implementing most appropriate controls to decrease mission risk to an acceptable level, with
minimal adverse impact on the organization’s resources and mission. Risk Mitigation activities include:
Prioritizing actions, Evaluating recommended control options, conducting a CBA, Selecting controls,
Assigning responsibility, developing a safeguard implementation plan, and implementing the selected
controls.

SANS 20 Critical Security Controls
These controls cover aspects of organizational security, including, but not limited to, network,
application, data, and authorization. The SANS document considers itself a starting point for the
establishing of a “prioritized baseline of information security measures and controls” to be applied in
both federal and commercial environments.
The identified controls are effective in blocking both currently known “high-priority” attacks, as well as
potential attacks that could occur in the near future. The SANS controls can be mapped to
approximately 145 of the controls identified in the NIST Special Publication 800-53 (Recommended
Security Controls for Federal Information Systems). It is recommended that organizations implement
NIST once they have addressed the 20 critical controls. While the NIST controls include management

and non-technical areas, the SANS 20 Critical Controls are entirely technical in nature.

EU Data Protection Directive (95/46/EC)
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Created in order to protect the privacy of European Citizens as well as any personal information that has
been collected, the EU DPD adopts much of Article 8 of the European Convention on Human Rights:
“Everyone has the right to respect for his private and family life, his home and his correspondence.”
The Directive places the responsibility for personal information on the “controller” of the information,
be it a natural person, organization, public agency, or authority. The Directive applies to information
that is being accessed by a controller in the EU, or to information that is situated in the EU that is being
accessed by a controller outside of the EU.
The Seven Principles of the EU Data Protection Directive are::
Notice
Purpose
Consent
Security
Disclosure
Access
Accountability

: Questionnaires
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Industry association
This list provides an overview of the types of questions asked. Not every question was used
with every informant.
Q1
Q2
Q3
Q4
Q5
Q6
Q7
Q8
Q9
Q10
Q11
Q12
Q13
Q14
Q15
Q16
Q17
Q18
Q19
Q20
Q21
Q22
Q23
Q24
Q25
Q26
Q27
Q28
Q29
Q30

What questions do you receive from members about
How do you respond
How did you develop a strategy for responding (who/what is the source of information)
What questions do you receive from members about risk management
How do you respond
How did you develop a strategy for responding (who/what is the source of information)
What advice on governance of privacy risk management do you provide to members
How do you provide this information to members (e.g. conferences/newsletters)
Who develops and then decides on the topics at your conferences and seminars
Do you survey members to determine their interests for presentations
If so, has privacy been included as a topic in this survey
Has risk management been included in the survey
If surveyed, can you provide a copy of the survey
Is privacy risk addressed at seminars/conferences
What presentations have been made over the past five years on privacy
Who were the speakers (and how were they chosen)
Can we obtain the presentation materials
Are there currently plans to present topics on privacy (not just as a sub-category of another topic)
Similarly, what presentations have been made on risk management over the past five years
Who were the speakers (and how were they chosen)
Can we obtain the presentation materials
Are there plans to present topics on risk management at the next conference
If so, is a privacy expert part of the panel or presentation team of risk experts
How often do you distribute newsletters or mailings to members
Is privacy risk included or addressed in these newsletters/mailings
Are strategies to address privacy risk provided either regularly or on an ad hoc basis
Can we access or obtain copies of the newsletters
Does the association have a risk management framework
Does the association have a privacy risk management framework
Does the association have a privacy risk management policy

Company Questionnaire
This list provides an overview of the types of questions asked. Not every question was used
with every informant.
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Ask about privacy risk and how they define privacy risk. It is helpful to understand if they see risk as
something that puts their company in jeopardy, or if it's a risk for their clients.
What board committee is responsible for privacy management / privacy risk management
oversight. (Risk Committee? Audit Committee?)
What is the title of the person responsible for privacy in your organization?
To whom does this individual report on a functional basis?
How long has this individual been in the current role?
What are this person's primary responsibilities? (Trying to determine if this person spends 5% of
his/her time on privacy, or it's their primary role)
How long has this individual been responsible for privacy?
What type of privacy law training has this individual received?
What is the background of this individual (experience and professional designations)?
How large is the privacy group? How many individuals.
What type of training is provided annually to employees? (Beyond the traditional annual
attestation)
How is the responsibility for managing privacy risk spread throughout the organization?
What other risks fall under the purview of this individual?
How are the various privacy-related risks defined?
Is there a formal process for identifying privacy risks?
What is the process for identifying privacy risk? To what extent Privacy Impact Assessments (PIA) is
part of the process?
Does this differ from other risk identification?
In what way do you track privacy breaches in your organization?
What is your process for analyzing incidents?
What is the follow up?
Is training provided as a follow up?
What is done with this data?
Do you track loss data of other organizations or that in your peer group?
Do you have a method for identifying near misses?
Are near misses relevant?
Do you try to identify even the one-in-a-hundred-year data?
What group techniques do you use to identify risks?
How is severity defined?
How is frequency defined?
Who set the tolerances?
What was the process for setting the tolerances?
How often are these changed?
Do you compare these with your peer groups?
Are the procedures the same for all risks?
Is there a privacy policy in place? (Beyond what is posted on their website for public consumption)

(Try to obtain copy)
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Does the code of conduct include privacy? (obtain copy)
What specific privacy-related risk management policies are in place? (obtain copies)
How are they monitored or enforced? What is the process?
Is privacy risk a component of the hiring documentation or annual performance appraisal?
What is the due diligence process undertaken when selecting third party service providers or
partners?
What indemnification process or wording do you use?
Have you researched privacy breach or other privacy risk insurance?
To P&C insurers and or brokers: how many privacy related products are available on the market?
How many privacy breach or related products are sold?
What does the product cover?
Is privacy risk a component of strategic planning or product / service research and development?
How are these decisions made?
Who makes these decisions?
How is the privacy risk identified in an undeveloped product or service?
Are your current privacy policies mindful of future service developments (in other words: do you
collect data that you may need for a future product or service)?

Appendix C: Risk Management Articles – Organizational Level of Analysis ORIENTATION NEEDS TO
BE FIXED
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Risk Organizational Level Articles

Study

Type, purpose, sample

Theory & Variables

Results/Conclusions

Theoretical, providing
methodology through
which security can be
adequately evaluated

Methodology based on Canonical Correlation
Analysis (CCA).



1. Needs to be
added to
References
2. Reformat to
author & date
only
The security of
confidential
numerical data
in databases
Sarathy and
Muralidhar
(2002)

Two categories of mechanisms: Query-Restriction
Methods (query set-size control, restricting the
number of attributes used in queries, restricting
access to attributes, restricting the types of
queriesm query auditing) and Data Perturbation.



Information
Systems
Research Vol
13(4)
The value of

Quantitative, determining



Model components: user, firm and IDS



The CCA provides a means to measure security
against snoopers, using linear models that can
be used in the context of an organizational
database containing both numerical and
categorical attributes, and is also a general
form of prior security measures.
The methodology described can also be used to
evaluate the impact of different inference
control mechanisms on security, and to select
the most appropriate mechanism.

Model helps firm decide whether or not to

intrusion
detection
systems in
information
Page | 70 technology
security
architecture
Cavusoglu,
Mishra and
Raghunathan
ISR Vol 16(1)

the value of an intrusion
detection system in a
firm’s IT security program

(intrusion detection systems).


implement an IDS and if the firm will
implement an IDS based on cost analysis.
The positive value of IDS is realized not so
much by greater detection, but rather
improved deterrence, the result of a better
detection system.

Appendix A cont’d

Page | 71 Perceived
information
quality in data
exchanges;
Effects on risk,
trust and
intention to use

Empirical, theoretical.
Examining the role of
Information Quality in the
initial phases of interorganizational data
exchanges.



Theoretical, empirical.
Advances a model of the
information systems
compromise process from
the perspective of the
attacked organization,
distinguishing between
deliberate and
opportunistic paths f
compromise through the
internet.

This paper used interviews, observations and
secondary data to create evaluate the model.

Proposes two design factors: control
transparency and outcome feedback. These
will influence PIQ (perceived information
quality).

Nicolaou and
McKnight
(2006)





The model demonstrates that PIQ is an
important indirect factor that influences the
adoption of information exchange.
Information cues available on a user during an
initial exchange session can help build trusting
beliefs and mitigate perceived exchange risk.
This builds control transparency mechanism
that can increase the likelihood of exchange
success.

ISR Vol 17(4)
Choice and
chance: A
conceptual
model of paths
to information
security
compromise

Ransbotham
and Mitra
(2009)
ISR Vol. 20(1)

Support for key components of the model is found.
All systems are potential victims of attack.

The model developed depicts two separate paths of
attack, deliberate and opportunistic, which merge
as antecedents to form information security
compromise.
The model also recognizes that moderating role of
organizational countermeasures is reducing the
progression of attacks and information security
compromises.

There is a progression of the level of attacks from
simple information scans to serious targeted
attacks, organizational countermeasures can help
halt the progression of an incident from scan to
attack.
Active internet presence leads to more attacks
through the targeted path.
This model can be used a s a teaching tool to help
educate managers and students about information
system security.

Managing data
quality risk in
Page | 72 accounting
information
systems
Bai, Nunez and
Kalagnanam
(2011) ISR June
th
16 (Articles in
Advance)
Viewpoint: The
risk of
information
compromise
and
approaches to
prevention
Helms, Eddkin
and Morris
(2000)

Evaluative, theoretical.
Advancing a methodology
for managing risks
associated with the
Quality of Data in
Accounting Information
Systems





Models the error evolution process in
transactional data flow as a dynamic process.
Finds optimal control policies.
Proposes Markov decision methodology





Benefits of the model: (1) provides a better
understanding of the environmental
uncertainties, which better informs new
service development; (2) new business
strategies for managing the uncertainties are
easier to develop; (3) winning strategies are
quickly identified by incorporating scenario
planning in the service development process.
The model must be tailored to each business
environment.

Suggests measures companies may take to increase
defensive intelligence (DI) programs in order to
protect itself and its information from rival firms.

View-point article.
Evaluative, discussing
‘defensive intelligence’ as
the opposite to
competitive intelligence.
Outlining sources of
vulnerability and ways to
secure operations.

Measures include: informing and involving
management and all employees in the DI process;
testing security systems to see what vital
information can be obtained; and examining rival
firm’s DI programs to improve the companies’ own
DI programs.

Journal of
Strategic
Information
Systems vol
9(1)
Danger is in the
eye of the

Evaluative, qualitative.
Examines how social



Social perspectives theory based on seven
different groups working within the same
healthcare organization.



Determines that security should be approached
with the understanding that there will be
different attitudes and ideas about the purpose

beholders:
Social
representations
of information
Page | 73 systems
security in
healthcare

perspectives influence
viewpoints regarding
information system
security

and meaning of security. IS security should be
customized according to the different needs
and understandings of the companies.

Vaast (2007)
JSIS vol 16(2)
Opportunities
for computer
crime:
Considering risk
from a
criminological
perspective

Qualitative, theoretical.
Addressing systems risk
from the offender’s
perspective.

Advances ‘Crime-Specific Opportunity Structure’,
addressing the nature of computer crime
opportunities.
Criminological theories used:
-

Wilson and
Backhouse
(2006)

-

EJIS vol 15(4)

-

-

Situational Crime Prevention (SCP): focuses
on criminal setting and aims to reduce
opportunities for crime through
implementation of measures in the
environment
Rational Choice Perspective: assumes
crimes are deliberate and purposive
Environmental Criminology: criminals tend
to commit crimes in areas that are part of
their normal routines
Routine Activity Theory
Lifestyle Theory

The model presented helps to assess systems risk
with more informed insights that help inform
managers of the criminal opportunities in the
organizational context.

The article looks primarily at employee crimes, and
thus the holistic model helps identify and mitigate
the criminal opportunities within the organization.

Competing
pressures of risk
and absorptive
capacity potential
Page | 74 on commitment
and information
sharing in global
supply chains

Qualitative. Sample of 207
organizations, examining
global B2B ecommerce
risk

Theorized linkage between perceived global B2B ecommerce risk, and willingness to share
information with offshore supply chain partners.

Results support the theorized linkage. Testing for
systemic effects form geographical/cultural location
on the relationship factors provides no evidence of
regional effect on measured items.

Exploratory, qualitative.
Identifying critical risk
factors that can be used to
assess the impact of B2B
e-commerce on overall
enterprise risk. Looks at
the interrelationships
among the risk factors.

Authors apply the Khazanchi and Sutton framework
for B2B e-commerce; framework focuses on three
primary risk components, which are technical risks,
application-user risks and business risk. The authors
used five structured focus groups to test theories.

Identified 49 risk factors that support the three risk
dimensions identified by the model. The factors
were used to develop a risk assessment instrument.
The risk instrument is used to test the
interrelationships between the three risk
components. The results of the study are of value
to corporate chief officers in addressing enterprise
risk management concerns and e-commerce
managers concerned with secure and effective
extended enterprise systems, among others.

Arnold, Benford,
Hampton and
Sutton (2010)

European Journal
of Information
Systems Vol 19(2)
Risk analysis in
extended
enterprise
environments:
Identification of
Critical Risk
Factors in B2B ECommerce
relationships

Sutton, Hampton,
Khazanchi and

Arnold (2008)

Page | 75 Journal of te

Association of
Information
Systems Vol 9(4)

Risk factors in
enterprisewide/ERP projects
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Sumner (2000)

Constructive, identifying
risk factors in
implementing traditional
management information
systems projects, and
identify risk factors unique
to ERP (enterprise
resources planning)
projects.

Case studies are used to examine the major risk
factors associated with enterprise-wide/ERP
projects. Case studies were developed using indepth structured interviews using SAP, Peoplesoft
and Oracle.

Risks identified include: re-engineering business
processes to fit the ERP process, lack of senior
management support, investments in recruiting and
re-skilling, using external consultants and
technological bottlenecks.

Theoretical, constructive.

Scenario Planning Approach (SPA) was incorporated
into the process.

SPA helped to understand drivers for uncertainty
and generate new strategies.

Journal of
Information
Technology Vol
15(4)
Managing risk in a
new
telecommunicatio
ns service
development
process through a
scenario planning
approach

Ahn and Skudlark
(2002)

Journal of
Information
Technology Vol
17(3)

Understanding risks and
opportunities in the
deployment of a
telecommunications
service development
process.

The information
and technology
Page | 77 outsourcing risk: A
transaction cost
and agency
theory-based
perspective

Constructive. Model
created to help avoid
outsourcing risk in
different scenarios.

Scenario-based conceptualization of IT Outsourcing
Risk, wherein risk is defined as a quadruplet
comprising scenario, its consequences and the risk
mitigation mechanisms that can help avoid the
occurrence of a scenario.

The paper creates a model to conceptualize IT
outsourcing risk dimensions (risk factors, scenarios,
their consequences and risk mitigation
mechanisms). This framework provides managers
with a formal tool for assessing IT outsourcing risks.

Exploratory, generating a
list of common risk factors
found in software project
development.

Three simultaneous ‘raking-type’ Delphi survey
were conducted Hong Kong, US and Finland.

Paper presents its own risk factor list, compares
with other published lists, then analyzes, discussing
implications of findings for both research and risk
management.

Bahil and Rivard
(2003)

Journal of
Information
Technology Vol
18(3)
Identifying
software project
risks: An
international
Delphi study

Schmidt, Lyytien,
Keil and Cule
(2001)
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Journal of
Management
Information
Systems Vol 17(4)

Poaching and the
misappropriation
of information:
transaction risks
Page | 79 of information
exchange

Clemons and Hitt
(2004)

Evaluative, qualitative.
Discussing transactional
risk related to the use of
information by the
receiving party for reasons
outside of the business
agreement. Conditions
under which information
can be ‘poached’ are
explored.

Journal of
Management
Information
Systems Vol 21(2)
Just right
outsourcing:
Understanding
and managing risk

Aron, Clemons
and Reddi (2005)

Journal of
Management
Information
Systems Vol 22(2)

A taxonomy of risks
associated with the
outsourcing of business
processes.

Uses case examples, discussions and related
literature. The article considers theories of
poaching, TCE (transaction cost economics),
principal-agent theories, incomplete contracts and
property rights approaches.

Analysis suggests that risks and remedies are
fundamentally different in nature from those
considered in previous theories of supplier relations
and contractual governance. Poaching is a distinct
contractual risk that is growing in importance, is
fundamentally different from other forms of
opportunism and is not currently dealt with in the
related literature.

Information Risk
of Inadvertent
Page | 80 Disclosure: An
analysis of filesharing risk in the
financial supply
chain

Evaluative, exploratory.
Examines inadvertent
disclosure of business
information through P2P
file sharing networks

Using direct analysis of leaked documents.

There exists statistically significant linkages
between: leak and leak-source, including
employees and retail accounts; firm size (visibility)
and threat level; and amount of leaks and the
likelihood of threat.

Empirical, qualitative.

Hypotheses tested on more than 850 IT and
software offshoring projects in 55 host countries
worldwide between 2000 and 2005.

Increasingly dynamic levels of competition are
pushing IS offshoring into increasingly volatile and
high-risk locations. Subsequent implications exist
for management and security of information
systems.

Johnson (2008)

Journal of
Management
Information
Systems Vol 25(2)
The evolution of
risk in information
systems
offshoring: the
impact of home
country risk, firm
learning and
competitive
dynamics

Hahn, Doh and
Bunyaratavej

Exploring determinant of
risk firms bear in
offshoring decisions,
particularly firm-level and
environment-level factors
that push firms to accept
increasingly greater
degrees of host country
risk.

(2009)

Page | 81 Management

Information
Systems Quarterly
Vol 33(3)

Neutralization:
New insights intor
the problem of
employee systems
Page | 82 security policy
violations

Constructive, theoretical,
empirical. Exploring the
concept of neutralization
as a method by which to
halt employee security
policy violations, as
opposed to the widely
used deterrence method.

Theoretical model, applying neutralization
techniques commonly explored in criminology

Results indicate that neutralization is an important
factor that should be considered when developing
organization security policies and procedures.

Qualitative, empirical.
Examining user
participation in IS security
risk management and its
influence in the context of
regulatory compliance.

1: Eleven informants across five organizations
interviewed to understand the activities
undertaken t ensure SOX compliance

Study demonstrates that rather than being the
weakest link in systems security, users may be a
strong resource when provided with the requisite
business knowledge, so as to improve security
measures.

Sipponen and
Vance (2010)

Management
Information
Systems Quarterly
Vol 34(3)
User participation
in information
systems security
risk management

Spears and Barki
(2010)

Management
Information
Systems Quarterly
Vol 24(3)

2: Questionnaire survey of 228 members of ISCAC

Correlated
failures,
Page | 83 diversification,
and information
security risk
management

Chen, Kataria and
Krishnan (2011)

Management
Information
Systems Quarterly
Vol 35(2)

Theoretical, constructive.
Queuing model presents
to quantify downtime loss,
through software exploits
in information networks.

System vulnerabilities are the result of software
flaws. When homogenous software is installed
across multiple points, the vulnerabilities are share
at a greater level.

A diversification strategy is presented as
advantageous, when considering different
operating conditions and ever-changing
vulnerabilities.

