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GUIDANCE ON RISK
AND MITIGATION -

FOR THE USE OF DRONES

RESEARCH SECURITY CENTRE

Uncrewed aerial systems (UAS), commonly referred to as drones, have become increasingly common
tools in academic and applied research. Their ability to carry sensors, collect high-resolution data, and
access areas that may be remote, hazardous, or difficult to reach has led to their adoption across a wide
range of disciplines, including environmental science, ecology, archaeology, engineering, agriculture, public
health, geosciences, and social sciences.

At the same time, the global market for drones and drone-enabled technologies has expanded rapidly.
Researchers now have access to a growing number of commercially available platforms, manufacturers,
and service providers operating across multiple jurisdictions. While this offers new opportunities, it also
introduces new research security risks related to cybersecurity, privacy, data protection, and data
sovereignty.

Data captured by drones can reveal sensitive information about the areas in which the drones are
operating as well as the methods by which the drones are being used. If the drones are not procured
from Canadian manufacturers or manufacturers in countries which have a trusted trading relationship
with Canada, their connected components and associated peripherals may transfer this information to
other jurisdictions with or without the user’s awareness. Effort should also be made to ensure that the
drones procured from Canadian and trusted sources are not “white-labeled” drones or contain
components sourced from other jurisdictions. As such, the procurement and use of drones in research
warrants additional due diligence and the implementation of appropriate mitigation measures to
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Prior to deploying a drone for their project, it is recommended that researchers work with their
institution’s IT security team and their research security office (where applicable) to conduct a risk
assessment on the drone manufacturer and any potential cybersecurity and physical hazards that may
be presentin order to be well-positioned to mitigate those risks.



https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form
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should actively prioritize the security of their customers as a core business reqwrement

Trusted vendors should also sell drones that are not “white-labelled” versions of drones from non-trusted

sources and do not incorporate components from non-trusted sources. é;» - - -

Drones manufactured in countries that are trusted trade partners to Canada that do not incorporate such -~ \\ ‘
standards and practices pose similar data security risks as drones manufactured in countries that do not Wy
have trusted trading relationships with Canada.

In exceptional circumstances where drones cannot be procured from a trusted vendor, additional
mitigation measures are highly recommended to appropriately address the associated research security
and cyber security risks. These include, but are not limited to:

This controller must not be connected to any other device or network, except for the drone itself.

Most drone manufacturers allow individuals to use the drone and its related software in offline mode only.
To do this effectively, all of the drone’s settings must be switched to offline mode and you must ensure that
all data that the drone is collecting is stored locally.

This can be done effectively by installing the drone manufacturer’s software on a device that cannot be
connected to the internet (for example: a laptop that has had its WiFi and Bluetooth chips removed).

e Many drone manufacturers require a cloud service to decrypt their data to access flight log
metadata. If the servers for this cloud service are not located in Canada or likeminded countries,
this information can be accessible to foreign security and intelligence services to the detriment of
Canadian national security. Therefore, these services should not be used.

e If access to the drone’s flight telemetry or metadata is required, the drone can instead be modified

to install a third-party GPS module from a trusted provider which can provide information such as
flight speed, height, and position, as needed.
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https://canadabuys.canada.ca/en/buy-canadian-policy/interim-policy-reciprocal-procurement

MORE INFORMATION

For more information on cyber security considerations for drone use, you are encouraged to consult with
Canadian cyber security experts. You may also consult the helpful guidance published by CCCS here.

If you have any project-specific questions relating to drones or drone mitigation, please do not hesitate to
reach out to your institution’s research security office or to the Research Security Centre directly.



https://www.cyber.gc.ca/en/guidance/cyber-security-considerations-drone-use-itsap00143#risks
mailto:researchsecurity-securiteenrecherche@ps-sp.gc.ca

