10 Government

10.1 Introduction

The opportunities big data presents for the public
sector are significant and cover many aspects of
government’s role, such as security, promotion of
general welfare, and economic growth. Government
can integrate data analysis in public sector operations
and services to support the public good and betterment
of life for citizens. Government also has a leadership
role to play supporting the use of big data analytics
by creating good privacy policy and standards for the
responsible use of data, and by supporting open data
initiatives. In this chapter, we will first explore the
role of big data in multiple areas of the government
sector. Then, we will present the opportunities and
challenges facing governments when it comes to
harnessing big data.
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10.2 The Role of big data Analytics in the
Government Sector

10.2.1 Homeland Security and Law Enforcement

Government can use big data and data analytics to
support homeland security and law enforcement.
With big data analytics, authorities can be proactive
in detecting and preventing malicious activities (e.g.,
terrorist attacks) and increasing public safety. Video
data for surveillance and criminal investigation is

a crucial component for public and private security
agencies. Use of surveillance data has expanded to
include police car cameras, body-worn video cameras
and tazer gun cameras, to name a few. These devices
will more efficiently secure lawful and accurate
information compared to witness observations, but the
wealth of data they generate is difficult to manage.
Michael [56] describes challenges that arise when the
big data becomes too large and expensive to store and
process quickly.

On another note, citizens can now take on a
partnership role with the government as a result of the
emergence of crowd-sourcing or crowd-reporting
(reporting an incident on-line) platforms. Crowd-
reporting online platforms allowed for the citizen

to take the role of the council inspector, therefore
creating a more direct cooperation between public and
government agencies and enhancing the citizens level
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of engagement. This activity, for example, translates
into a lower cost of civil services (less council inspector
needed), and enhance the transparency of public service
processes (with the option tracking of reported issues).
This information also adds on the wealth of information
collected by governments for increased accuracy of
the analysis.

10.2.2 Economic Growth and General Welfare

Many countries, including Canada, are working

on initiatives related to big data individually and
together. To unravel the economic potential of public
data, the European Union Commission, for instance,
established the “Digital Agenda for Europe” in 2010
to investigate the means through which the digital
market can provide sustainable economic and social
benefits to EU citizens [57]. When harnessed in the
government sector, big data analytics can produce
returns through enhanced operational efficiency

and public services, reduced fraud and error, and
increased tax collection. Yiu estimates the returns for
the UK public sector of using big data have amounted
to between pound 16 to pound 33 billion [58] and
provides some examples of big data applications for
public services could be done by means machine
learning techniques. Yiu states that “in the welfare
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arena, better segmentation and personalization could
help to identify the support that unemployed people
need and get them into long-term work.”

Further, governments aim to create value through big
data research. As a result of a shift from small-sample
government surveys to large-sample ones, researchers
can now examine a sub-population of their choice,
resulting in a more rigorous study related, for example,
to wages, health, productivity and other matters [59].
As in the private sector, using big data in the public
sector can help governments gain better insights
about the population they serve and design programs
that can yield better social outcomes. For example,
sentiment analysis about a specific government
program helped identify the common hurdles from
citizens in using the program and led the program to
work on addressing the identified issue.

A number of municipalities in Canada (e.g., Edmonton,
AB - https://www.edmonton.ca/city _government/
initiatives_innovation/smart-cities.aspx) are using
data to help better manage their resources (e.g., energy,
water). This approach is aimed at reducing costs, as
well as improving citizens life through better traffic
and transit management (e.g,. traffic, transit) and
reducing pollution.
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Another big data application example comes from the
newly launched federal Big Data Analytics Centre of
the Communications Research Centre. The Centre is
using big data and artificial intelligence technologies
to look for ways to use economically critical wireless
spectrum more efficiently. Wireless data traffic is
expected to increase 1,000 times by 2020, which will
apply significant pressure on Canada’s infrastructure.

The Centre is experimenting with new technology
to locate unused radio waves in real time and put
surplus capacity to work. (https:// www.canada.ca/
en/innovation-science-economic-development/
news,/2017/05/official_openingofcrc bigdata
analyticscentre.html)
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10.3 Opportunities and Challenges

Promoting Open Data and Collaboration: Canada
recognizes that big data analytics is an essential
component of the use of evidence-based policy
development, results-based programs and the
evaluation of efficiency. A number of projects are
underway to integrate data analytics in government
operations to create better outcomes for Canadians.
In addition, the federal government is part of the
international open government movement - the
Open Government Partnership (OPG) - which not
only aims at increasing transparency and citizens
engagement in their democracy, but also in spurring
innovation through public involvement.

As part of this initiative, the federal government
plans to make data open (public) by default, and

is also working towards making publicly funded
research open by default (Commitment 14:

Increase Openness of Federal Science Activities
(Open Science)). Encompassed in Canada’s

third biennial plan to the OGP, the federal
government is committed to assess the benefit of
open government data (Commitment 5: Define

an Approach for Measuring Open Government
Performance). (http://open.canada.ca/en/
content/third-biennial-plan-open-government-
partnership#toc5-1-5). A 2015 study from Natural
Resources Canada looked at the economic impact

of open geospatial data and estimated that it

added $650 million to Canada’s GDP as a result

of its use. (http://geoscan.nrcan.gc.ca/starweb/
geoscan/servlet.starweb?path=geoscan/fulle.
web&search1=R=296426). Quantifying the potential
economic value of open data is difficult and through
anumber of case studies, the GovLab is assessing the
value of open data for governments around the world
(http://odimpact.org/).

The Public Sector Executives Network of Canada is
learning from the British government’s evolving methods
for collecting and analyzing data, and developing
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predictive techniques to acquire valuable insight. The
Public Sector Executives Network [60] states that
Canada is focusing on the following objectives:

- Understanding how other governments are
implementing open data policies and the
international legal framework used from bodies
such as the United Nations, the Organization for
Economic Cooperation and Development and the
European Union.

- Learning the various methods that Canadian
governments are using for open data and data
analytics in industries such as public safety,
citizen involvement, health care, public health
and social programs, roads, bridges and other
infrastructure, transportation and the environment.

- Exploring how open data and data analytics
can promote citizen participation, create new
business opportunities and build constructive
partnerships.

Moreover, Tableau[61] mentions two points that
governments should consider to optimize the use of
data. First, governments should identify problems
that could be solved by big data initiatives rather than
sticking to low-cost, short-term solutions. Rather,
Tableau argues government should focus on solutions
that would achieve long-term goals. Second, it

should support collaboration between the public

and private sectors. Tableau [61] lists open source
initiatives with the private sector and inter-agency
collaboration across the public sector as key issues
that the government should work to address. The
realization that much of their data is shared among
different government agencies and more useful with
appropriate data from private sector firms could help
bring value to big data initiatives as it would make
analysis efficient.
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Developing Good Privacy Policies: As in the
private sector, governments face privacy issues in the
responsible use of big data. Privacy issues affecting
the use of big data in a broad range of sectors have
been discussed thoroughly in preceding chapters.
Government has a major role in protecting privacy by
developing (and evolving) balanced policies that set
transparent standards for how data can and cannot
be used[60]. Ethical dilemmas also arise. Unlike
surveillance cameras, the data collected from smart
phones and wearable devices will not allow for the
privacy of bystanders who are captured in a video by
coincidence because they were in the wrong place at
a certain time.

Sharing Data Internationally and Nationally:
Along with privacy concerns, one of the most
prominent challenges for government is data
sharing. It is a particular challenge to share data
between countries, but if overcome, it can greatly
enhance homeland security and other aspects

of the government’s role. For example, Kim [57]
states that the Boston Marathon tragedy [62] could
have been prevented had the Russian government
shared information with the U.S. government.
Global collaboration is therefore necessary for each
individual nation’s well-being. Because governments
are large and complex, Kim finds that 58 Contents
sharing data within and across government
departments and agencies also requires sustained
effort and planning|[57].

Managing Technical and Talent Constraints:
Other challenges facing governments include
capturing, categorizing, storing, searching, sharing,
transferring, analyzing and visualizing information.
Capturing data is a difficult task for governments

as it not only comes from different platforms (social
network, the Web etc), but also from multiple sources
(such as countries, institutions, agencies etc). Also,
an efficient analysis of the data requires highly skilled
data professionals that are in high demand[57].
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10.4 Conclusion

In this chapter, we presented concrete examples of the
benefits big data analytics brings to the government,
whether in the security domain, economic growth or
general welfare . However, it was also evident that,
like in any other sector, governments too have some
challenges with the utilization of big data analytics,
mainly privacy issues and local and global data sharing
difficulties. On another note, given the shifting
landscape of data requirements and use restrictions,
it has become clear that overcoming these obstacles
cannot be accomplished by government alone.
Infomediaries and data management solutions must
be leveraged in some capacity in order to unlock the
value of external data.
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11 Conclusion

Industry and the public sector can benefit from the
increasing amount of data available. When harnessed
well, data provides valuable insights which, in turn,
translates into profits and sustainable development.
To achieve these results, it is important for organizations
to grasp of how data can be monetized across different
sectors and business areas. By examining concrete
examples of how big data analytics is being used
currently, or could be better used, across nine areas
and sectors, we conclude there are several strategies
that private and public enterprises can use to leverage
their valuable data to create competitive advantages.

Increasing sales promotion and revenue potential:
The analysis of data has proven to be a useful tool

to make more informed decisions that can increase
company revenue or value. Companies across multiple
sectors can use data analyses to their advantage for sales
promotion and increased revenue to improve their
customer bases and bottom lines. Many businesses
and retailers use customer sales and social media
data to improve their marketing strategies by better
targeting promotions to specifics customers segments
or audiences to generate more sales potential.

Banks and other financial institutions can take
advantage of their internal database (transaction
records, customer service call recordings, etc.) to
create personalized selling strategies that meet
customers’ needs and to promote cross-selling.
Machine learning can be used in the client service
or telephone banking department where vocal data
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can be analyzed to generate more sales opportunities
and identify customer solutions that will improve
satisfaction and retention. Based on the customer’s
words and product portfolio, sentiment analysis
delivers real-time suggestions to call center agents or
financial advisers that can benefit customers, as well
as protect or increase profitability.

Trading or selling data: The main strategies for
data monetization discussed in this paper include,
but are not limited to: trading data with partners or
selling the data through different means, such as
service bundles or pay-per-use. Some manufacturing
companies have begun selling data to increase revenue.

Optimizing performance and driving efficiency:
Companies in the energy and mining industry,
particularly the utilities sector, can use big data
advantageously to monitor system performance
and energy loss, optimize operational processes,
and improve efficiency. Manufacturers are using
predictive analysis to capture and transform diverse
data into valuable real-time information to improve
manufacturing performance and all aspects of the
manufacturing value chain. Similarly, we find that
health care providers can benefit from big data
insights and real-time feedback to improve health
care services, increase efficiency and reduce costs.
Even energy consumers can use real-time big data
insights to change their energy consumption patterns
and save on energy costs.
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Better prediction insights and more informed
decision-making: Combining and analyzing huge
amounts of data in big data sets offers opportunities
to create more reliable insights with higher prediction
accuracy in the public and private sectors. The health
care field has a wealth of big data that can be used to
predict epidemics, cure diseases, avoid preventable
deaths and predict patient outcomes in order to
personalize more effective treatments. Researchers
can use vast social media data to gain insights and
understanding about behaviour, public sentiment,
and global socio-political movements in order to
tackle real-world problems. In the financial industry,
banks are beginning to use big data to better understand
the business landscape outside their internal customer
base. Advanced machine learning and other analytical
techniques offer financial organizations the ability to
analyze sentiment in thousands of financial
transcripts in order to better predict future

economic conditions in companies and offer better
recommendations to clients. In the real estate
industry, by analyzing neighborhood demographics,
commercial and residential buyers can make better
decisions when it comes to investing in real estate

Fraud detection and loss control: Big data is also
key to security. Analytics can be used to prevent cyber
threats (although outright prevention is difficult as
hackers become more sophisticated) and to detect
anomalies that may signal fraudulent activities. Fraud
detection provides high benefits to private enterprises
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and governments by minimizing losses, and
governments also make use of big data to improve
homeland security, public safety and general welfare.

Talent, technical and privacy challenges: We

find that most industries face common technical
challenges in dealing with big data related to data
storage and volume, data format varieties, analytics
processing power and other technical difficulties.
Common and recurrent challenges across industries
relate to talent, data security and privacy concerns.
Industry and government lack of skilled human
resources to perform big data analytics. Educational
institutions must consider adding courses and
specializations in areas such as data mining, text
mining, predictive analysis, network analytics,
among other data-related skills. All sectors face the
challenges of protecting data privacy, security of data,
as well as understanding and sharing the different
types of data existing in organizations.

Need for more open data and collaboration:
Academia faces the challenge of lack of access

to publicly available big data sources. A strong
collaboration between industry and academia

is needed to create skilled resources capable of
addressing big data needs of organizations, and
such strong collaboration can not be created without
government’s support.
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Glossary

Advanced Metering Infrastructure In the energy sector context, it refers to an infrastructure of smart
meters different from the traditional one, in such a way that communication from the meter to the network
can be done via wired or wireless connections. 48

Apriori Association Rule Algorithm used to identify frequent individual items in a database and the most
common item associated with the first one. It is often used to discover trends and patterns in the database. 28

biomarker A measurable substance in an organism indicating the presence of disease. 37

Chart of Accounts A list of a company’s accounts used to organize the finances of an entity. 13 cloud computing
Shared computer processing and data resources provided through Internet-based computing. 26, 33,53

clustering A technique that groups data into categories in such a way that the data found in one group have
greater similarities than those found in another group. 18

CLV Customer Lifetime Value - The estimation of the net profit of a future relationship with a customer. 18, 19, 22
data mining The process of analyzing large databases in order to derive information. 22, 27, 28, 51, 54

data storage Data storage, also called memory, is the computer component that saves and digital data. 5, 7,
21,28

exabytes A measure of computer storage capacity. One exabyte is equal to one quintillion bytes. 37
false-positive A result erroneously indicating that a specific condition is present. 34

genomic data Data related to the study of genomes. A genome is a series of genes found in a cell. 5, 37
gigabyte A measure of computer storage capacity. One gigabyte is equal to one 10000000000 bytes. 37
Hadoop One of the most commonly used big data open source platforms. 9, 11, 34

Internet of Things It refers to all physical devices and machines able to exchange data via network
connectivity. 1, 38, 48, 51, 52

JSON JavaScript Object Notation - An open standard file format or data format used effectively for browser/
server communication. 10

Kafka Apache Kafka is an open-source stream processing computation platform originally written in Scala
and Java. 10

machine learning A set of techniques in which algorithms are used allowing computers to learn by and of
themselves. 5, 23, 24, 26, 34,56

MapReduce The main component of the Apache Hadoop software framework. It provides a performing
distributed and parallel processing system for large amounts of unstructured data sets across computer
clusters. 9
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Market Basket Analysis A data analysis and data mining technique that highlights relationships and
associations among activities performed by specific individuals or populations. 17, 19-21

meta-data A data describing and providing information about other data. 42

Natural Language Processing A computer science subject interested in the communication between computer
and human language. 23, 24, 26

NoSQL Not Only SQL or Non SQL - A NoSQL database is a non relational database which allows for a non
relational database processing. 9

petabyte A measure of computer storage capacity. One petabyte is equal to 1,024 terabyte. 11
predictive analytics The use of data and statistical analysis to foresee future events. 22, 51, 52
Quality of Experience A measure of customer’s satisfaction from a service. 47

Radio Frequency Identification type of electromagnetic sensor used to track objects electronically. 51
RFM Recency Frequency Monetary Value - A technique used for analyzing customer value. 17, 18

sequence analysis In the bioinformatics context, sequence analysis is a process used to analyze DNA, RNA
or peptide sequence using data analytics. 34

Spark An open source cluster computing framework. It is now the largest big data open-source project,
providing the best processing speed compared to other open source projects. 10

speech analytics The operation of obtaining information through analytics from data contained in recorded
calls. 24

spoofing attack The act of maliciously masking one’s address by using another address. 35

SQL Structured Query Language - A language used for managing and stream processing data contained in a
relational database management system (RDBMS). 11,13

Storm Apache Storm is a distributed stream processing computation originally written in Clojure language. 10

structured Data that is presented in an organized manner or in a fixed field within a record or file. Data in
relational databases for example are considered structured data. 7, 9, 10, 13, 15, 49

supervised The machine learning task of inferring a function from labeled training data. 34
terabyte A measure of computer storage capacity. One terabyte is equal to 1,024 gigabytes. 9

text mining Also called text analytics. It is the operation of obtaining information through analytics from data
contained in a text format. 22, 42
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unstandardized data The opposite of standardized data. Unstandardized data refers to data received in
different types and formats. 8

unstructured The opposite of structured data. Unstructured data is data that is presented in a disorganized
manner and is more difficult to read or manipulate. 7, 9, 10, 13, 15, 25, 26, 28, 49

unsupervised The machine learning task of inferring a function to describe hidden structure from unlabeled
data. 34

XML Extensible Markup Language - A language that contains specific rules for encoding documents in a
format that can be easily read by humans and machines. 10

Zettabyte A measure of computer storage capacity. One exabyte is equal to one sextillion bytes. 37
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