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CHALLENGE CARD GAME

CHALLENGE CARD GAME

Game Obijectives
Primary Objective: An “Un-official Crash
Course on Digital Asset Management Al Ethics.”

To make core principles of Responsible Al
(Fairness, Transparency, Accountability, Privacy)
tangible and applicable to daily

Digital Asset Management (DAM) tasks.

Audience: Ages 18+ DAM professionals,
Graphic Communications students, or
anyone with a basic understanding

of asset management.

Gameplay: Players (or teams) draw a card,
read a scenario, and must apply the correct
Responsible Al principle and propose a solution,
discussing the ethical implications.
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WHY RESPONSIBLE Al IS THE FUTURE OF DAM GOVERNANCE:

5 CRASH COURSE 5

THE NEW REALITY OF DIGITAL ASSETS

Modern Digital Asset Management (DAM) is evolving from simple storage into an
intelligent content engine. Al is automating crucial tasks like metadata tagging,
usage compliance, and generation of content.

Al is a product of human input data and code, making it susceptible to ingrained bias,

error drift, and data privacy breaches. Unmanaged Al can cause reputational damage,
legal fines (GDPR/EU Al Act), and financial loss.

Al governance is no longer optional. It is essential for managing the inherent risks
while maximizing the benefits of innovation.

FOUR KEY PILLARS OF RESPONSIBILITES

ACCOUNTABILITY FAIRNESS
‘ “Ensures a human is ultimately responsible.” “Eliminates algorithmic discrimination.”

TRANSPARENCY PRIVACY
“Establishes trust in automated decisions.” “Safeguards sensitive Pll and data security.”

THE PATH FORWARD

Effective DAM governance is Human-led and Tech-powered.
The DAM team's role evolves into an ethical stewardship role, overseeing the performance,
safety, and fairness of their automated systems
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exssmms PRINCIPLES IN DAM ETHICS REFERANCE s

PILLAR DEFINITION DAM APPLICATION

Mandates human intervention to
review automated decisions

(e.g., deletion, high-risk

flagging) and maintain clear

audit logs linked to human sign-off.

“Establishing clear human responsibility
for the Al system’s actions and impacts.
Ensuring the system is auditable and
traceable to a person or policy.”

ACCOUNTABILITY

O

Requires auditing Al training data
and output tags to prevent

“Designing and operating Al within a DAM

to ensure equitable outcomes,

©

FAIRNESS : 1 o - discrimination based on race,
avoid replicating or amplifying existing der disabili h
human or societal biases.” gender, cisability, or geography

' in asset visibility and classification.
“The ability to understand how the Al :cmp|emeng exp|0|r'1§b|he AR
arrived at a specific decision or output eatures fhat provide human-

TRANSPARENCY ' governed reasons (audit trails)

Avoiding the "black box" problem to

i ” -I: t t ..
build stakeholder trust. or automated decisions,

such as an assets’s risk score or deletion.

Requires rigorous data minimization,
“Safeguarding individual and personal stripping personal data
PRIVACY data (Pll) used by the Al, and adhering to  from assets unless absolutely
global regulations and evolving Al acts.”  necessary and legally covered
by explicit consent.
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THE DAM ETHICS CHALLENGE: GA

OBJECTIVE

To successfully navigate Al-driven DAM dilemmas by correctly applying the
Four Pillars of Responsible DAM.
The goal is to build Digital Trust while maintaining Operational Efficiency.

GAME SET-UP

1. Shuffle the 16 Scenario Cards (The Challenges).

2. Lay out the 4 Principle Reference Sheet (The Pillars) for all players to see.
3. Each player/team starts with O Trust Points (TP).

HOWTO PLAY

l. Draw a Card: The active player draws one Scenario Card and reads the situation
and the Ethical Challenge out loud.

2. Start the 2-minute timer.

3. The group players must propose the responsible solution and explain why

it is the correct ethical path forward within the time limit.

4. Review: The card is flipped to reveal the Pillar and Key Action (The Solution).

SCORING

« Correct Pillar + Strong Rationale: +3 Trust Points (TP).
« Correct Pillar Only: +1Trust Point (TP).
« Incorrect Solution: O Trust Points (TP).

WINNING THE GAME

or team to reach 15 Trust Points (TP) successfully demonstrates
sight required to manage Al responsibly and wins the DAM Ethics Challenge.
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ACCOUNTABILITY
& HUMAN
INTER-VENTION
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SCENARIO

An Al compliance checker

fails to flag a copyrighted
logo. The asset is published,
resultingin a large legal fine.

SOLUTION

Implement a mandatory policy
requiring a specific DAM
Administrator to manually sign-off
on high-risk compliance checks

before publishing.
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ACCOUNTABILITY
& HUMAN
INTER-VENTION
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SCENARIO

The organization wants to
delete a large set of
outdated assets based

solely on an Al
recommendation,
risking the permanent
loss of valuable data.

SOLUTION

Create a formal review board
that manually audits a sample
of the Al's archival
recommendations before
final approval.
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SCENARIO

You discover the automated
quality control (QC) Al

has been silently failing

for months, leading to
thousands of low-resolution
images being accepted.

SOLUTION

Create a mandatory, real-time Al
performance dashboard that
tracks QC accuracy and

flags errors for immediate

human intervention..
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ACCOUNTABILITY

& HUMAN
INTER-VENTION
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SCENARIO

A bug in the auto-tagging
Al adds confusing, irrelevant

metadata. No one is
assigned to monitor the
quality of the automated
tags.

SOLUTION

Implement a mandatory policy
requiring a specific DAM
Administrator to manually sign-off
on high-risk compliance checks

before publishing.
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SCENARIO
Al auto-tagging consistently

misidentifies people of
specific ethnicities or
genders, using generic or
incorrect labels.

SOLUTION

Pause the model, conduct a
formal bias audit, and enrich the
training data with diverse,
balanced, and verified images.
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SCENARIO

A legal team requests why
a photo was auto-classified

as "High Risk," but the
system gives only the final
classification, not the
reasoning.

SOLUTION

Ensure the Al is designed with
Explainable Al (XAl) capabilities
to log the specific data points
that triggered the 'High Risk' flag.
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PRIVACY
& DATA PROTECTION
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SCENARIO

A new facial recognition Al
creates and stores unique,

biometric 'faceprints' of
individuals in the DAM
without their specific consent.

SOLUTION

Stop the creation of faceprints
and use the Al only to generate
temporary, non-identifiable
bounding boxes or simple tags.
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FAIRNESS
& BIAS
MITIGATION

SCENARIO

Facial recognition tool used
for rights management

shows significantly higher
error rates on certain skin
tones.

SOLUTION

Deactivate the facial recognition
tool until bias and quality
performance across all
demographics is verified

and corrected.
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FAIRNESS
& BIAS
MITIGATION
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SCENARIO

Search results for "leader"

or "engineer" are dominated
by assets featuring a single
gender or demographic.

SOLUTION

Apply specific anti-bias tags
(eg. "diverse leadership")
and audit search result ranking
logic to manually promote
balanced assefs.
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TRANSPARENCY
& EXPLAINABILITY
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SCENARIO

An automated workflow
expires a critical campaign

image, but no audit trail
exists to show which rule
or Al model triggered the

expiration.

SOLUTION

Mandate a feature that logs the
provenance of all automated
metadata—specifically,

which Al model created or
modified the tag.
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TRANSPARENCY
& EXPLAINABILITY
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SCENARIO

A user disputes an
auto-generated compliance

tag, but the DAM librarian
cannot show the user why
the tag was applied.

SOLUTION

Design the system to provide
simple, layered explanations for
every automated tag and decision

(eg. "Tagged [X] because [Y]").
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SCENARIO

Your Al recommendation
engine suggests a specific

asset, but the only reason
provided is a vague,
internal numeric score.

SOLUTION

Ensure the Al translates internal
scores into human-readable
rationale (e.g., "Recommended

TRANSPARENCY due to high success rate in
& EXPLAINABILITY Q4 North America campaigns").
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PRIVACY
& DATA PROTECTION
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SCENARIO

Content uploaded from
cameras contains detailed

GPS coordinates (Pll),
though the DAM only
needs the city/state for

geo-tagging.

SOLUTION
Configure the DAM's upload

workflow to automatically strip,
or blur detailed GPS coordinates
upon ingestion.
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SCENARIO

Your Al is trained on images
sourced from a third party,

and you later discover they
lacked clear consent for
Al processing.

SOLUTION

Immediately perform an analysis t
o identify and isolate/delete all
Al models trained on the
compromised data source.
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PRIVACY
& DATA PROTECTION
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SCENARIO

A subject in a marketing
photo (who gave consent
three years ago) formally

withdraws their consent and
requests all images and
related data be deleted from
the system.

SOLUTION

Trigger an automated workflow

to quarantine and delete the

asset and all associated metadata
( tags, usage history, etc. )

across the DAM and

all connected systems..
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